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(® SDL Quick security references on SQL injection, Bala Neerumalla,
http://go.microsoft.com/?linkid=9707610

@ SOL Injection Prevention Cheat Sheet, OWASP,
www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet

® CAPEC-66 SQL Injection, CAPEC,
http://capec.mitre.org/data/definitions/66.html

@ CWE-89 SQL Injection, MITRE, http://cwe.mitre.org/data/definitions/89.htm|

® 2016 OWASP Application Security Verification Standard, OWASP, Malicious Input
Handling Verification Re— quirements,
http://www.owasp.org/index.php/Category:OWASP_Application_Security_Veri
fication_Stan— dard_Project
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@ “XML Path Language (XPath) Version 1.0” W3C Recommendation, 16 Nov 1999
http://www.w3.0rg/TR/xpath

@ XQuery Injection, Common Attack Pattern Enumeration and Classification (CAPEC)
http://capec.mitre.org/data/definitions/84.html

® “Blind XPath Injection”, Amit Klein
http://www.packetstormsecurity.org/papers/bypass/Blind_XPath_Injection_2004
0518.pdf

@ Failure to Sanitize Data within XPath Expressions(‘XPath injection’)
http://cwe.mitre.org/data/definitions/643.html

® CWE-652 XQuery Injection, MITRE,
http://cwe.mitre.org/data/definitions/652.html

® CWE-643 XPath Injection, MITRE,
http://cwe.mitre.org/data/definitions/643.html

@ 2016 OWASP Application Security Verification Standard, OWASP, Malicious Input
Handling Verification Requirements,
http://www.owasp.org/index.php/Category: OWASP_Application_Security_Verific
ation_Standard_Project
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of. Fuxtz
® CWE-90 LDAP Injection, MITRE, http://cwe.mitre.org/data/definitions/90.htm|

©@ 2016 OWASP Application Security Verification Standard, OWASP, Malicious Input
Handling Verification Requirements,
http://www.owasp.org/index.php/Category:OWASP_Application_Security_Ver—
ification_Standard_Project

® “LDAP Resources”, http://ldapman.org/

@ “LDAP Injection & Blind LDAP Injection”
http://www.blackhat.com/presentations/bh-europe-08/Alon-
so-Parada/Whitepaper/bh-eu-08-alonso-parada-WP.pdf

® “A String Representation of LDAP Search Filters”,
http://www.ietf.org/rfc/rfc1960.txt

® Failure to Sanitize Data into LDAP Queries(‘LDAP Injection’),
http://cwe.mitre.org/data/definitions/90.htm|
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of. Fuxtz
® CWE-99 Resource Injection, MITRE,
http://cwe.mitre.org/data/definitions/99.html

® CWE-78 OS Command Injection, MITRE,
http://cwe.mitre.org/data/definitions/78.html

@ CWE-22 Path Traversal, MITRE, http://cwe.mitre.org/data/definitions/22.html

@ WASC Threat Classification v2.0 OS Commanding, WASC,
http://projects.webappsec.org/w/ page/13246950/05%20Commanding

® WASC Threat Classification v2.0 Path Traversal, WASC,
http://projects.webappsec.org/w/page/13246952/ Path%20Traversal

® Command Injection, OWASP,
http://www.owasp.org/index.php/Command_Injection

@ File System Path Traversal, OWASP,
http://www.owasp.org/index.php/File_System#Path_traversal

Directory traversal attack, Wikipedia,
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® 2013 OWASP Top 10 - A3 Cross-Site Scripting(XSS), OWASP,
http://www.owasp.org/index.php/Top_10_2013

@ “Feed Injection In Web 2.0: Hacking RSS and Atom Feed Implementations” By
Robert Auger http://www.cgisecurity.com/papers/HackingFeeds.pdf

@ 2010 OWASP Secure Coding Practices, OWASP, Input Validation,
http://www.owasp.org/index.php/OWASP_Secure_Coding_Practices_-_Quick_R
eference_Guide

@ “CERT” Advisory CA-2000-02 Malicious HTML Tags Embedded in Client Web
Requests” http://www.cert.org/advisories/CA-2000-02.htm|

® “Cross-site Scripting Explained”, By Amit Klein
http://crypto.stanford.edu/cs155/papers/CSS.pdf

® “DOM Based Cross Site Scripting or XSS of the Third Kind” By Amit Klein (WASC
article) http://www.webappsec.org/projects/articles/071105.shtml

@ “Feed Injection In Web 2.0: Hacking RSS and Atom Feed Implementations™ By
Robert Auger http://www.cgisecurity.com/papers/HackingFeeds.pdf




MY =4 HHEAH Eores Tt

16 oL S20Is+ Y 7L AT

= —
98 | O U5 Y B
MAYR | WIER VNS ¥ 28 84 23
o | HIZBIS B 2K S S} Tt H0l0] WSt 527152 438 1) € AHiA 2301 thet
=° | Qa8 7BYY 9 2 RE0H 42 20 St MRS AH6I0F St
worgyyy | O ANAHIOR TSEI= BE Q30 Uish SO AIBXIC| S8 20X, OFLIK 022
= Bg 4 QIS 40 BiC

K= MEEE, XSS S22 A0| 25t AR|(+H, AHl, S5 )5 MOIET} MESHE 2
AEXtS] Aot = MAME|A & 4= UCH

oM O
oy

© CSRF3H AC 55

[B2Ar8] 2381 & go|2H|8.
{iframe src="changePw.jsp?newPw=123"
width="0" height="0">

© CSRF 37 3E Z&tEl
[BXIAHE] ... Ho|X] 23

O xi53HE 280 23]
3|dxfe| o2
MH|AE 2F

changePw.jsp?newPw=123

('\
1 - -
I rzzd

© X318 20| ZpE ER1i
S5i0| BRIl B o

4%

J2 3-8 | AZA AIO|IE 27 2|Z(CSRF)

71



[o]

AEEQ0 f

HT
o

r
J

i

04
rA
(i

f710IE &

Lt QAN DAL

@

ALARHOR MEE= 2E Foll Cho FYHQ ALZXI| R=tt 2FRIX|, OfX| RS
THEg & A= 3Hof BiCt.

(7) CSRF E2 AtE

2 URL7|ECR QFS HﬂléfE T20ICE. oy QHO0| EH A8AS HaXol QHERIXIE
T-2ot7| !Iet MOl HEHX] 2 L

ASEX} Q0] M2E 5 L.
“12HM SHE 20| Y 75.% AERIS| Ha&Ol HXI0f 2ot QFRIXIE 2517 o MEE=
CSRF E22 MAEI0 A AEXIZ7t ZIYHOIXIE QT TOITt hiddendt2
S2U0[QEN EZS TYS F, oiY S20IMEL] HO|EM2| 2F A| MI== CSRF EZw

M0 MEE E2AE HIWHH RE8S AAGHES HASHTC
CSRF EZ22{0i| CHEH HAH HHE MVCE U= HBRHES 0|25t0] HIO|E X2| 2F 4
A XNH=02 AAE 4 UTZ2 MASITE. Spring0|Lt Struts?t 22 MVCEHYYF 9| HL
AR QFE E1t 0l 7I=XAM 22 K488 A = /U Interceptor AEHEE 0|8
510 2H0|E2 MY E CSRF EZ0] M0 MNYE EZUL SYSHKIE BAIGHH St
7

A20r Q80| H2lZ 4 AT ATt

« Locale Solution Miscellaneous
Uer ms) —) L dll - Theme Solution
request » Multipart(file upload) handling

Eamd. Handler Mapping(s) Controller
—)

Handler(Controller)

From submission
= EY

Data binding
Validation

L il HandlerExceptionResolver

View Resolver View
View

Joydeouelu|

Uer
reponse =

111

o3 HAEHES #8510 et E: st Jto| o5
Response hiddenZ{2 2 CSRF or Ji)!}:(})(i)l:[ Eg,ngifggEﬁa" =
TOKEN 2t &kl =T




AEXS] QFE HBOIH CSRFS Hoig & UES [H 3-9]dt 22 T2 YLt 2f0[=2(2(9]

AES g QU0

EERH CSRF ol 95t m2|oie|3 2 2o|=aje)

gt

oX
fo
00

7Kt ZQ9)3 i 2to|=2)|

Spring Security: http://spring.io/

RIB, 217t S 7| OHSZIAI01M2| HOV|SS ME3t= Java/Java EE Z2fU9F0|0, 3.2
Ol9l HMOM= CSRFESZ0I Chet W07|sS MIESSiCt. Apache Software License
v2.0 ZH0j| T2t AR EH AFR7 S

Apache Struts: http://struts.apache.org/

Java EE #OHEZH 0[N 7S fiot QEAA THAJFO|CH. MVCOF [HINE MEdH=
NYRIE K[Hot7| Hot0 At MER APIE AME 3 SH&GIALCT

Apache Software License v2.0 Ha0| [t AEREA AFZ7HSOIL.

OWASP CSRFGuard:
https://www.owasp.org/index.php/Category:OWASP_CSRFGuard_Project
HTMLOIAM MM = QMEHR|9 CSRF E2S AEE & UES oh= XHIEE TEHE Mot
= 2f0]=22{2/0|Ct BSD License0 M2t A& 4= QUL

Java

Django: https://www.djangoproject.com/

Python PHP | MOPMO= ZbdEl QEAA ¢ OHSZH0ME Z2fUF 24 CSRFSZ0 Uit 2oi7 |52
MIESICE. 3-clause BSD License H&H0| 2t AF27HsoOlCt.

CSRF Protector : http://github.com/mebjas/CSRF-Protector-PHP

PHP PHP & i Al AF2E 4= Q= CSRF 240{ 2t0|22{2/0|Ct.

Apache Software License v2.0 Ha0| [t XS AFZ7HSOIL.

=
@
(2]
AT
&
nx
X
ra
X
HT
S

Rix =3

(L) MRS 415 72| 715 g
CSRF E2 YAl XSS ZorH0| QU= AO|ES el 3
CAPTCHADISH 222 XIS} 45 M2 7k53t 7|1 HZalo] 9X8 0| AHE + A==

AR

(c) XS 27

27159 8* MASL=Z QoA &M 2F 6RE Qlot=5 2SI,

=

5) CAPTCHA(Completely Automated Public Turing test to tell Computers and Humans Apart, &% XtS&HE ARt
ZARE T, W R HIP(Human Interaction Proof) 7|22 &0, OIS AFSAZE AN AFZQIX| AR D273
QIX|E FH5| o ArE &= JHo|Ct.

73



AHEEQI

HL
ro
J

[o}

[OF

oA
™
|'|—1

f7101=

C}. ZIEH KisALE

27ME @

NAHOZ MAE|= DE Q0| Chs) HAKO! AFRALS] SE5F QHOIX|, OFX| T & 4 Q=
fof B,

DE AR 2E(Request)Oll LHaHA HAKO! ALBRIS] Q(RequesUS BHOISHS EXIT} A7
=|0f QUEX| HQIBHE

1. £R715 Q0 T3t CIOJE| M2l L0 ol 3 REAS HEGI0] M2 4 U A7) H0f U=7P?

2. QF0| tiet Rad HS 7IsS Haoks HAE 71I%|0| &

= A=7F

. ity
1. 82715 20| tiSt HI0|E XMe| 20 tich 2 Feds THolH Melg + A== EAEN U=/
TEHYY HHAMES HEA|
-1 QTARFEOINON ZAYS0 Tt CHAO] =BI=H QOO ORI | - o1y o atexin
A MAEHE XMR|E | ol71 QIABIEMEZ O STARTERIN, STARIFAR,
AN EALE HEARO] +REN AL, 2FAMFHEZ 2

At} 8 71 ofst 29I

OF [HMEAM HE

1-2 HIOJE] M2| 2% (request)0f| CiZH Xl EXH)H ME HAUKIE
d& ok 7|'50| QEEISHA| EH = A=K 22
- CSRF E3Z |-Q.0|»O:| OX-I O_g_kl 7‘|7<

- CAF’TCHAE 01850 2F RN 45

OD2O0HBMM, SH22AHNM,
OF [BIXMEAM 5 HE

1-3 2ERF&d 8 7I50| Ao MEEES A JU=A| =2l
- ZEHOH X=| 270 Mg
- ZLHO|HE XMelok= 7ISUIM HE

O [HXMEAMY E2IR7e=
HE A2 gE, HE 89
B 224 2AIM, HE7101=
FtEE

1-4 Q7150 Clioll MRES/ARI Rie &t it 50| HA0f Q=R 240

SUHAEAN HE

2. QF0 tiet Rad 48 /s Hdots HAE A=0| 850 U=7H?
T HELEE ZHEOA
2-1 E1I0|E1 2|2 QA5 397

I:IE

TREHAEAHO|A HE




° J'_I-EI_1A

|_|.7—=ﬂ

==

LAMNLFAN, LPANSFHE, OF7[EIMEAXN, JHE7I0IE, T2 MM, SH2EAH A,

T EHIAEAOIA S

2t GIEHE THE HOlH s

op. EIXtE

(® “Cross-Site Request Forgery”, Wikipedia
http://en.wikipedia.org/wiki/Cross-site_request_forgery

® 2013 OWASP Top 10 - A8 Cross-Site Request Forgery(CSRF), OWASP,
https://www.owasp.org/index.php/ Top_10_2013

® CSRF Prevention Cheat Sheet, OWASP,
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@ Spring MVC support for CSRF prevention, eyallupu,
http://blog.eyallupu.com/2012/04/csrf-defense-in-spring-mvc-31.html

® Cross—Site Request Forgery: Demystified, ynori7,
http://halls-of-valhalla.org/beta/articles/cross-site-re-quest-forgery-demystifi
ed,47/

® Cross—Site Request Forgeries: Exploitation and Prevention, William Zeller and
Edward W. Felten,
http://people.eecs.berkeley.edu/~daw/teaching/cs261-f11/reading/csrf.pdf

@ Cross Site Request Forgery Protection, Django,
http://docs.djangoproject.com/en/1.8/ref/csrf/
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® CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer,
MITRE, http://cwe.mitre.org/data/definitions/119.html

® Buffer Overflow, Wikipedia, http://en.wikipedia.org/wiki/Buffer_overflow
® WASC Threat Classification v2.0 Buffer Overflow, WASC,
http://projects.webappsec.org/w/page/13246916/ Buffer%200verflow

@ Smashing The Stack For Fun And Profit, Aleph One,
http://insecure.org/stf/smashstack.htm|

® Stack BufferOverflow(AEH HI{RQHEZ L), Inhack,
http://inhack.org/wordpress/?p=2932

® Stack-based Overflow Exploit: Introduction to Classical and Advanced Overflow
Technique, wowhacker,
http://web.archive.org/web/20070818115455/http://www.neworder.box.sk/n
ewsread.php?newsid=12476

@ CWE-134 Uncontrolled Format String, MITRE,
http://cwe.mitre.org/data/definitions/134.html

WASC Threat Classification Format String, WASC,
http://projects.webappsec.org/w/page/13246926/For- mat%20String
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® CWE-434 Unrestricted Upload of File with Dangerous Type, MITRE,
http://cwe.mitre.org/data/definitions/807.html

@ CWE-494 Download of Code Without Integrity Check, MITRE,
http://cwe.mitre.org/data/definitions/494.htm|

@ 2010 OWASP Secure Coding Practices, OWASP, File Management,
http://www.owasp.org/index.php/OWASP_Se-cure_Coding_Practices_—_Quick_
Reference_Guide

@® 2016 OWASP Application Security Verification Standard, OWASP, Files and
Resources Verification Requirements,
http://www.owasp.org/index.php/Category:OWASP_Application_Security_Verific
ation_Standard_Project

® Unrestricted File Upload, OWASP,
http://www.owasp.org/index.php/Unrestricted_File_Upload

® Improve File Uploaders’ Protections, Sorouch Dalili,
http://soroush.secproject.com/downloadable/Improve%20
File%20Uploaders%E2%80%99%20Protections.pdf

@ 8 Basic Rules to Implement Secure File Uploads, SANS,
http://software-security.sans.org/blog/2009/12/28/8-basic-rules—to-implemen
tsecure—file—uploads

Top 25 Series—Rank 20-Download of Code Without Integrity Check, SANS,
http://software-security.sans.org/blog/2010/04/05/top-25-series-rank-20-do
wnload-code-integrity-check/

©® “Introduction to Code Signing”, Microsoft,
http://msdn.microsoft.com/en-us/library /ms537361(VS.85).aspx

Authenticode, Microsoft,
http://msdn.microsoft.com/en-us/library/msb537359(v=VS.85).aspx
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® CWE-306 Missing Authentication for Critical Function, MITRE,
http://cwe.mitre.org/data/definitions/306.html

® 2013 OWASP Top 10 - A7 Missing Function Level Access Control, OWASP,
https://www.owasp.org/index.php/ Top_10_2013

® Authentication Cheat Sheet, OWASP,
http://www.owasp.org/index.php/Authentication_Cheat_Sheet

@ 2016 OWASP Application Security Verification Standard, OWASP, Authentication
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® Digital Authentication — The Basics, Dawn M. Turnet,
http://www.cryptomathic.com/news—events/blog/digi-tal-authentication-the-basics

® Y38 HYHS(OTP) Y112|E T2MY, st=ayHEMT|EFS],
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@ &M S rAA 7|2t ZHH SRS 710| =2t SRRl HATSH,

http://www kisa.or.kr/notice/press_View.jsp?mode=view&p_No=8&b_No=8&d_
No=1484

Spring Security — Authentication, eGovFrame EZ0d|Q¥F L,
http://www.egovframe.go.kr/wiki/doku.
php?id=egovframework:rte:fdl:server_security:authentication

©® ASP.NET Authentication, Microsoft,
http://msdn.microsoft.com/en-us/library/eeyk640h.aspx
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® CWE-307, Improper Restriction of Excessive Authentication Attempts, MITRE,
http://cwe.mitre.org/data/ definitions/307.html

® 2013 OWASP Top 10 - A2 Broken Authentication and Session Management,
OWASP, https://www.owasp. org/index.php/Top_10_2013

® 2016 OWASP Application Security Verification Standard, OWASP, Authentication
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http://www.owasp.org/index.php/Category:OWASP_Application_Security_Verific
ation_Standard_ Project
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@ Key Management Cheat Sheet, OWASP,
http://www.owasp.org/index.php/Key_Management_Cheat_Sheet

® 2016 OWASP Application Security Verification Standard, OWASP, Cryptography
at Rest Verification Re— quirements,
http://www.owasp.org/index.php/Category: OWASP_Application_Security_Verific
atio n_Stan- dard_Project

® Recommendation for Key Management, NIST SP 800-57 Part1 Revesion4,
http://nvipubs.nist.gov/nistpubs/ SpecialPublications/NIST.SP.800-57pt1r4.pdf

@ Use of hard-coded cryptographic key, OWASP,
http://www.owasp.org/index.php/Use_of_hard-cod- ed_cryptographic_key

Cryptographic Storage Cheat Sheet, OWASP,
http://www.owasp.org/index.php/Cryptographic_Storage_ Cheat_Sheet

® A basic encryption strategy for storing sensitive data, [Tworld,
http://www.itworld.com/article/2693828/data—-protection/a-basic-encryption-st

rategy —for—storing—sensitive—data.html|
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@ 2016 OWASP Application Security Verification Standard, OWASP, Session
Management Verification Re—quirements,
http://www.owasp.org/index.php/Category: OWASP_Application_Security_Verific
ation_Stan- dard_Project

® Session Management Cheat Sheet, OWASP,
http://www.owasp.org/index.php/Session_Management_ Cheat_Sheet

® “HTTP State Management Mechanism”, RFC 6265, IETF,
http://tools.ietf.org/html/rfc6265
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@ Unauthenticated Session Fixation Attacks, Christian Schneider,
http://Amwww.christian-schneider.net/UnauthenticatedSessionFixationAttacks. htmli#main

Session Fixation Attacks and Protections in Web Applications, Raul Siles,
http://media.blackhat.com/bh-eu-11/Raul_Siles/BlackHat_EU_2011_Siles_SAP_
Session-WP.pdf

® Insufficient Session-ID Length, OWASP,
http://www.owasp.org/index.php/Insufficient_Session-ID_Length
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SIEQ0] ZR10f ZIETI0IE

R|4% FHT| Botop it

10 ==

D203 QY OfEt 2S5 2 EE BHIE 45, HO[H BRE AKX, YLK 42
OO A SO Qlof HhlEl= HOIIYO SQL MY, T2AM0|E ATHE(XSS) 59| 322

E1|0IE1H1|0|£(DB)SEF dsd B SESZ2IHAM Y= H0IH0 Ut Red H45S okl ta
Ol

Fofet o SRERIHUIME AIBKZEE YW 22 TEY U 90| Erw0r SHA
(Dynamic Query)!VE MAJ517| TE0| U7} QI=5HR| 42 H2i7t HA=I0] FHREH o8
2490

oICt

ru

Lt EQrCH=H

PreparedStatement12Z{%| S 0|25t0{ DB ALY = FH2|2(M4)S MYol= HEHS A2
SIC}. PreparedStatementS AkEdt= 420l DB #H2|0| ALBEE /S0l toto] S+EXt
Y H2| HUNE BEIFSHL, AERX(Struts), AZH(Spring) 1 22 ZHAYIE AHEoh=

BP0 YRUEU EEEE A EARES S HF0 HEo AIZ .

11) S&#H2|(Dynamic Query) : ZZ0|Lt HO|EHS HHY SOLHZIE MAIZH Mdsh DBO MEot0] A2|cts YAl
12) PreparedStatement : ZIIU= 2| ZBHZ MySQL, Oracle, DB2, SQL Server S0|A X|&otH, Javall JDBC,
Perl2| DBI, PHPS| PDO, ASP2| ADOE 0|85t AtE7ts




Ct. 2EOx

OS2 oMK &2 FEQ| o2, QEZ2EH B2 gubun?| #4S OIF AZIHES AKX
220 SQL H2|E MAMst=0 Ar2otil ULt 0] AL gubun?| 222 a'or 'a' = 'a & YHSIH
?_x* | _gubun ="a"or 'a’' = 'a’ 2 HHHO| FH2|Q &7} HHE[0] board EI0|S2 2E WHEO|

T [/ARZRE AU S AT 0| AZE F2 ATSHA| It

2: String gubun = request.getParameter("gubun”);

- String sqgl = "SELECT * FROM board WHERE b_gubun = " + gubun + ™
- Connection con = db.getConnection();

L //AR2RE Y2 20| AF E= X2 0| H2Z UKo QS| Ct.

4
5
6: Statement stmt = con.createStatement();
7
8: ResultSet rs = stmt.executeQuery(sql);

1: String gubun = request.getParameter("gubun”);

30 /1. M2X10]| Qlofl QL2 HE] QB2 Zt2 QMS}X| 22 4 JUO L2, PreparedStatement
AEE 2loll ?2X12 HilY M-S AESLC}.

: String sqgl = "SELECT * FROM board WHERE b_gubun = ?"

Connection con = db.getConnection();

//2. PreparedStatement At28ICL,

PreparedStatement pstmt = con.prepareStatement(sql);

//3.PreparedStatement Z{FMIS M4 AEZIORZ MM, TI2I0|E S22 setStringS2| HAER

%50 QHHSILt,

9: pstmt.setString(1, gubun);

© N AP

10: ResultSet rs = pstmt.executeQuery();

181



SIEQ0] ZR10f ZIETI0IE

MyBatis Data Map2 2/F0IM Y2&l= 20| SQL 2o=2S ¢dots A2 A8L= 320

oINS It =BT 4 U= 37 BEOIT

1: (?xml version="1.0" encoding="UTF-8" ?)
2: {IDOCTYPE mapper PUBLIC "-//mybatis.org//DTD Mapper 3.0//EN*
"http://mybatis.org/dtd/mybatis—3-mapper.dtd")

4: (select id="boardSearch" parameterType="map" resultType="BoardDto")

5: [/$71SE AEsl= E2 250N U E keywordZtS EXIE0| ZEHsH HEZ H2|of HIHL o2
QHHSEX] QAT

6: select * from tbl_board where title like '%${keyword}%' order by pos asc

7: {/select)1

o
JH
£

S MyBatis #2|H0j| HIIIY Z § 7|27t Ot # 7|25 ArEatof &t $ 712 S
I.

< YHus SAE0 Z2Eots SH= He2of| BFetEE 20| =5 4 UL

—_

© (?xml version="1.0" encoding="UTF-8" ?)

- {IDOCTYPE mapper PUBLIC "-//mybatis.org//DTD Mapper 3.0//EN*
"http://mybatis.org/dtd/mybatis—3-mapper.dtd"y

3

4: (select id="boardSearch" parameterType="map" resultType="BoardDto")

5: [/$ T #7|SE MB5t0] BTt H2|Wof| QI 8 & AEE 36k A0| QHHMSILY.

6: select * from tbl_board where title like '%'||#{keyword}||'%" order by pos asc

7: {/select)

N




HibernateQ| AL 7|29=Z PreparedStatementS A25IX|2H Of2ff FE=QF 20| If2t0|E| HIOIY
(binding)Si0| AFB Y B2 R2EH UHHR2 Zof Qo 2|9 #27t HE & 4 UL

L J/ARBEE AL YS HF GU0| AR B AHHSHK

. import org.hibernate.Query

import org.hibernate.Session

&2

2Lt

String name = request.getParameter(‘name");

6: //Hiberate= 7222 PreparedStatementS AHESIX|Tt, Mi2}0|Ef HIQIY Q10| AL & 2
QTSR] QALY
7: Query query = session.createQuery('from Student where studentName = " + name
P
otg| QI UHLO0| YXlot= BES ? Ex= (BHE Li2t0|E W= %ok, Al A0

HA
IS (binding)S & 2M 29| U=H0| H2|o 25 HEAI =

1: import org.hibernate.Query

N2 e

import org.hibernate.Session

String name = request.getParameter("name");

//1. Ti2t0jE] HIRJIGS 25l 75 AFSEICt.

Query query = session.createQuery("from Student where studentName = ? ");
//2. Ii2t0jE] HIQITS ALB510] IF U=24ztoll Qlsh 2| 7= HAS 25 ARSIt
query.setString(0, name);

. import org.hibernate.Query

import org.hibernate.Session
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: String name = request.getParameter(‘name”);

/1. Wt0|E] HIQITS i HHE Hi2t0|E M-S ALS S

: Query query = session.createQuery(‘from Student where studentName = :name ");
© //2. Ti2t0jE] HIQITS ALB510] QIS A=ZHof 2ol #2| X HAS R6IA| ALZSIALE.

. query.setParameter("'name”, name);

0 N o o B~

CtE C# Zt= 22 Y= SOL H2 0 2 Argot A0, H2lo 27t HEE 0|
UG LICH

1: public void ButtonClickBad(object sender, EventArgs e)

2: 4

3: string connect = "MyConnString";

4: string usrinput = Request['ID"];

o /] AR 2REH AU=Ue Z12 SQL Halof ZH At8sh= 22 QFMs}A| gLt

6: string query = "Select * From Products Where ProductlD = " + usrinput;

7: using (var conn = new SglConnection(connect))

8 {

9:  using (var cmd = new SglCommand(query, conn))

100 {

11: conn.Open();

12:  cmd.ExecuteReader(); /* BUG */

13}

14: }

15: }




It=t0|E HIRIEE ALEot0 Hel F127t HEE A-S MAHOF gt

QIS AEQ| of C#

- void ButtonClickGood(object sender, EventArgs e)
o

string connect = "MyConnString";
© string usrinput = Request["ID"];

using (var conn = new SglConnection(connect))
{
using (var cmd = new SglCommand(query, conn))
0: {
11 cmd.Parameters.AddWithValue("@ProductID",
Convert.Tolnt32(Request[ ProductID"]);
12: conn.Open();
13:  cmd.ExecuteReader();
14: '}
15: }

D //D2H0IE HIRIZS 2o @2 AFSEILICH AR U Zojl ofah Ha| X MES & + ASLICL

1
2
3
4
5
6: string query = "Select * From Products Where ProductlD = @ProductID";
7
8
9
1
1

=
o
-
Q!
rn
2
3
i
oA
A
ro
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al, xicip

* =0

Statement statement!d ZH=Z 2|7t H¥E= 22 QISHI(D), Statement Z{H[7t
Pre—-paredStatement ZiX|QIX| SISIH(@). PreparedStatement Z{HE A3t setString
9 HA E2 QR Yt dTok=s 0= 7|2MC= QHHGITH T TEoHX|Rt, H2|o ABE=
HTt 2 Yl LY 2E0| EXot=X| F7t2 2IsH0F SCHE). &, HE

2EE QS U0 e BHE 20| BtEA| ZXol0f o, 1 0= &t T Y3

OlM MZet =7t 0

I

oY J

497

=

10 class Login {

2:  public Connection getConnection() throws SQLException {

3 DriverManager.registerDriver(new com.microsoft.sqlserver.jdbc.SQLServerDriver());
4 String dbConnection = PropertyManager.getProperty(“db.connection”);

5:  return DriverManager.getConnection(dbConnection);

6}

7: /] A8 ZHusername, password)g HZLrS

8:  public void doPrivilegedAction(String username, char[] password) throws SQLException {
9:  Connection connection = getConnection();

10: if (connection == null) {
11: // handle error

12: }

130 try {

14: String pwd = HashUtil.hashPassword(password);
15: String sqglString = “SELECT * FROM db_user WHERE username = “+ username

+ “ AND passvvord =7 + de + “"’; .......................................................................... @
16: Statement stmt = connection.createStatement(); e ®
17: ResultSet rs = stmt.executeQuery(SqlString); e ®

18: it (Irs.next() {

19: throw new SecurityException(*User name or password incorrect”);
20: }

21: // Authenticated; proceed

22:  } finally {
23 /] -

24: '}

25: }

26: }

13) statement : AHHIOIM AL8SH= 2iH| & ot




CH2o| OHE MEDH 52tQI0|A PreparedStatement XS A6t QUOLE ZFHIZ A%
AEZOZ MMBI0] M2t0|H B2 setString HIAEZ AHGHK| 220 4210 AFRAt] Q2
AU 20| H22Q LEE HHRA |0 FQfotttal TS,

String tableName = props.getProperty(‘jdbc.tableName”);

String name = props.getProperty(‘jdbc.name”);

String query = “SELECT * FROM “ + tableName + “ WHERE Name =" + name + “7;
stmt = con.prepareStatement(query);

rs = stmt.executeQuery();

N o o R N

CH2ol OIMIE HmE™, 1521210IA AL U=ZL0] Ha pidOll MHEL, 19212101A comment
Dao.getProjectCommentTbIByWhere &f=2| I2t0|HZ ALZELC SHY &2 13422101 A
ZAES UEA =4, 1388 2fRI0M siY Z2AE S 0[8aHA H2lE HEotE= FAoIC

P BiC,

o

=]
rot

( projectDetail.jsp )

14: (%

15: String pid = request.getParameter(“projectid”) == null ? *
request.getParame~ ter(“projectid”);

16:MashupProjectDao mashupDao = (MashupProjectDao)
DAOHelper.getMashupPro- jectDao(application);

17: ProjectCommentDao commentDao = (ProjectCommentDao)
DAOHelper.getProject- CommentDao(application);

18: MashupProjectTbl prjTbl = mashupDao.getMashupProjectTbl(pid);

19: ArrayList commentList =
commentDao.getProjectCommentTbIByWhere(“where projectid=" + pid + * order by
writedate desc”);

20: String loginlD = session.getAttribute(“userid”) == null ? " : (String)
session.getAt- tribute(“userid”);

21: int category = prjTbl.getCategory();

22: String categoryStr = 7,
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{ ProjectCommentDAO.java )

131:public ArrayList getProjectCommentTblByWhere(String where) {

132: String sql_ =
this.getMessageSourceAccessor().getMessage(“ProjectCommentDao.
getProjectCommentTbl’);

133:  ArrayList ret = new ArrayList();

134:  sgl_ += “ “ + where;

135:

136:  try {

137: JdbcTemplate template_ = this.getJdbcTemplate();

138: List tmp = template_.query(sqgl_, new ProjectCommentRowMapper());

139: ret = Util.trimToResize(tmp);

140: '} catch (DataAccessException e) {

[SQL &€ : JDO]

QF9 °'E47*01| CHEH MASH ZAL TEY S HXIX| 2410, JDO(Java Data Objects) APIQ] SQL E=
JDOQL #H2| ¥Ms 25t EAEE AFESHH, SHAUF 2047t Q=56tK| UH EXAES
o= FH2l2| Q0|E A=AZ|HL I 725 HE0H0 Yool 2| HHUE 3l &~ UL

= T o2

o222 oMM SAX7E /52 YH(name) afE foo’; DELETE FROM MYTABLE; —-
A EE, TS0 22 He|7t A0 H0IS0] AHIE 4~ AL D= FOfatr} il T,

SELECT col1 FROM MYTABLE WHERE name = foo’ ; DELETE FROM MYTABLE; —-

public class U9102 implements ContactDAO {
public List{Contact) listContacts() {
PersistenceManager pm = getPersistenceManagerFactory().getPersistenceMan ager();
String query = “select from “ + Contact.class.getName();
try {
Properties props = new Properties();
String fileName = “contacts.txt”;

XN ®N 2




HETC of

9: FilelnputStream in = new FilelnputStream(fileName);
10:

11: if (in 1= null) {

12: props.load(in);

13: in.close();

14:  }

150 // AREREH UHg Y=0}
16: String name = props.getProperty(‘name”);
)

17: if (hame = null) {

18: query += “ where name = 7 + name +
19: 1}

20: } catch (IOException e) {

21:

22: '}

230 // 2= ZH0] JDO Q| QAR ARELCY,

24:  return (List(Contact)) pm.newQuery(query).execute();
25: '}

26: }

27: -

[ SOL &2 : Persistence ]

J2EE Persistence APIZ Al20ot= 22T 2 JHHIA E9| AZZS ZZ 0] H|o| IZ AR

StH, F2Ql QOIE HZAZ|HL I 2XE HATOZ N 0|9 FHe|7t Al 4 QT SRt

Q= A(id)2| 292 foo'; DELETE FROM MYTABLE; ——2 % &0, Che1t 22 2|7}
|3HE|O—| E“OlEOl AI‘X-”EI A OIOEIE _|_|g|t3}|:|-j_ JI|-I‘|oH:|-

=2 o

SELECT col1 FROM MYTABLE WHERE name = foo’ ; DELETE FROM MYTABLE; -

HEI= o

public class U9103 implements ServletContextListener {
public List{?) getAllltemsInWildcardCollection() {
EntityManager em = getEntityManager();
List{U9103) r_type = null;
try {

R W Ny

>
&
m
o
r
=
i
[Pl
B

189



SIEQ0] ZR10f ZIETI0IE

6 Properties props = new Properties();

7 String fileName = “conditions.txt”;

8: FilelnputStream in = new FilelnputStream(fileName);

9: props.load(in);

100 // AR=RH U¥Hg Y=Lt

11: String id = props.getProperty(“id”);

120/ AR U™ 20| queryQ 2XZ ARO[ ELC.

13: Query query = em.createNativeQuery(“SELECT OBJECT()) FROM Item i WHERE
i.itemID ) “ + id);

14: List{U9103) items = query.getResultList();

15:

16: return r_type;

17: 1}

[ SQL &2} : mybatis Data Map ]

= MNEEX 4, He| BF0 2= 2AHE = AL
B, SAAL IE&XI %* (H %Xf%% HEY2=M F2[9] 20| H=AI7|AL, O F=E
(e]

022 Oidl= mybatis Data MapOllA ARESts #He2| AHIAXML)OICH FoE #H2
delStu- dent BE0| MAA H2|0 HU== QXS & $name$L 2 M= EXHE
JUE AZE 0 H2|7t SORICE m2bA 2ok NAMES] 222 “OR X'="x O
22 H2 7t MY E|0|EQ RE HAS MAE £ JODZ FOFsICiT TSI

O L

DELETE STUDENTS WHERE NUM = #num# and NAME = " OR x'="x

1. (?xml version="1.0" encoding="UTF-8"?)

2: {IDOCTYPE sqglMap PUBLIC “-//iBATIS.com//DTD SQL Map 2.0//EN”
“http://www. ibatis.com/dtd/sql-map-2.dtd”)

3: {sglMap namespace="Student”)

4: {resultMap id="StudentResult” class="Student”)




(result column="ID" property="id" /)

{/resultMap)
. {select id="listStudents” resultMap="StudentResult”)
9: SELECT NUM, NAME
10: FROM STUDENTS
11: ORDER BY NUM
12:{/select)
13:{select id="nameStudent” parameterClass="Integer” resultClass="Student”)
14: SELECT NUM, NAME
15: FROM STUDENTS
16: WHERE NUM = #num#
17:{/select)
18{!l-- dynamic SQL At —-)
19:{delete id="delStudent” parameterClass="Student”)
20: DELETE STUDENTS
21: WHERE NUM = #num# AND NAME = ‘$name$’
22:(/delete)
23:{/sqlMap)

5
6: <(result column="NAME" property="name” /)
.
8

[ SQL 42! : Hibernate ]

Qo MEE & Ol YU2S HASH AAL IFES HX|X| 210 Hibernate API2| SQL #Hz2| MMS
et EXNEZ AI2otH, SAXZE T2 T I} O otX| LUE AP MIEHOZ M Hale
f

2
1 TES #2510 42/9 DB B AYHEE & 4 UL,

(LS H =
el 2= YRt BtekE 4= Ao B = FOfolCtil TSt

“from Student where studentName="n" or ‘1’="1""

1: import org.hibernate.Query
2. import org.hibernate.Session
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HMER

Eof ¢f

4: String name = request.getParameter(“name’);
5: Query query = session.createQuery(‘from Student where studentName = ” + name

+ w u);

Of2f ZEOME 2R UZZ0| XISt BES 2 HH5t, 4 Alo] i Ti2t0|H7t MEEES
=]

=20
+HECRN 90| 22i(name)0] H2I2 TES HHAIT|= S YIS 0| F2ABHX| et

QEAEo| o

1: import org.hibernate.Query
2. import org.hibernate.Session

4: String name = request.getParameter(“name”);
5: Query query = session.createQuery(“from Student where studentName = ? “);
6: query.setString(0, name);

1: import org.hibernate.Query
2: import org.hibernate.Session

: String name = request.getParameter(“name”);

: Query query
. query.setParameter(“name”,

session.createQuery(“from Student where studentName = :name );
name);




o, EIXtE

[1] CWE-89 SQL Injection, MITRE,
http://cwe.mitre.org/data/definitions/89.htm|

[2] Threat and Vulnerability, "SQL Injection”, Microsoft,
http://technet.microsoft.com/en-us/library/ms161953%28v=SQL.105%29.aspx

[3] Input validation and Data Sanitization, Threat and Vulnerability, Prevent SQL
Injection, CERT,
http://www.securecoding.cert.org/confluence/display/java/IDS00-J.+Prevent+S
QL+injection

[4] SQL Injection Prevention Cheat Sheet, OWASP
https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet
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Ct. Z=0)x|

CHS OIAIQ] AATE+= javax.script.ScriptEngineManagerg A&t ScriptEnigneManeger()2
AEALS| Y= Mot £l 0| B2, S4Xt= A&E Q& Yot 3HIEE 08610
a

=
M22 IEs UHSHL BHAE 4 AL

1: public class CodelnjectionController {

2: @RequestMapping(value = "/execute’, method = RequestMethod.GET)

3: public String execute(@RequestParam(“src”) String src)

4 throws ScriptException {

5 ScriptEngineManager scriptEngineManager = new ScriptEngineManager();
6: ScriptEngine scriptEngine= scriptEngineManager.getEngineByName("javascript”);
7: /] Q5 =701 sreE javascript eval B2 ME51T Q10| QHMSIX| QALY

8 String retValue = (String)scriptEngine.eval(src);

9: return retValue;

10}

11:}




CHS OlMlE QIE 2 Z4S javascript®] new Function()C2 SHMOZ2 AES Malist 4 QIrt.

1: {body)

2: (%

3: String name = request.getparameter(‘name”);
4: %)

5

6: <scr|pt>

7. /1 28 L2422l nameS javascript new Function()2 08510 2XIE S &2 At QUL
8: (new Function({(%=name%)))();

9: (/script)

10: {/body)

—

2o a0 20| 7tset ZETF BB US 49 Y ws EEE of0 A HSoks
c 2 =8

¢}
b

IEE F/otH TEMYUS 2ste = AT 0| RXE FY 42 U 4ol ARHof o
HolA S HAo] HZol{of ot

1: @RequestMapping(value = "/execute’, method = RequestMethod.GET)

2: public String execute(@RequestParam("src¢”) String src) throws ScriptException {

3 [/ BAE 0|85t0 E+-EXt 2U=A| 6QAE W HAIZIC

4 if (src.matches("[\\w]*") == false) {

5: throw new lllegalArgumentException();

6: }

7 ScriptEngineManager scriptEngineManager = new ScriptEngineManager();

8 ScriptEngine scriptEngine = scriptEngineManager.getEngineByName(‘javascript”);

9: String retValue = (String)scriptEngine.eval(src);

10: return retValue;

11:}
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. @RequestMapping(value = "/execute”, method = RequestMethod.GET)

: public String execute(@RequestParam("src”) String src) throws ScriptException {
[/ 88 X “7 Y 42 4T HAE SESIC.

if (src.matches("UNDER_BAR®) == true) {

1
2
3
4
5:
6: /] 288 ZX} “$” Y F HAE HAE SESIHTL

7 1 else |f (src.matches("DOLLAR) == true) {

8:

9: /l /% fxl 2 EEXL YHA| OIS LHAIZICE

10: 1 else {

11: throw new lllegalArgumentException();
12: }

13:

2t ANOIM KIS0t U= SHAY ei+-E 2AQUBTHD). Of2h MMM E KB ZEO0IA Kbt
A 8El= Eﬂ()IE1 H'ila MEQ 2IX| 2HIBHC}. (@)
S

1: public class Codelnjection {

2 // eval A% HO|E{7} T2 M m2t0|E0|Ct

3 public static void main(String[] args) throws ScriptException { = ®
4 ScriptEngineManager scriptEngineManager = new ScriptEngineManager();

b: ScriptEngine scriptEngine= scriptEngineManager.getEngineByName('javascript”);
6: String src = "print(" + args[1] + ");";

7 scriptEngine.evaI(srC); ........................................................................................ @
8: }

9:}




oS oAM= 62fRI0N SMTE A3l 3401 ScriptEngine.eval&E AKZoH RAOH, 1121219

aT

o
AT H|0[H name2 AFZAS] Y= 410|122 FOfotCt il TSt

- class ACC {

1

2 public static void executeScript(final String name) throws ScriptException {
3 ScriptEngineManager manager = new ScriptEngineManager();

4 ScriptEngine engine = manager.getEngineByName("javascript");

5 // evalg O|8aliA ¥ name 4SS HAISICL

6: engine.eval(print(" + name + ")");

7

8

9

1

0: @RequestMapping(value = "/print", method = RequestMethod.POST)
11: public void print(@RequestParam("'name") String name) throws ScriptException{

120 /) MER YUl names O|&dHA eval 2 AESt= B8 SEGI.
13:  ACC.executeScript(name);

14:

151}

PHPS! eval() B4 PHP ZES M3ote 34010, 25 09| SXES MaBiCt, 0f2) 2k
SR} 221019] arg TrRIDIE{ Of2fet 2 =
x| ¢

o
OIS A0 ZEX| T 32101014 ZES Msol7| H20) Hofst HO2 Betsict,

9l

_,_

PHEECRY)

/vul.php?arg=1;phpinfo()
/vul.php?arg=1;system("uname -a")
/vul.php?arg=1;system(‘cat /etc/passwd")
/vul.php?arg=1;system("ps -ef")
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vul.php

1: $myvar = 'somevalue’;

2: $x = $_GET[argT;

3: eval($myvar = ' . $x . )

Otz oIl = AFSAF HIAIXIS DFUOH M0 ALERIZHE & UESF St} 0] T, SH K= 3~421219
namel} message Ii2t0|E 0] 22X QI HIAIXIE Y=iotH &
MHECH PHPIt IHoH &dlcke IFY0IM HIAXK| 23] 7|SS ot 2 7c§° 1OEf°|—J El1I)K|?(I
=Y A MEE IUS HOFA =0 2=otX| 242 PHP FF07t AdE -+ /8= FofsIC1l
TESHCE

HEIZCO| of

1: $MessageFile = "cwe-94/messages.out”;

2: if ($_GET["action"] == "NewMessage") {

$name = $_GET['name'];

$message = $_GET['message']:

$handle = fopen($MessageFile, "a+");
fwrite($handle, "(by$name{/b) says '‘$message'<hr)\n");
fclose($handle);

8: echo "Message Saved{p)\n";

9: } else if ($_GET["action"] == "ViewMessages") {
10: include($MessageFile);

113}

N ok ®

HEES 2 WS 01ME Eo/| floi ML 2 figlet 2E 7|28 MHotH ZM gdS
EY 4= ULt arg T2H0[E7} eval() &40l ALZE|7]| F0i| Of2 OIK|2| 32t21at 20| FIHHC=
flelet 7122 Mot | W20 FefotX| STl EEtt.

QEIACo| o

1 $myvar = "varname";

2 $x = $_GET[argT;

3: $x=preg_replace("/[w\\"a-z0-9]/i", "', $x);
4: eval("\$myvar = \$x;");




CSol MM EE R =REH YE aiE 2ot ALt/ | Tl 45 +ot/| =201 FSfotA| L
ettt

eeraco| of

1: class ACC {

2 public static void executeScript(final String name) throws ScriptException {
3 it (IFilter.filterScript(name)) {

4. throw new lllegalArgumentException();

5: }

6: ScriptEngineManager manager = new ScriptEngineManager();

7 ScriptEngine engine = manager.getEngineByName("javascript");

8: engine.eval(‘print(" + name + ")");

9:

12: @Controller
13: public class evalPrint {

14: @RequestMapping(value = "/print", method = RequestMethod.POST)

15: public Student upload(String name) throws ClassNotFoundException, IOException {

16: ACC.executeScript(name);

17:

18: public class Filter {

19: public static boolean filterScript(String name) { z
20: boolean returnValue = false; =
21: [/ LI, =X, RS SIESH. Iﬁ
22: it (name.matches('\\w]*) { =
23: returnValue = true; 5—3
24: 1 E‘L;
25: return returnValue; [t
26: 1

27: }
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1: {script)

2: var obj = {};

3: for(var i = 0; i { 5; i++}

4: eval('obj.test” + i + "=" + i);
5: 1

6: console.log(obj);

7: {/script)

or. 1A=

® CWE-94: Improper Control of Generation of Code ('Code Injection’) , MITRE,
http://cwe.mitre.org/data/definitions/94.html

@ CWE-95: Improper Neutralization of Directives in Dynamically Evaluated Code
('Eval Injection’), MITRE,
http://cwe.mitre.org/data/definitions/95.html

® Code Injection Software Attack, OWASP,
https://owasp.org/www-community/attacks/Code_Injection
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ATEY) EtrE FEFTIOIE &

10 //ARZ2EE U2 IS AT Q0| AF8E 4 QATSHA| fict

2: String fileName = request.getParameter("P");

3: BufferedinputStream bis = null;

4: BufferedOutputStream bos = null;

5: FilelnputStream fis = null;

6: try {

7: response.setHeader("Content-Disposition”, "attachment;filename="+fileName+";");

8:

9:  //RRRE Y2 70| AS E= X2 10| IR 2|0 S~ UL

10: fis = new FileInputStream("C:/datas/" + fileName);

11:  bis = new BufferedinputStream(fis);

12:  bos = new BufferedOutputStream(response.getOutputStream());
QI UHZO| ot HTHERE 48 £ =S 4223 2XU(/\ & .. & )2 M5t MU
A24300 Argettt

1:  String fileName = request.getParameter("P");

2. BufferedinputStream bis = null;

3:  BufferedOutputStream bos = null;

4:  FilelnputStream fis = null;

5. try {

6: response.setHeader("Content-Disposition”, "attachment;filename="+fileName+";");

7 ...

8 /] F Ud2 S A2 &3 EXFE(/VS ML ALZSHOFSICE

o: filename = filename.replaceAll("\\.", ").replaceAll("/", ").replaceAll("\\\\", ");

10:  fis = new FilelnputStream("C:/datas/" + fileName);

11: bis = new BufferedInputStream(fis);

12: bos = new BufferedOutputStream(response.getOutputStream());

13: int read;

14:  while((read = bis.read(buffer, 0, 1024)) 1= -1) {




OISt A E9| 0f] JAVA
15: bos.write(buffer,0,read);

QIXIZ40] I 0521 ZR0il= OHE2IAH 0] M0IA Fel(Hghst CIHER] c:\help_files\0OIA TYUS
M EI6IX|2E args[0]2] 722 ".\..\..\windows\system32\drivers\etc\hosts"2} Z0|

Z2EX SNBSS T3S 20| SO[0E S H0| FHE Z20| TS FE 4 C,

QFHSIX] 2 FE2| 6 JAVA

1: public class ShowHelp {

2. private final static String safeDir = "c:\\help_files\\";

3. public static void main(String[] args) throws IOException {

4 String helpFile = args[0];

5 try (BufferedReader br = new BufferedReader(new FileReader(safeDir + helpFile))) {
6: String line;

7 while ((line = br.readLine()) != null) {

8 System.out.printin(line);

9: }

10:
11:
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ol 9izigo

QBN U= ZH0f THEIO null (RS A|Fot, 220N L= It 0|2E0AM HEXE
ZAE MH ZX| 2 AEoHES B

QFHMet ZE9| off JAVA

1: public class ShowHelpSolution {
2. private final static String safeDir = "c:\\help_files\\";
3 [[HEERXX EXE 2§ ORE &QI6t XX £ ALBSITS it

=
o
=
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]
3
i
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. ATEY0] S0l FETI0E &

QHMSt AE2| 0ff JAVA

4:  public static void main(String[] args) throws I0Exception {

5. String helpFile = args[0];

6: if (helpFile != null) {

7: helpFile = helpFile.replaceAll("\\.{2,}[/A\\\\I", ™);

8 1

9: try (BufferedReader br = new BufferedReader(new FileReader(safeDir + helpFile))) {

10:
02 C# ZEx 27 Y=its WUT0| Bt2 ALZolil ULt Ol Q=X| 22 Mol &42 7HNES
9l

/218 AU o] AE l0] mUX2|0 AL EIRUCE
string file = Request.QueryString[“path"];
if (file = null)
{
File.Delete(file);

Qa0 kXN

string file = Request.QueryString["path"];

if (file = null)

|

D /[BEXE ZXIHO0| A=K EQlsty MY X2 E St S Strt.
it (file.IndexOf(\\) » -1 || file.IndexOf(/") ) -1)

{

Response. Write("Path Traversal Attack");
1

XN ®N 2




Orxist A 9| 6 C#

9. else

100 {

11:  File.Delete(file);

120}

13:}
O C ZEE 2F 24 s LY B2 Hi= AEot UL} 0l= SRt et H= reportfileS
Z510] Ll ER| ARE ZEE 4 QICt

NoaRre@N=

char* filename = getenv(“reportfile”);

FILE *fin = NULL;

// 15 B oM 2 I 0|S S 0 ASSIC
fin = fopen(filename, “r);

while (fgets(buf, BUF_LEN, fin)) {

/] Y U8 =9

N o
o
(@]
2l
[n
rr
o
I

O 222 I 0IFE M= ARSI §il 8= 2% 7hsd0| = =NEE

© N akwNn

© FILE *fin = NULL;

regex_t regex;

Int ret;

char* filename = getenv(‘reportfile”);

ret = regcomp(&regex, “.*\\.\\..*”, 0);

/] B2 X%} 7tsd A= 2R €|

ret = regexec(&egex, filename, 0, NULL, 0);
If (Iret) {

__>,|_
o
-
ret
ra
]
I
i
0z
r
ro
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SIEQ0] ZR10f ZIETI0IE

9: [/ ¥ XX 2XE UH, 2% X2
10: }

11: // HE{YE O 0|02 M8

12: fin = fopen(filename, “r’);

13: while (fgets(buf, BUF_LEN, fin)) {
// Y g &Y

15: }
2. ZICH
CE2] =L X0 oist B2 42 dd, AHEE Hosh| gt ZE= 29| =30l 42
MM MO0 AFMOZ FekE FOME QHEICH M2tN, 9 UHA0] ofT 20| 2Nl
YatS OIX|=A| &QIStCt 0|2 Mo = HHGH| 9ot W Cgut 20 B F=2 M-t
KHEMOE et D20 25 LHUS AESHAX HRE 2A0lst £, 2 UHUS MEote 8%
™ot E{HO| O|RX|AHLt 2|AEQ| ZH0| MEHE|= X| SfQIStCt, ot AAR Z2E AH7| 2oH
Z42E AY Yotz Uil AL eIE S 5010 ZEE Mdot= A0| HIFEAGIEZ, O|2fet
A7t MEE=K] =0l
EEES
MIABHE AFZSH=X] 2R15H1(D), oY DU Cist 20| AL0A] 2 HE6H=X] SRISICH®D).
o+ H 20| 42 =3 XS0 et HAS0| A SEH 29

2AX7t Jte7|= =0 AR Y
7

HE0| 7tsotA =0 FSfottial TSI,

String basePath = “/web/data/”;
String filename = request.getParameter(*filename”); e @)
String fullPath = basePath + filename;

F||e f = new ’:”e(ful“:)ath)y ...................................................................................................... @
it (f.isFile()) {

FilelnputStream in = new FilelnputStream(fullPath);

ServletOutputStream os = response.getOutputStream();




10:
11:
12:
13:
14:
15!
16:

byte[] buf = new byte[1024];
int len = 0,

while ((len = in.read(buf)) ) 0) {
os.write(buf, 0, len);

}

ChEof oAl 4=fRloiA RN THUHZE HE Hdots B0l tiotiM 9~112Ql0|N Z=2
A HHE S ot 13~1424Q10M AHAE F20| FZ20| 7tsote=sE oA & 2 MSH

48 D0l ¥20| 7tsaottt

1300

Herzco of

1. -

2: @RequestMapping(value = “/Download.do”)

3: public void downloadFile(

4: @RequestParam(value = “filePath”, required = true) String filePath
5: , HttpServletRequest request

6: , HttpServletResponse response) throws Exception {

AR

8: filePath = filePath.replaceAll("\\.”, “);

9: filePath = filePath.replaceAll(*/”, “");

10: filePath = filePath.replaceAll("\\\\", “");
11: String targetFile = getServletContext().getRealPath(“/”) + filePath;
12: File file = new File(targetFile);
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IS, A0 ZE St 22 XHES AMEoh=A| 2ot (D), s AR0M| et HZ0| 2F0fA
Y HZoteA HRIRHE). 2 MoK Y1 HHEL 2AES THE ZR 7280z ord

1: public class U99 {

2. public void f() throws |OException {

3: int def = 1000;

4:  ServerSocket serverSocket;

5. Properties props = new Properties();

6:  String fileName = “file_list”;

7.  FilelnputStream in = new FilelnputStream(filename):
8:  props.load(in);

10:  String service = props.getProperty(“Service No”);

1: int port = Integer.parselnt(service); ................................................................................... ®
12:

13: if (port I= 0)

14: serverSocket = new ServerSocket(port + 3000); e ®
15. else

16: serverSocket = new ServerSocket(def + 3000); e ®
17:  ServerSocket.close();

18: '}

19: }

32 ANE@Y, A% 5)E M8 If, MEXE Fdol= AR LU0 et 45 Z2MATFEM

[

29| OIME MHE™, EgovFileCmprs.jspOlA 1022101 2 121421 sourceS BH0tA 13

2fQI0A static & ‘?_' EgovFileCmprs.cmprsFileS &6t QUCt 0] &4 LHOIAL 72210) A
source If2t0|EIE source H4=0{ XZ&otl, 92tR101A 11 HE ARSI IS Aot AN
F|OFSICHal TSI

{ EgovFileCmprs.jsp »
8: (%
9: boolean isCompressed = false;




HEIA= o

10:String source = request.getParameter(“source”);

11:String target = request.getParameter(“target’);

12:if (source = null && source.length() ) 0 && target |= null && target.length() ) 0) {
13:isCompressed = EgovFileCmprs.cmprsFile(source, target);

15:%)

{ EgovFileCmprs.java )

1: public static boolean cmprsFile(String source, String target) throwsException {
boolean result = false;

int cnt = 0;

FilelnputStream finput = null;

FileOutputStream foutput = null;

ZipOutputStream zoutput = null;

String source1 = source.replace(\\', FILE_SEPARATOR).replace(/’,
FILE_SEPARA- TOR);

String target1 = target.replace(\\’, FILE_SEPARATOR).replace(’/’, FILE_SEPARATOR);
9: File srcFile = new File(sourcel);

N2 R wN

©

CH2o| KMOIM At El= getRealPath(), getContextPath() S iR Sl4= AAT| OIFGIER

FOFaHR) QTH WL,

- O -

QETCEO o

1: File file = new File(getServletConfig().getServietContext().getRealPath(*/")+
2: “/isp/gis/gcc/cmm/xml/” +(String)tempChartimgList.get(k));

>
&
m
o
r
=
i
[Pl
B

CH2 9l G MM AR ElE getRealPath(), getContextPath() S W& &= AATL OMEIE 2

2{0F 51X| QCHD TSI

- O -

QETCEO o

1: File[] f_list = f.listFiles( new FilenameFilter() {
2: public boolean accept(File dir, String name) {
3: String org_code = SystemierConfig.getPropertiesBean().getProperty(‘is.OrgCode”);

209



SIEQ0] ZR10f ZIETI0IE

if(hame.matches(org_code + “*CVDTST.*" + “.txt")) {

return true;

}

return false;

}

hE

0:BufferedReader in = new BufferedReader( new FileReader(f_list[0].getPath()) );

S QXN s

O R TYQUYFE AIRSIHA AJAH TRHE|NM JIHQE HHO0I= FOFSIX| QT GHX|2H
ANAH Z2HE S SE2=Z AlEot=s Z2HEV} OfH JHE AHg Z2HEY F2= T, AAH

DZ2IHE| AFR S QEIOZ X2|SHt,

or. 1K=

[1] CWE-99 Resource Injection, MITRE,
http://cwe.mitre.org/data/definitions/99.html

[2] CWE-22 Path Traversal, MITRE,
http://cwe.mitre.org/data/definitions/22.html

[3] Path Traversal, OWASP,
https://www.owasp.org/index.php/Path_Traversal
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2 HOIRIOf KR ATHES HEAH AL ZUM HHEA 7Y + AL WE S0, 45
EX 2 2IF 0| X YHOIX| S0 MEE B2, S X BHOIXE Sk E&AL|

L}, oty

QEAHAYU AIHEI HYUSK| Rot=E 2AHHS 4 E= HMES MESIH () & “ &8
&lt; &gt; &amp; &quot; 2 X2kttt HTMLEHE 5183t= ANHME 5185= HTML BlaSS
Sl0|E2JAER OS0] SHE Ef

Ct. ZE0iH|
IZAAO|E AFHE(XSS)= 37| 37HX| 32 80| ZAHSiCt,

Reflected XSS 2 244 Z1}, 02 HAX| SO Me{7} QI=01M Q222 oty ASZET} B
31l URL iI0[E) g2 AR} H2tQR0lM SEE 1 LAt 34 A32E7

24 | 412l URLS
ABRI} £ 3015t 4 QI HIEEI0], O|HY, HAIK, I} SO AshS QuEst= 2ZHO|CH
Stored XSS 22 ¢ AO|EQ| HAIE, AUE LT ABK Z2L Sof %:% formQ= oty A
azES gaéroq BOJl MZIEIP, ALBRIZE AOIES HH2510] MAE0 U= HOIXI0| HEE
HE 1Y, M= Ob ASZYES ALRRIOIH HL5I0] AR 22 HOA ﬁaa'Ew'oH SIPA 2
Z5iCt

DOM7 |t XSS S42 AR0i|A Y2 oty AFEET} Hota URL I2t0H 20| MHE AXIX|
211, DOM MHo| U= Heb|HA SASHH. Reflected XSS & Stored XSS SZ4& At 0iE2]
A0 FfH= Qlol, SE HOIX0f o AIRET XYL BeteXz HEEHHA SHot=
AQEHH, DOM7 |8 XSS= M £ 810] Llisk= X0| XHO0[FOIL.

—
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: (% String keyword = request.getParameter("keyword"); %)

/15 U=iZH0) CHSt0] AS 10| 2o ESHE AL SHAIZYEI XEtE URLS MY & = 0]
OrH5}X| 2Lt (Reflected XSS)
MY : (=keyword%)

DN 52 Ysformez 22210] DBO| MWLM, OIS AHF 910] 20| S2E 32

SHAIHET LE|0] QPHS}X| L. (Stored XSS)

2: H4MZAD} - ${m.content}

. {script type="text/javascript”)
D //5 U=kl CH510] S 210] BERXoIM ML= AR MHE HRIX| = SHAIZETL

Z3HE URLS ¢ & £ A0 2PH5HX] 4Lt (DOM 7]kt XSS)

5: document.write(“keyword:” + {(%=keyword%));

6: {/script)
QI AL THt0|HLE AIAE S2| formOf| 2o AMH 2| X2 ZutE ARZAL 3tH0| £=ot= 8<%,
U0l ol XS X2t &5 0[&0tH ATEE ZAE S M otAHU, JSTLE 0|&3t]
SgotAL, & HENT 28 XSS YX| 2t0|22{2|E &Eot= 40| AT
JA2AMNO|E ATZES F2 & 480 M2t sYot ZX[UHE ALE0tH, A=2AM0|E AJEHE
A= HE2tT Hote SH0| YR KX Z2 4 7| W20, & S0 22 XSSHX]|

2t0|22{2|E 0|&ot0] 2t SAF &0 Tt HESH Ar8dt= A

Qs XN

——

(% String keyword = request.getParameter("keyword"); %)

/] S, A=) Lh510] ATYE SAIESH0| A= 2RSS R

keyword = keyword.replaceAll("&", "&amp;");
keyword = keyword.replaceAll("(", "&lt;");
keyword = keyword.replaceAll(")", "&gt:");
keyword = keyword.replaceAll("\", "&quot;");




S

QFHgt 2| Ooff JAVA

7: keyword = keyword.replaceAll(™, "&#x27;");

8: keyword = keyword.replaceAll("/", "&i#x2F;");

9: keyword = keyword.replaceAll("(", "&#x28;");

10:keyword = keyword.replaceAll(")", "&#x29;");

11:3M0f : (%=keyword%)

12://4442. JSPOIIM £23Z40 JSTL clout 2 ARRSI0] X{2|Bit.

13:{%@ taglib prefix="c" uri="http://java.sun.com/jsp/jstl/core"%)

14:{%@ taglib uri="http://java.sun.com/jsp/jstl/functions” prefix="fn" %)

15:4MZ0 - (ciout value="${m.content}"/>

16:{script type="text/javascript"y

17: [/9H4H3. & OHS0{ X 2| 210|E2{2|E Z8(NAVER Lucy-XSS-Filter, OWASP ESAPI,
OWASP Java—Encoder-Project)

18:document.write("keyword:“ +
(%=Encoder.encodeForJS(Encoder.encodeForHTML(keyword))%));

19: {/script)

L C# == AR YHgts 0| B2 Aokl ULE 0= XSS 342 RE & + AU

CHHSIX| 42 I EQ| o C#
1: string usrinput = Request.QueryString["ID"];
2: /] 2% A= o] AS el0] stHO| S3 FLCt.
3: string str = "ID : " + usrinput;
4: Request.Write(str);

AntiXss TH7|X| S5 ArZo0] XSS 345 Mlye &= UL

1: string usrinput = Request.QueryString['ID"];
2: string str = "ID : " + usrinput;
3: //AntiXss Ij7|X| S& 0|85}0] Q& Ql2izt2 TEE FHL|LC}.
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SIEQ0] ERtHE TETIOE &

QIS AEQ| 0ff C#

4: var sanitizedStr = Sanitizer.GetSafeHtmIFragment(str);
5: Request.Write(sanitizedStr);

Ok C ZE GiX= 2 YHUCR MEAZRE L2 YHAgS 85

SHHOIC.

£Q

=Hot=

OII

0| Ht= cgilll &

©int XSS(int arge, char* argv(]) {
: unsigned int i = 0;
char data[1024];

1
2
3
5. // cgiFromStringRE o2 ALEAL Y=HZH0| ZE gl0| 3tH0l| S=HELC
6:  cgiFromString(“user input’, data, sizeof(data));

7 fprintf(cgiOut, “Print user input = %s{br/)”, data);

8 forintf(cgiOut, “(/body){/htmI)\n");

9 return 0;13:

1

0:

——

cgitll Z=ot/| Hol ALEXAt (IS BS0I00F BiL.

cgiFromString(“user input”, data, sizeof(data));
// datalll IES EXIEE Al ZEE FIf6H.
if(strchr(p, (') return;

if(strchr(p, ') return;

fprintf(cgiOut, “Print user input = %s<br/)”, data);

1:
2:
3:
4:
5 -
6:
7: fprintf(cgiOut, “{/body){/htmI)\n");




N2 WN 2

- = ©
- o -

N NN NN - sy sy
WN = O © 0N o o &~ N

ZICHHY
HO|X|2 S5tz Haat0] EMot=X| =I5H(D), aiE H4wt0] T UYHL E= AIBX
1 CIOIE] S0l 2Ja XM= CIOJE] HIO|A ZRIX| SRIeH©) & k0| S| BEHE HXI=X]
ofitt. Aot HHE Al & £45H= ZRL T UYT S2 AREBot0 AMAEQI 45 7|50]
ofH QHMGEX|ZE 11 20fl= F{efotLt.
(%@page contentType="text/html” pageEncoding="UTF-8"%)
¢htmly
¢head)
{meta http—equiv="Content-Type” content="text/html; charset=UTF-8")
(/head)
{body)
¢h1)XSS Sample{/h1)
(%
/] AEEREH 0|58 ¥S
: String name = request.getParameter(‘name”); e @
. String title = null;
: rs = pstmt.executeQuery(query);
: while(rs.next()){
Dtitle = rS.gEtSHINGUALILIE))  worrreessssrrssss st ®
)
D %)
(- QEZHE B2 nameO| MAESH HHYO0| IME &5 --)
T (PYNAME(%=NAMEYYC Y reeesssrersssseesss st ®
©CEYTITLE GO =titIGUON( /Y wrroversssseveeeesssssisssesssssiss s ®
: {/body)
2 {/html)
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[ ARAAMO|E AJZE : Reflected ]

CHZ9| OfF[0Al @ModelAttribute(“apApsCommonCodeVO”) ApApsCommonCodeVO apAp
sCommonCodeVO O{-H|O|M0| 2t apsApsCommonCodeVOE 25 UZIZH0|CH 202f210f A
Qe 27| targetats XA f 26 2210 A 215 UHZLE response?| output streamf|

S24511 QT 1 IFHOIA L3I0l et WERI0| QOO R okt HOE ST

16: @RequestMapping(*/aps/common/makeCommonCode.do”)

17: public void makeCommonCode(HttpSession session,
@ModelAttribute(*apApsCom- monCodeVO”)

18: ApApsCommonCodeVO apApsCommonCodeVO, HttpServletRequest request,
HttpServletResponse

19: response, ModelMap model) throws Exception {

20: String target = apApsCommonCodeVO.getTarget();

21: List resultList = apApsExcelService.selectCommonCode(apApsCommonCodeVO);

22: JSONArray jsonArray = new JSONArray();

23: jsonArray = JSONArray.fromObject(resultList);

24: response.setContentType(“text/xml;charset=utf-8”);

25: PrintWriter printWriter = response.getWriter();

26 printWriter.print(target);

27 printWriter.print(jsonArray.toString());

28: printWriter.flush();

29: printWriter.close();

30: }

2Ol GIAMIOINE 2210 2 U2ZIC 2 request.getQueryString()S 212H0F 62+210) A
URLE 15t =011 U0 Ffott.

1
2: {%@ taglib prefix="c” url="http://java.sun.com/jsp/jstl/core” %)

30 (%@ taglib uri="http://java.sun.com/jsp/jstl/functions” prefix="fn"%)
5

{c:out value="${param.name}” escapeXml="false” />




CH22l oAM= JSTLE| {clout)2 0|83 2 2ts SE Il escapeXmlUS false2 HH
519 7| IS0 ATZET} AIBKE & Q0] XOFst 702 WASIT]
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HETCo o

11 (%

2. String param = request.getParameter(“param”);
3. if ( param != null ) {

4: param = param.replaceAll(*(script)”,””);

5: param = param.replaceAll(“(/script)”,”");

6: }

70 %)

8:

9:

(p) M= : (%=title%) {/p)

CI9] RO TEIRS AISSIHOL (script) BHS O RIZGI7| TIZ0| (scscriptript)
SO2 B8 29 AIRUET} AYE|0] KO HOR TIBILY,

10 (%

2:  String query = request.getQueryString();

3:  String nextUrl = request.getRequestURL().toString() + query;
41 %)
6

{input type="hidden” name="nextUrl” value= “(%=nextUrl%)" /)

Ct

SO UMM E E UBZ0| htm] THOZ Z|0{QU0 LXK UOLE, AN T4
B2 S 34 AJYEES HU(-—)script)-{/script))ot™ F|2totCt,
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HEIAZ o

1. (%

2: String param = request.getParameter(“param”);
3 %)

4: == (%=param%) --)
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11 1: (%=respose.sendRedirect(requst.getParameter(“url”))%)

CHSO| OIROIAE 912 iz ATBE BHES ATHIERLE, g ATEE 20| URLE E3t
50{ 0IS57| W20, 20| +-3E|X| Q/0F oK HOR BHsITY,

—

QEACo| o

1: {script language="javascript”)
2: location.href('(%=request.getParameter(“url”)%)’);

L2 GilM(of A2 Z20] JSTLE {cioutyS 0I5 2F 4t £ U= e A= TSI

QEIACO| ¢
1. (%@ taglib prefix="¢” url="http://java.sun.com/jsp/jstl/core” %)
2: (%@ taglib uri="http://java.sun.com/jsp/jstl/functions” prefix="fn"%)
30
4: {c:out value="${param.name}’/)
CH=2l Ol Z0] JSTLE| escapeXmlE 0|80t0] 27 #t2 £ M= et 402 Iy
oIt
QEITACO| ¢
1. {%@ taglib prefix="¢" url="http://java.sun.com/jsp/jstl/core” %)
2: (%@ taglib uri="http://java.sun.com/jsp/jstl/functions” prefix="fn"%)
3:
4:  ${fn:escapeXml(param.name)}
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1. Int pageNm = Integer.parselnt(request.getParameter(“pageNm”);
2: (input type=text size=10 name="pageNm” value="{%=pageNm%)" />

CZ9l OiAI2t Z0] subStringS 0180t 2At 7t &2 24t == Olol2 Hghe 0= ¢

Ao 2 TFI.
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o
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/] =2 2
String date

Qg wery,

= request.getParameter(“date”);

= date.substring(0, 4);

String month = date.substring(4, 6);

String day = date.substring(6, 8);

out.printin(year + “@” + month + “&” + day + “¥" );
%)

String year

© N aREwN R
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g1 = new WKTReader().read(geometryParam);

p1 = (Polygon) g1.buffer(Double.parseDouble(bufferSizeParam));
response.setContentType(“text/plain;charset=EUC-KR”);
response.setHeader(“Cache—Control”, “no-cache”);

AN R

response.getWriter().write(p1.toText();
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String exam_tgt_se

request.getParameter(“exam_tgt_se”);

String mw_take_no = request.getParameter(“mw_take_no”);

String apv_perm_reg_mgt_no = request.getParameter(“apv_perm_reg_mgt_no”);
String mw_afr_no = request.getParameter(“mw_afr_no”);

System.out.printin(“exam_tgt_se : “ + exam_tgt_se);
System.out.printin(‘mw_take_no : “ + mw_take_no);

System.out.printin(“apv_perm_reg_mgt_no : “ + apv_perm_reg_mgt_no);
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var CompPath = “%XPLATFORM%\\” + sKey + “\\component’;
//XLauncher.componentpath = CompPath;

XLauncher.onlyone = “false”;

var iconStr = “(%= request.getRequestURL() %)”;

[I2AAMO|E AJEE : Stored ]

CHE2l OfA|2t 20| AAIT M=, WE E= AFEX
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(%

rs = pstmt.executeQuery(query);
while(rs.next()){
board_contents
-}
%>

rs.getString(“board_contents”))
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9: {py M= : {(%=board_contents%y {/p)

[Z2AA0|E AFEE : DOM]

Ct29| WHOIME request.getParameter(0IA HEE 2J59] 124(hame)0| document.write()2]
QIXt 2t M0l It = AR Fofet Ao = TRYSIHTY,

0
I

|

|

%IEI'=I I:OI 01'

(%

[/ ARE 2H Y=g dh=Ct

String name = request.getParameter(‘name”);
%>

(SCRIPT language="javascript™)

/[ 2AR9 YHg Iz St
document.write(“name:” + {%=name%) );

©NFDARE N2

9 MM E request.getParameter()0IAl MEE Q29| 22 (name)0| ZEZIED QOLt
;) alert(documement.cookie){%-—= L2Zt0[E0] Qs AL AY ATHET}L A=t JZA
MOIE AFZE : DOME &X[5H| 2ol 5, %, - S EEHE SAH0| F716tt.

HETCEO o

(%
String name = request.getParameter(‘name”);
name = name.replaceAll(“(",” &lt;”);
name = name.replaceAll(*)”,&gt;");
name = name.replaceAll(*&”,”&amp;”);
name = name.replaceAll(*””,”&quot;”);
name = name.replaceAll(*”
“&i#tx27;7); 9: name = name.replaceAll(*/”,
‘&#x2F), 100 %)
11: (SCRIPT language="javascript”)
12: document.write(“name:” + (%=name%) );
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[1] CWE=79 Improper Neutralization of Input During Web Page Generation (‘Cross-site
Scripting’), MITRE,
http://cwe.mitre.org/data/definitions/79.html

[2] Properly encode or escape output, CERT,
http://www.securecoding.cert.org/confluence/display/java/IDS51-J.+Properly+
encode+or+escape+output

[3] XSS (Cross Site Scripting) Prevention Cheat Sheet, OWASP,
http://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat
_Sheet

[4] DOM based XSS Prevention Cheat Sheet, OWASP,
https://www.owasp.org/index.php/DOM_based_XSS_Prevention_Cheat_Sheet

[6] “Understanding Malicious Content Mitigation for Web Developers”

http://www.cert.org/tech_tips/malicious_code_mitigation.htm|
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L2l GiMle= Runtime.getRuntime().exec)HENHZ T2 IS MalisiH, QRUA ML s
CIXIALE HEHO O HH ARZBECE 2Lt olfid Z=T130IA iy T=T0MS KMetotA| 21T

W\ W20 R0 SAX= 7istt ZE Z20-S dAlAZ = U0

1: public static void main(String argsl]) throws IOException {
// g Z2IH|A MeE T2 7S S5 UK 20t MEI0|HE ML= RE T2 JH0|

AlSH=I A
MaE 4 ot

™

3:  String cmd = args[0];
4. Process ps = null;

5 try {
6
7

ps = Runtime.getRuntime().exec(cmd);
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public static void main(String args[]) throws |OException {

// i OIS 2|AI0| Mo A AlsHEt 4 Q= Z2IME LEWEQ} A M2 Mgkt ULt
List{String) allowedCommands = new ArrayList{String)();
allowedCommands.add("notepad");

String cmd = args[0];
if (lallowedCommands.contains(cmd)) {

1:
2:
3:
4
5. allowedCommands.add("calc");
6:
7
8 System.err.printin("6}2E|X| 42 HO{QILICE");

9: return;

100}

11 Process ps = null;

120 try {

13: ps = Runtime.getRuntime().exec(cmd);
4.

BEotAl B 2 Pz dyoty| W0l SHAS| Y=o K2t

10 /282 SE 22 We S US 20| ALY B MBI

2: String date = request.getParameter('date");

&2

2Lt

3: String command = new String("emd.exe /¢ backuplog.bat");

4: Runtime.getRuntime().exec(command + date);




SHAM HYOI A3y Aol 0249t 20| AFOIA SO ol oto] BERIRIS Xglote S+
SR 5 &)L T 2ITI0JE SA2RH) )SS H7HGH0] RofR g2 SUHH T} 4
g 4 9= LEYS SYsi

QM =2 0 JAVA

. String date = request.getParameter("date");
: String command = new String("emd.exe /¢ backuplog.bat");

D//ARZRE Y W2 US UHYOE QIEXE MG ALZBICt

date = date.replaceAll("|","");
date = date.replaceAll(";","");
date = date.replaceAll("&","™");
date = date.replaceAll(":","");
date = date.replaceAll(")","");

© N2 XN

© Runtime.getRuntime().exec(command + date);

Chs C# D= YR YHE Z2MA7F S IIY 010 A AMEot QU 0l= 24X

—HA= =
U0l T} O|=51R] QS YHOITL NS 4 QU

)AL

QPG| 42 F 2| o C#

10 //94% Y=Z0| TEMAT} AMEE MY 0[S S X1 -st AELICE
2: string fileName = PgmTextBox.Text;

3: ProcessStartinfo proStartinfo = new ProcessStartinfo();
4: proStartinfo.FileName = fileName;

5: Process.Start(proStartinfo);

Mot A0|U, white list S2 018510 4SS o = AIEot=S i,

1: string fileName = PgmTextBox.Text;
2: [/218 L=zl tish B4 S 0183510] 233 aliFof SLLCt.
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3: if (Regex.IsMatch(fileName, "properRegexHere"))
4: |
5. ProcessStartinfo proStartinfo = new ProcessStartInfo();
6: proStartinfo.FileName = fileName;
7:  Process.Start(proStartinfo);
8}
B2Rfe] 20| T2t O|T5IR| B2 B0} M 4 QCt,

int main(int arge, char* argvl]) {

char cmd[CMD_LENGTH];

if (arge ¢ 1){

// error

1

/] AR UHYUCE HUEE EH ¥

cmd_data = argv([1];

snprintf(cmd, CMD_LENGTH, “cat %s”, cmd_data);
system(cmd);

b= I A T A S S
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1 AlOjl= Of=Het 20| 2IR0A SH2E 410l oJote 2E|=(IE X|Fots S+
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1: int main(int argc, char* argv(]) {
2:  char cmd[CMD_LENGTH];
3: int len = 0;




4 if (argc ¢ 1)1

5: // error

6: 1

7. /) 2F YEZOZ HMEE XF 8

8 cmd_data = argv[1];

9: len = strlen(cmd_data);

10:  for (inti = 0; | { len; i++) {

11: if (cmd_datali] == ‘| || cmd_datali] == ‘& ||

12: cmd_datali] == 5’ || ecmd_datali] == ‘" || emd_datalil == )’) {
13: // HE[ZIRIZ X|¥ol= ELEAIL MY EIEFOIE—‘!E EEXL EX5H0]
14: /] QSR A

15: return -1;

16: '}

17: 1

18: snprintf(cmd, CMD_LENGTH, “cat %s”, cmd_data);
19: system(cmd);

Ho
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fol

MM HHO(exec(), system(), Runtime.getRuntime().exec §)2 Adlst £ = &
=2 =X 2I511(D) YR0IM MEE= U0 AAR HEHF0Q UL E= MEE AL
OISICH®@). Mol F LA MEHE ZH(White List)0| Lt MESHH HSotH a6t 1 29
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10 public void () throws
IOException { 2:
Properties props = new
Properties(); 3:
String fileName = “file_list™;
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3
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4:  FilelnputStream in = new FilelnputStream(fileName);

5. props.load(in);

6:

70 /] R0 HEE 20| AAR LIE FHHOO UR= AEE.

8:  String version = props.getProperty(“dir_type”) e @

9:  String cmd = new String(“cmd.exe /c rmanDB.bat );

10:

110 /) Y=g 43 2l0] W8 HE09 Y= ABE.

12:  Runtime.getRuntime().execcmd + “c:\\prog_cmd\\” + version); - @

13}
CHZ2l OO 28 AZZQ! processMon?| 4f2 2t0|HZ getProcessldE $&56t1, 19
2RI A execStr ZAIES TESM 1 ZALHO| 282101 FHEHZ M0|11 AN Fofet A=
upSEeln

{ EgovProcessMonController.java )

1: @RequestMapping(“/utl/sys/prm/selectProcessSttus.do”)

2: public String selectProcessSttus(@ModelAttribute(“processMonVQ”) ProcessMonVO
processMonVO, ModelMap model) throws Exception {

4 -

5.}

( ProcessMonChecker.java )

14:public staticString getProcessld(String processNm) throws Exception {

15: Process p = null;

16: String procsSttus =

null; 17:BufferedReader buf =

null; 18:String result = null;

19: String execStr = “tasklist /fo table /nh /fi \"imagename eq “+processNm+"\"";
20: int cnt = 0;

21: String str = null;

22: try {

23: if (Globals.OS_TYPE == null) {

24: throw new RuntimeException(“Globals.OS_TYPE property value is needed”);




yermco) of
25}
26: if (“WINDOWS” .equals(Globals.OS_TYPE)) {
27: cnt = -1
28: p = Runtime.getRuntime().exec(execStr);
29: }
30:}

ol
ol

DY Q9IS S Property B2 SAIE 4 GICk SHIE AAY T2HE S ZZO2 ASsts
DRMEJ} O Y Alg TRHEY Y2 oM 202, NAY DRIES A8 39E

OFFIBt 202 TSICY.

—

Ch=2 GIMOIA 52tQ1 cmdStr His== PropertyMiA 24& 7t 2 0| 721201 2AES
TEEO AR EAL, oy 2AHE0| 92fRI0M FHH= MEEE2 2ot Ao = Ittt

QETLCQ 0o

public static floatgetMoryFreeCpcty() throws Exception {

float cpcty = 0;

Process p = null;

try {

String cmdStr = EgovProperties.getPathProperty(Globals.SERVER_CONF_PATH,
“SHELL.”+Globals.OS_TYPE+".getMoryInfo”);

String[] command = {cmdStr.replace(\\’, FILE_SEPARATOR).replace(’/’, FILE_SEPA-
RATOR),”FREE‘}

8:}

9: p = Runtime.getRuntime().exec(command);
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CH2ol O M0IM fnameS srcFile.getName()Ql Z1Zf0! MAUO| 0]20|22 HZO{0f A0
34g 2 U= file separatorLt “.." S& 2AtE0| GIREE FOUSIA| 12 Ao = THSHT.

public static String getOwner(String file) throws Exception{

String owner =

String src = file.replace(\\', FILE_SEPARATOR).replace('/’, FILE_SEPARATOR);

BufferedReader b_err=null;

BufferedReader b_out=null;

try {

File srcFile = newFile(src);
if (srcFile.exists()) {

9: String parentPath = srcFile.getParent();

10:  String fname = srcFile.getName();

11: Process p = null;

12 String cmdStr = EgovProperties.getProperty(Globals.SHELL_FILE_PATH,

“SHELL.”+Globals.OS_TYPE+".getDrctryOwner”);

13:  String[] command = {cmdStr.replace(\\', FILE_SEPARATOR).replace(’/’,
FILE_SEP- ARATOR), parentPath.replace(‘\\’, FILE_SEPARATOR).replace(‘/’,
FILE_SEPARATOR), fname};

14 p = Runtime.getRuntime().exec(command):

15: }

16: }

17}

XN ®N 2
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[1] CWE-78 OS Command Injection, MITRE,
http://cwe.mitre.org/data/definitions/78.htm|

[2] Sanitize untrusted data passed to the Runtime.exec() method, CERT,
http://www.securecoding.cert.org/confluence/display/java/IDS07-J.+Sanitize+u
ntrusted+data+passed+to+the+Runtime.exec()+method?focusedCommentld=64
65 1588#comment-64651588

[3] Do not call system(), CERT,
http://www.securecoding.cert.org/confluence/pages/viewpage.action?pageld=
2130132

[4] Reviewing Code for OS Injection, OWASP
https://www.owasp.org/index.php/Reviewing_Code_for_OS_Injection
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MultipartRequest multi
= new MultipartRequest(request,savePath,sizeLimit,"euc—kr",new DefaultFileRenamePolicy());

//°'§': B IAUHS AZ 910] AHE5ID A0] QAXSIK] QLY.
String fileName = multi.getFilesystemName(*filename");

sgl = " INSERT INTO board(email,r_num,w_date,pwd,content,re_step,re_num,filename)
+ " values ( ?, 0, sysdate(), ?, 2,2, 2, ?2)"

PreparedStatement pstmt = con.prepareStatement(sql);

pstmt.setString(1, stemail);

pstmt.setString(2, stpwd);

0: pstmt.setString(3, stcontent);

O ®WN

=9 e




11: pstmt.setString(4, stre_step);

12 pstmt.setString(5, stre_num);

13:  pstmt.setString(6, fileName);

14: pstmt.executeUpdate();

15:  Thumbnail.create(savePath+"/"+fileName, savePath+"/"+"s_"+fileName, 150);

Ot T== Y2E THUO| SYAISE HAGHH SIEEIX| §42 ARl 3R =5
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—

MultipartRequest multi
= new MultipartRequest(request,savePath,sizelLimit,"euc—kr",new DefaultFileRenamePolicy();

3: String fileName = multi.getFilesystemName("filename");

4: if (fileName I= null) {

5. //1.Y2E mo| Oix|et “” 2XjH| 7|=O 2 AN &Kt S &lQlst, HARK 1E
SHOFstCt,

njo

6: String fileExt = FileName.substring(fileName.lastindexOf(".")+1).toLowerCase();
70 [[2.=HEE JO0|E ZAE HAOR FIEH = HIUXNE PEEES HMSHHOF QHMGITE

8: if (I"gif".equals(fileExt) && !"jpg".equals(fileExt) && !"png".equals(fileExt)) {

9: alertMessage("¥2E 2758 DiUILICE.");

10: return; ~
11: '} @
12: } B
130 ... S
14: sgl = " INSERT INTO board(email,r_num,w_date,pwd,content,re_step,re_num,filename) r%

“+ "values ( ?, 0, sysdate(), 2, 2,2, 2, ?2) " ég
15:  PreparedStatement pstmt = con.prepareStatement(sql); %
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g+ ot
AN
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QHMGIX| 2 A EQ| 0f C#
1: string fn = Path.GetFileName(FileUploadCtr.FileName);
2: [/¥EE sl= DIAUHS AS 910] Ar2stn ASLICH
3: FileUploadCtr.SaveAs(fn);
4: StatuslLabel.Text = "Upload status: File uploaed!";

It Bt 37| S HAeH Mghotes ettt

OIMSt A 9| of C#
10 //mY Etdet 3718 AMISHLCH
2: if (FileUploadCtr.PostedFile.ContentType == "image/jpeg”)

3

4: if (FileUploadCtr.PostedFile.ContentLength ¢ 102400)
5. |

6: string fn = Path.GetFileName(FileUploadCtr.FileName);
7 FileUploadCtr.SaveAs(Server. MapPath('~/") + n);

8: StatusLabel. Text = "Upload status: File uploaed!”;

9: 1}

10: else

11: StatusLabel.Text = "Upload Status: The File has to be less than 100 kb!";
12:}

13: else

StatusLabel. Text = "Upload Status: Only JPEG files are accepted!";




at, Flchy
Q& YHYUOM HUHES A= 20| EXot=X| 2RIStI(D), 518 E A0 CHHACH
oY HEEE 585t=X HUSH@). MOE S A8otH 3&& MYt P=E 2 Z2
HE2CE MAFES Q20N & 4~ gl= AEH2 HEY ZRU CHHoHA|TE 1 Q0= F <FolTt.

1: public void upload(HttpServletRequest request) throws ServletException {

2. // MultipartHttpServletRequests HAE

3. MultipartHttpServletRequest mRequest = (MultipartHttpServletRequest) request;

4

5: String next = (String) mRequest.getFileNames().next();

6: MultipartFile file = mRequest.getFile(next);

7.

8: // MultipartFileZ 2H file 0|58 ¥0HE

9: String fileName = file.getOriginalFilename(); e 0]

10:

11: // upload IOl CiSt EYAL R&4 MIE SHX| A
12: File uploadDir = new File(*/app/webapp/data/upload/notice”);

13: String uploadFilePath = uploadDir.getAbsolutePath()+”"/"+fileName; e ®
14:

15: /* 0|5} file upload FE */

16: }

17:}

getOriginalFilename() &4-& A&t MUS P2 EGHHA i DU SHAKXE HASHA| =

AN For5tCkn WASITH

L2 M= Y2 THUO| YRS Mot UK B2 Fofet Ao 2 THSITY.

1. while (itr.hasNext()) {

2. Entry{String, List{MultipartFile)) entry = itr.next();
3. fileList = entry.getValue();
4
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5. for(int i=0, s=fileList.size(); i{s; i++) {

6 file = (MultipartFile)fileList.get());

7: String orginFileName = file.getOriginalFilename();
8

/1= -
9 // ¥ mYHO| gi= B2 X2
100 // (HE27 HX| 22 input file type)
M. /-
12: if (*.equals(orginFileName)) continue;
130 ///]-
14:

15: int index = orginFileName.lastindexOf(".”);

16:  //String fileName = orginFileName.substring(0, index);

17:  String fileExt = orginFileName.substring(index + 1);

18:  String newName = KeyStr + EgovStringUtil.getTimeStamp() + fileKey;
19:  long _size = file.getSize();

20:

21 if (I””.equals(orginFileName)) {

22: filePath = storePathString + File.separator + newName;
23: file.transferTo(new File(filePath));
24: }

25: fvo = new FileVO();

26: fvo.setFileExtsn(fileExt);

27: fvo.setFileStreCours(storePathString);
28: fvo.setFileMg(Long.toString(_size));
29: fvo.setOrignlFileNm(orginFileName);
30: fvo.setStreFileNm(newName);

31: fvo.setAtchFileld(atchFileldString);
32: fvo.setFileSn(String.valueOf(fileKey));
33:

34: //writeFile(file, newName, storePathString);
35: result.add(fvo);

36:

37: fileKey++;

38}

39: }

40: return result;




L5 Oidls Lol 2HYAE Mot TEFotL ACLY, 28X HARXMZS oAl B20F
JSP, Jsp, ASP, PHP, Php 52| 2t&AVt Y2 7hsoltt.

HETCEO o

10 -

2: String fileName = file.getOriginalFilename():
3: if ( fileName != null ) {

4: if ( lfileName.endsWith(“.jsp”) ) {

5:  /* file YRE 2E ¥/

6: }

7}

8. -

L5 OAls e &FAE MAoto EHPE o 2Bz QHdsitt.

QEIAC9 o
1 String orginFileName = file.getOriginalFilename():
2: //
3 /) ¥ IMAHO| gl ER A2
4: /) (MBIt =X 22 input file type)
5 /] =
6: if (*".equals(orginFileName)) { continue } &
7 %
8: int index = orginFileName.lastindexOf(".”); i
9:  //String fileName = orginFileName.substring(0, index); lI_-g
10:  String fileExt = orginFileName.substring(index + 1):11:  /* S&A H3Z */ 5
12 for(Object fileExclusionExt : this.fileExclusionExtension) { %

13: if( ((String) fileExclusionExt).equals(fileExt.toLowerCase()]

14: throw new Exception(“egume.message.error.file.exclusion.extension”);
15: }

16: '}
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CH29| Ol A|2t 20| getOriginalFilename()Ql 2IE Zf2 MAGI0 AFRSHA| YO H MAUHS AFR

of7| ?fall LHE ROIAf oS &S @& AO0I22 F{fokA| Tl Tttt

1 it (I"”.equals(file.getOriginalFilename())) {
2: zipManageService.insertExcelZip(file.getInputStream());

or. 1K=

[1] CWE-434 Unrestricted Upload of File with Dangerous Type, MITRE,
http://cwe.mitre.org/data/definitions/434.html

[2] Prevent arbitrary file upload, CERT,
http://www.securecoding.cert.org/confluence/display/java/IDS56-J.+Prevent+a
rbitrary+file+upload

[3] Secure File Upload Check List With PHP, Clay,
http://hungred.com/useful-information /secure—file-upload-check-list-php/

[4] Unrestricted File Upload, OWASP
https://www.owasp.org/index.php/Unrestricted_File_Upload




7. ME[E|X| 9= URL FA2 X154 AA

7L 1L

ABRZRE Y= e 9|$M0|EQI FAE MESIH XAS22 HZAsH= MH Z2H2
I 4(Phishing) 340 ==& = FYES 7HE = U

UNHOZ Z2A0|AENN HEE URL FAZ HZGP| W20) OHHGIIT M2He 4 QIoL}
C| St
=

= =
TR oY 2O QBS HEFOBM ASAL §IEE URLE HEE 4 UTE 3

Pl
o
[m
1o
C
X
—
|__'__|
H
=
ro
rlo

SI0|E 2|AEZR 2|otT, AFRA} QAUS K= o1

R a4
FAE AEots 0= Y= E 40| SH0|E 2 AEH EXok=X| 2H2I5H0F STt

ron

(a href="http://bank.example.com/redirect?url=http://attacker.example.net”)Click{/a)

String id = (String)session.getValue('id");
String bn = request.getParameter("gubun”);
D //AR2EE UHEE2 URLO| HS 910] CHE ALO|EZ 0F0] 7k5810] QtXstX| Lt
String rd = request.getParameter("redirect”);
if (id.length() ) 0) {
String sqgl = "select level from customer where customer_id = ? ";
conn = db.getConnection();
pstmt = conn.prepareStatement(sql);
pstmt.setString(1, id);

S QXY REQN

0: rs = pstmt.executeQuery();




SIEQ0] ERtHE TETIOE &

\

QFMSHX| 42 FE2| 0off JAVA

11 rs.next();
12:if ("0".equals(rs.getString(1)) && "01AD".equals(bn)) {

13: response.sendRedirect(rd);
14: return;
15. '}

2% URLL EHQIS2 2l0|E S|AES Afdet £, 1 SOAf H=

CiS9) ofFIet 20|, QISR otz ,
= 2 AJOIERO| HRS AT 4 UL,

of=5 =M AToHA| &

OII

or

I

FZL9| o JAVA

1: //0|8 & # A= URLHIE 1|.3_3}01 o% AIO|ESSZE 0|8 RIS gt
2: String allowedUrl[] = { "/main.do", "/login.jsp", "list.do" }

4: String rd = request.getParameter("redirect");
5. try {

6: rd = allowedUrl[Integer.parselnt(rd)];

7: '} catch(NumberFormatException e) {

8 return "HRE HIZULICL"

9: } catch(ArraylndexOutOfBoundsException e) {

10:  return "HZ2E AQAL|CL"

11}

12:if (id.length() » 0) {

130

14: if ("0".equals(rs.getString(1)) && "01AD".equals(bn)) {
15: response.sendRedirect(rd);

16: return;

17: '}

22, 32K

20| D2t DPAOIE S22




/] AR YO R 82 URL £ S 910 QZosty JUELICE
2: string url = Request['dest’];
3: Response.Redirect(url);

ZZ URL 830|Lt white list & 0|8510 50| 220t

public void AttackOpenRedirect()
{

string url = Request['dest"];

/1 2% YU=zto] 2Z URLYUX| EQIEILICE MVC 3 0[42] ZH AT E AIEE 42,
System.Web.Mvc 0fl H2|£|0{Q!= UrlisLocalUrl & HEZ AtEE 4= ASLICE

BN

if(isLocalUri(url)) Response.Redirect(url);

. private bool IsLocalUrl(string url)

|

9:  if(string.IsNullOrEmpty(url))

10: {

11: return false;

12:}

13: Uri absoluteUri;

14: if(Uri.TryCreate(url, UriKind.Absolute, out absoluteUri))

15: {

16: return String.Equals(this.Request.Url.Host, absoluteUri.Host,
StringComparison.OrdinallgnoreCase);

17:}

18: else

19: {

20: bool isLocal = lurl.StartsWith("http:",StringComparison.OrdinallgnoreCase)
&& lurl.StartsWith("https:", StringComparison.OrdinallgnoreCase)
&& Uri.IsWellFormedUriString(url, UriKind.Relative);

21: return islLocal;

22: }

5
6:}
7
8
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ot ZITHYH

Q= AO|EZ 2|CH0|2MEtE g4l HIAE(javall AL response.sendRedirect HIAE)7} Z XY
St=X| 2RI5t(D), E| OIE—*!*J St gLt HAEL] QUXIZH(url)0] 21F UHZQIX] &ISHH@).
LorMOZ QR0M U= BTt OfH A QHHoITt D TFotrt. 9|—‘?'—01|*1 = B0l
4%, 2|tio[ed of= 8:. Lt HAEL QIXtEH(ur)S &elot=X] &QleiA RS BAH & 3I0|E
2|AER fe|oh= d% Qe A= TSHTt.
public class UB01 extends HttpServlet {
protected void doGet(HttpServletRequest request, HttpServletResponse
response) throws ServletException, |0Exception {
3 String query = request.getQueryString(); ........................................................................ @
4 if(query.contains(“url”)) {
b: String url = request.getParameter(“url’);
6 // urlol TSt R&4 HZARI0| sendRedirect?] QARIZ AZ
7 if(url 1= null) {
8 url = url.replaceAll(*\r”,””).replaceAll(*\n”,”");
0: response.sendRedirect(url): ............................................................................................ )
10: 1}
11: }
12: 1}
13:}
Qe 27+ 0|8510 URLS 0|=0ot= response.sendRedirect(String url) 47t AL EICHH
Flotsict

Ct=2l oMM b, 6 2k210IM code, action= requestOilA 2OF2CE O] SEHMY 2QI0f|Af H|O|X|
0| URLOI| code, action Z+2 AF25t0{ URLS 2H=CY

1 (%
2: //redirect
3: String code = nvl(request.getAttribute(“redirectCode”));




A= o

4: String action = nvl(request.getAttribute(“action”));
5: logger.debug(*)») redirectCode - *
+ code); 6: logger.debug(“))) redirectAction -
“ + action); 71 e
8: se.sendRedirect(CP + action + “?redirectCode=" + code);
9: return;
10: %)

Sl MM HttpRequest.getContextPath() &&= LHAEZ context pathE 2/HoIE2
N

QEITAES o

1 1: response.sendRedirect(request.getContextPath() + “/login.do”);

or &It

[1] CWE-601 URL Redirection to Untrusted Site, MITRE,
http://cwe.mitre.org/data/definitions/601.html

[2] Unvalidated Redirects and Forwards Cheat Sheet, OWASP
https://www.owasp.org/index.php/Unvalidated_Redirects_and_Forwards_Cheat
_Sheet
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8. BEXASE XML QEINA| X

v A ied

XML 2M0l= DTD(Document Type Definition)S &t

(entitiy)*E F2IStCE EXHG XML 22I0A| &= HOoMH

o
S & QI E MX L A 2iAist 4 QT

& 4 9lom, DTDE XML SEJE]
© MH{OIA XML 2J5 AEIEIZ X2

9
il
>
=
—
°

Q

=

w

)

=

J
-_
ac)

27 B DIDES MBSIEE MF6HL, AL0jN HAE XMLEAO| Z3E DTDS 261 HlZ
SBHBH0F SICH. HIZAEIE & 4 Sl A0 9J5 AIEIE] U oE 24 9F M1 ZH T St
T3 WAIOR Hl& st it

Ch. ZSolH|

CFSO| O XML AAS 90] 1 % {5t AATEO[CE AR Of2fet 20| XML 91 HEIEIS
AESH= recivedXML HOIEIS H&31D, 02 TAIS 0f /etc/passwd IYUS FAY 4 Ut

receivedXML

(?xml version="1.0" encoding="ISO-8859-1"?)

(IDOCTYPE foo [

({IELEMENT foo ANY )

(IENTITY xxe SYSTEM "“file:///etc/passwd" )]){foo)&xxe:{/foo)




1: public void unmarshal(File receivedXml)
2:throws JAXBException, ParserConfigurationException, SAXException, |OException {
3: JAXBContext jaxbContext = JAXBContext.newlInstance( Student.class );

4. Unmarshaller jaxoUnmarshaller = jaxbContext.createUnmarshaller();

5: // Y2Et2 receivedXml 2 025101 DocumentZ MASICt,

6: DocumentBuilderFactory dbf = DocumentBuilderFactory.newlnstance();
7 dbf.setNamespaceAware(true);

8: DocumentBuilder db = dbf.newDocumentBuilder();

9: Document document = db.parse(receivedXml);

10: // 252 AE|E|Z TS0l documentS 0|2510] OHEIS 48510 OFMSIX| QLCt,
11: Student employee = (Student) jaxbUnmarshaller.unmarshal( document );
12: }

CH2 OlHle class XXEOIA UEI4A &= HigH MH 210 secure.xml
secure.xml0] Of2iet 22 [ff /dev/tty 20| AE0 & Q™S th7|ot= AHIA HE S240]

s 4 L,

mjo
ik
%
9'£
[
£9
(=l
2

secure.xml

{?xml version="1.0"?)
({IDOCTYPE foo SYSTEM "file:/dev/tty")
{fooybar{/foo)

1:iimport javax.xml.parsers.SAXParsers;
2:import javax.xml.parsers.SAXParserFactory;

3:

4:class XXE {

5: public static void main(String[] args)

6: throws FileNotFoundException, ParserConfigurationException, SAXException, |OException{
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7:SAXParserFactory factory = SAXParserFactory.newlnstance();

8: SAXParser saxParser = factory.newSAXParser();

9: /] RIHH AE HSH 4% Q10| secure.xml LYUS SN IAGH0 QEMGEK] QALY
10: saxParser.parse(new FilelnputStream("secure.xml”), new DefaultHandler());
11: }

12: }

CHE 9| JAXP DocumentBuilderFactoryS At23t= Z<Q Of2fiet 20| Mgt MY 715t 4= QUL

1:DocumentBuilderFactory dbf = DocumentBuilderFactory.newlInstance();

2:// XML ItM7t doctype2 FOISHX| Rot=E AHITt.
3:dbf.setFeature(*http://apache.org/xml/featuresdisallow-doctype-decl”, true);
4:/) 2 Uot AEIEIE HEHK| U=F GHi.
5:dbf.setFeature("http://xml.org/sax/features/external-general-entities", false);
6:// 2F OEO|EE EBsHK| UEs JHoit.

7:dbf setFeature("http://xml.org/sax/features/external-parameter—entities”, false);
8:// Y2 DTD Hlgtdststet.
9:dbf.setFeature("http://apache.org/xml/features/nonvalidating/load-external-dtd", false);
10:// XincudeE AME6HA| =Lt

11:dbf.setXIncludeAware(false);

12:/] 48E TAJH AEIE] X LES SHGH| UEE it
13:dbf.setExpandEntityReferences(false);

14:DocumentBuilder db = dbf.newDocumentBuilder();

15:Document document = db.parse(receivedXml);

16:Model model = (Model) u.unmarshal(document);




PHPOIIA= libxml_disable_entity_loader &+E 0|25t & AEE| AES HIEHs & &

UL

1:value = libxml_disable_entity_loader(true);

2:$dom

= new DOMDocument();

3:$dom -) loadXML($xml);
4:libxml_disable_entity_loader($value);

>
<
—
=
e
ir o
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f
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rr
Rl
o
ro
2l
jih
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u
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>
£Q
rr
o
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1
1

1 2to| 0| Ciet 9 o

—

IE|E|2

=

1:public class G06 extends HttpServlet {

2
3
4:
B
6:
7
8

9:

10:
11:
12:
13:

private ServletFileUpload uploader = null;

protected void doPost(HttpServietRequest request, HttpServletResponse response)
throws ServletException, I0Exception {

try {

List(Fileltem) fileltemsList = uploader.parseRequest(request);

lterator(Fileltem) fileltemslterator = fileltemsList.iterator();

while (fileltemslterator.hasNext()) {

Fileltem fileltem = fileltemslterator.next();

File xmlFile = new File(

request.getServietContext().getAttribute("FILES_DIR") + File.separator+ fileltem.getName());
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14: fileltem.write(xmlIFile);

15: DocumentBuilderFactory dbf = DocumentBuilderFactory.newlnstance();

16: DocumentBuilder db = dbf.newDocumentBuilder();

17: Document document = db.parse(xmlFilg); e ®
18: changeConfiguration(document);

19:

20:}

C+Z 9| SAXParserFactory AtEatE OIMIOIAE AL 22 2401 XML fileS AFRSED UOLL,
QI QEIE| AL ES H|ZM3foHA| B = FOFoITil MAESIT.

—

1:@RequestMapping(value = "/xmlupload’, method = RequestMethod.POST)
2:public Student xmlUpload(@RequestParam(“file") MultipartFile multipartFile)
3:File xmlFile = new File(multipartFile.getOriginalFilename());
4:multipartFile.transferTo(xmIFile);

5:SAXParserFactory factory = SAXParserFactory.newlInstance();

6:SAXParser saxParser = factory.newSAXParser();
7:SAXParseraxParser.parse(new FilelnputStream(xmiFile), new DefaultHandler());

=2l DocumentBuilderFactoryE AtESt= O M|0Al= 3~42010 22 H|st -
ULt

fjo
b

7t

il
1

1 String xml = "xxe.xml";

2 DocumentBuilderFactory df = DocumentBuilderFactory.newlnstance();
3 df.setAttribute(XMLConstants. ACCESS_EXTERNAL_DTD, ");

4 df.setAttribute(XMLConstants. ACCESS_EXTERNAL_SCHEMA, "),

5 DocumentBuilder builder = df.newDocumentBuilder();

6 Document document = builder.parse(new InputSource(xml));

7 DOMSource domSource = new DOMSource(document);




Ct29] DocumentBuilderFactoryE AF25H= OIM0A = 3~421013} ZH2 Kot MFES FIIE 4
oICt
VN

QEAEO o

1:String xml = "xxe.xml";

2:DocumentBuilderFactory df = DocumentBuilderFactory.newlnstance();
3:df setAttribute(XMLConstants. ACCESS_EXTERNAL_DTD, ");

4:df setAttribute(XMLConstants. ACCESS_EXTERNAL_SCHEMA, ");
5:DocumentBuilder builder = df.newDocumentBuilder();

6:Document document = builder.parse(new InputSource(xml));
7:DOMSource domSource = new DOMSource(document);

o
4

SAXParserFactory G|X|2Q] AL 5~62t2110t ZH0| MSHEA™S F71et 4 QLT

QEIFE ¢

1:String xml = "xxe.xml";

2:SaxHandler handler = new SaxHandler();

3:SAXParserFactory factory = SAXParserFactory.newlnstance();
4:SAXParser parser = factory.newSAXParser();
5:parser.setProperty(XMLConstants. ACCESS_EXTERNAL_DTD, ");
6:parser.setProperty(XMLConstants. ACCESS_EXTERNAL_SCHEMA, ");
7:parser.parse(xml, handler);

>
&
i
o
[
>
o
e
B
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288 FrE + U

1:SchemaFactory factory =
SchemaFactory.newlInstance("XMLConstants.W3C_XML_SCHEMA_NS_URI");
2:factory.setProperty(XMLConstants. ACCESS_EXTERNAL_DTD, ");
3:factory.setProperty(XMLConstants. ACCESS_EXTERNAL_SCHEMA, ";
4:Schema schema = factory.newSchema(Source);

1:SchemaFactory factory =
SchemaFactory.newlInstance("XMLConstants.W3C_XML_SCHEMA_NS_URI");
2:Schema schema = factory.newSchema();

3:Validator validator = schema.newValidator();
4:validator.setProperty(XMLConstants. ACCESS_EXTERNAL_DTD, ");
5:validator.setProperty(XMLConstants. ACCESS_EXTERNAL_SCHEMA, ");

XMLInputFactory 22A 9| setProperty()S AFESIH HSHE™S 78 4 ULL
1:XMLInputFactory factory = XMLInputFactory.newFactory();
2:factory.setProperty(XMLInputFactory. SUPPORT_DTD, false);

3:factory.setProperty(XMLInputFactory.IS_SUPPORTING_EXTERNAL_ENTITIES, false);
4:XMLEventReadereventReader= factory.createXMLEventReader(new FileReader("xxe.xml"));

at.

o2

A=

® CWE-611: Improper Restriction of XML External Entity Reference, MITRE,
https://cwe.mitre.org/data/definitions/611.html

@ XML Entity Prevention Cheet Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/XML_External_Entity_Prevention_
Cheat_Sheet.html




9. XML 4Atel

7t e
UBEX| 42 2 213 20| XQuery E= XPath HASS M5t BRUR MEEO BHAP}
: El

o
- HA
HelES 722 YYo= HFotal YO H2E Ao o7t=A| B2 HI0EE EFotAHU 2
A
e

HiE *aE

L}, oty

XQuery = Xpath |0 ALE= 215 YHG|0|E 0| tHotd] S+2At H el HU0E ZEE
otal Mtet0|EetE HelES AlEoh= XQueryS AtEettt.

Ct. IE0fH|

- XQuery ¢

Ct

doc(users.xml)/userlist/user[luname="something’ or '1°="1"]

12 /] 25 Y2 S ASSHX| 24 XQuery EFA0) A 3HCt.

. String name = props.getProperty(‘name");

N

w

/] AR U3 2ol ofa M2 FEIt HE |0 QFHSIK] QL.
. String es = "doc(users.xml)/userlist/user[uname="+name+"]";
. XQPreparedExpression expr = conn.prepareExpression(es);

~N O o b

. XQResultSequence result = expr.executeQuery();
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ATEY|0] HoIoH FIETI0IE
02l G oM= 2F e=as 2 oiF af 7|8te] XQuerydQl 2| X5 H
bindString & 0|2 =M Q& gz Fd| 4RIt HAE 4= QI F T

ANF|X| =

1: // blingString &2 H2| X7} HHEl= WS WX[SICE
. String name =

N

props.getProperty(‘name”);

w

String es = "doc(users.xml’)/userlist/user[luname="$xname’";
XQPreparedExpression expr = conn.prepareExpression(es);

expr.bindString(new QName("xname”), name, null);

N ook

XQResultSequence result = expr.executeQuery();

CH2ol C# TEE Q2

//21% U3 A= XQuery 2 THELICH

1:String squery =

2 "for $user in doc(users.xml)//user[username="

3: + UserTextBox.Text

4: + "and pass=""

5: + PwdTextBox.Text

6: + "] return $user”;

7:Processor processor = new Processor();

8:XQueryCompiler compiler = processor.NewXQueryCompiler();
9:XdmNode indoc = processor.NewDocumentBuilder().Build(new
Uri(Server.MapPath("users.xml"));

10: using (StreamReader query = new StreamReader(squery))

11: {

12: XQueryCompiler compiler = processor.NewXQueryCompiler();
13: XQueryExecutable exp = compiler.Compile(query.ReadToEnd());
14: XQueryEvaluator eval = exp.Load():

15 eval.Contextltem = indoc;

16: Serializer qout = new Serializer();




17: qout.SetOutputProperty(Serializer. METHOD, "xml");
18:  gout.SetOutputProperty(Serializer. DOCTYPE_PUBLIC, "-//W3C//DTD XHTML
1.0 Strict//EN");
19:  gout.SetOutputProperty(Serializer. DOCTYPE_SYSTEM,
"http://www.w3.0rg/TR/xhtm!1/DTD/xhtmI1-strict.dtd");
20: qout.SetOutputProperty(Serializer.INDENT, "yes");
21:  qout.SetOutputProperty(Serializer. OMIT_XML_DECLARATION, "no");
22:  qout.SetOutputWriter(Response.Output);
//HCIE A 910 XML G|o]Efo] HZEtLCt.
23: eval.Run(qout);27:
}

ZAE BHICR o2 2AE BE - UL

1:String squery =

2: "for $user in doc(users.xml)//userlusername="

3.+ UserTextBox.Text

4:  + "and pass="

5.+ PwdTextBox.Text

6:  + "] return $user”;
// EXE HEEORE &St EXrES MAHsH SLCt.

7. string validatedQuery = squery.Replace('/',*");

8: Processor processor = new Processor();

9: XQueryCompiler compiler = processor.NewXQueryCompiler();

10: XdmNode indoc = processor.NewDocumentBuilder().Build(new
Uri(Server.MapPath("users.xml")));

11:using (StreamReader query = new StreamReader(validatedQuery))

12:{ // tainted value propagated

13: XQueryCompiler compiler = processor.NewXQueryCompiler();

14:  XQueryExecutable exp = compiler.Compile(query.ReadToEnd()); //

xquery created
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15:  XQueryEvaluator eval = exp.Load();

16:  eval.Contextltem = indoc:;

17 Serializer qout = new Serializer();

18 gout.SetOutputProperty(Serializer. METHOD, "xml");

191 gout.SetOutputProperty(Serializer. DOCTYPE_PUBLIC, "-//W3C//DTD XHTML
1.0 Strict//EN");

20:  qgout.SetOutputProperty(Serializer. DOCTYPE_SYSTEM,
"http://www.w3.org/TR/xhtmI1/DTD/xhtml1-strict.dtd");

21:  qout.SetOutputProperty(Serializer.INDENT, "yes");

22:  qout.SetOutputProperty(Serializer. OMIT_XML_DECLARATION, "no");

23.  qgout.SetOutputWriter(Response.Output);
24 eval.Run(gout);
25}

- XPath &¢!
Of2H GIAIOIAE nmt pwOil THEF 2t HSS oA H2E2 nmo| HUSZE “tester”,
pwo| 22 X or X'=x"& HEoIH Ot 22 HOIE0| $J&0 AUSHES AXIX| 4
201 &+ QUL

“//users/user[login/text()="tester and password/text()="x" or //‘x’="x’]/home_dir/text()”

// E2HE|2LE| Q|5 21242t namel} passwordS 4012t 2zt nm, pwiHS0] K&
1:String nm = props.getProperty(‘name”);
2:String pw = props.getProperty("password");

4:XPathFactory factory = XPathFactory.newlInstance();
5:XPath xpath = factory.newXPath();

/1 HE5IR 22 et 915 22 i, pwE AISSH0! QHSI] 212 ToI20] O oxpr 40
ML,




7:XPathExpression expr = xpath.compile("//users/user[login/text)="+nm+" and
password/text()="+pw+"]/home_dir/text()");

// StHSIX| 42 HOoIZ0| Bl expre HII5I0] ZAMNE resultdfl XESHE,

8:0Object result = expr.evaluate(doc, XPathConstants.NODESET);

// result?] Z1E NodelList E}UO 2 ¥ Eks}0] nodes X ZSHCE.

9:Nodelist nodes = (Nodelist) result;

10:for (int i=0; i{nodes.getLength(); i++) {

11:  String value = nodes.item(i).getNodeValue();

120 if (value.indexOf(")") ¢ 0) {

/[ 3AXIt 0|2 HIUHSE SHOIT 4 Tt
13: System.out.pnntln(value),
14: '}
15:}
Ct=2l M= XQueryE Argolt(] O|2] #H| 542 YHAC=2M RUHO = Qlof| 2| +27t

[ login.xq It |

declare variable $loginlD as xs:string external;

declare variable $password as xs:string external;
//users/user[@loginID=$loginID and @password=$password]

// XQueryZ 0|28t XPath Injection BX|

1:String nm = props.getProperty(‘name”);

2:String pw = props.getProperty(‘password");

3:Document doc = new Builder().build("users.xml");

//2t0lEStE 2|7t @AUE login.xaS HORJAN Di0|ESHE FH2|S Hgsict
4:XQuery xquery = new XQueryFactory().createXQuery(new File("login.xq"));
5:Map vars = new HashMap();

[/BBEA] 42 2Rl nm, pwE Ii2tO|EEE 2|9 M2f0|HE XS,
6:vars.put(‘loginID", nm);

7:vars. put("password" pwW);

/] TIEIOIEStE YIS HASIDZ QFUS AS 80| ArE3510i QFHaiTt.

=
0z
4
o
S
R
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B
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ATIEQ|0} 01O ZETIOI &

8:Nodes results = xquery.execute(doc, null, vars).toNodes();
9:for (int i=0; Kresults.size(); i++) {

10:  System.out.printin(results.get(i).toXML());21:

11}

mefo|HetE #HelE XEots XQuery 7222 HME = Sl 0= XPath s #EE

UE ZXNES YU HAHTILL XPath FES 44, HlSH=S BHt

// XPath IS SUE = U= EXES LZUOIM HAH
1:public String XPathFilter(String input) {

2: if (input != null) return input.replaceAll("[,\\\[I", ™);
3. else return "

// Q& AUZI0 AL

6:String nm = XPathFilter(props.getProperty("name”));

7:String pw = XPathFilter(props.getProperty(*"password"));

8 ...

9:XPathFactory factory = XPathFactory.newlInstance();

10:XPath xpath = factory.newXPath();

m:

/[R5 LHAUR nm, pwE BESHH H2ES YHotE=2 sl

12:XPathExpression expr = xpath.compile("//users/user[login/text()="+nm+" and
password/text()="+pw+"]/home_dir/text()");

13:0Object result = expr.evaluate(doc, XPathConstants.NODESET);

14:NodeList nodes = (NodelList) result;

15:for (int i=0; Knodes.getLength(); i++) {

16: String value = nodes.item(i).getNodeValue();

17 if (value.indexOf(")") ¢ 0) {

18: System.out.printin(value);

19: }

20}




Of2ff TE= UHUZ HSSIK| L0 YSAE XPath 712 M 2 A0 Aot ATt Y2
any' or 'a' = 'a 2t Z0| XPath 128 X Zlot= 2AIE S MYot= 4L //food [name="any' or 'a'

O
| S
='a'l/price 20| 7L20| 2SN X|1I M| 2= food2| 7t (price)?t Z3|=|H EIC}.

—~

1:public static void main(String[] args) throws Exception {

2: if (args.length (= 0) {

3 System.err.printin('7t22 ZAE AMEO| 0|22 YHSIHR."):

4. return;

5.}

6: String name = args[0];

7:  DocumentBuilder docBuilder =DocumentBuilderFactory.newlnstance().newDocumentBuilder();

Document doc = docBuilder.parse("http://www.w3schools.com/xml/simple.xml");

8: XPath xpath = XPathFactory.newlnstance().newXPath();

[/ E2IMO| HME SMOR AHE= Q2 nameS AIEol0] H2IES =T

/[ Zdslo] SSIE 2 QHHGHA| QLCt.

9: Nodelist nodes = (NodelList) xpath.evaluate('//food[name=" + name + "|/price",
doc, XPathConstants.NODESET);

10: for (int i = 0; i ¢ nodes.getLength(); i++) {

11:  System.out.printin(nodes.item(i).getTextContent());

1:public static void main(String[] args) throws Exception {
2: if (args.length (= 0) {
3 System.err.printin("7tZiS ZAisH AIZ0| 0|28 UASINL.");

4. return;
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AHEQ0 ERHRY ZIETI0IE &

5.}

[/EE2IHe| HME SHOZ UE= 2E 3 namel|A] XPath 122 Ee 4

/] & 2XE M7st= A5 $-3ot0] QHHSICE.

6: String name = args[0];

7. if (name != null) {

8: name = name.replaceAll'[O\\-"\\[\\I:,*/1", ™);

9: 1

10:  DocumentBuilder docBuilder = DocumentBuilderFactory.newlinstance().newDocumentBuilder();

11: Document doc = docBuilder.parse(‘http://www.w3schools.com/xml/simple.xml");

12: XPath xpath = XPathFactory.newlnstance().newXPath();

13: Nodelist nodes = (NodeList) xpath.evaluate("//food[name=
doc, XPathConstants.NODESET);

14: for (int i = 0; i { nodes.getLength(); i++) {

15: System.out.printin(nodes.item(i).getTextContent());

16: }

17}

+ name + "]/price’,

bE9 GiMs 2RHES AlEot XPath A0 Hi2 AIEEUM. Ol SAASl Y0 et

XQuery?| 25 HHL0 Of7[X] 42 S40] 2 & AFLIC.

1:string acctlD = Request[‘acctID"];

2:string query = null;

3:if(acctID = null)

44

5: StringBuffer sb = new StringBuffer("/accounts/account[acctID=");
6: sb.Append(acctID);

7: sb.Append("]/email/text()");

8: query = sh.ToString();

9}

10: XPathDocument docNav = new XPathDocument(myXml);




11:XPathNavigator nav = docNav.CreateNavigator();
/15 U=US HS 10| At ASLICE
12:nav.Evaluate(query);

CH29| Oi|Fl= XPathExpression2 AF2S10] 0|2] 2| SZS MAMsioz
TRt HHE A Ae 5 UL

A= =2 T

T LEEERLEE

QiHet 9| Of C#

1:string xpath = "/accounts/account[@acctID=$acctID]l/email/text()";
2:XPathExpression expr = DynamicContext.Compile(xpath);
3:DynamicContext ctx = new DynamicContext();
4:ctx.AddVariable("acct|D", AccountlDTextBox.Text);
5:expr.SetContext(ctx);

6:XPathNodelterator data = nav.Select(expr);

T(@), XQuery HRIAEZO MBEIS B147 2l 221z

RS &RIet (@), H0l et BHY 250| EXoh=A| QIoiC}. HEE 2E0| EXHGIAHL
2 T UI UM HH| RX|E 4L et Ao 2 Tt
alutxiol Ecte) of
/] AnEsE Y we
String name = props.getProperty(“name"); ........................................................................ @

Hashtable env = new Hashtable();

o R wNn e

env.put(Context. PROVIDER_URL,

env.put(Context.INITIAL_CONTEXT_FACTORY,
“|dap://localhost:389/0=rootDir");

“com.sun.jndi.ldap.LdapCtxFactory”);

=
o
=
o
rn
]
3
19
o
A
o
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7: javax.naming.directory.DirContext ctx = new InitialDirContext(env);

8: javax.xml.xquery.XQDataSource xqds = (javax.xml.xquery.XQDataSource)
ctx.lookup(“x= qgj/personnel”);

9: javax.xml.xquery.XQConnection conn = xgds.getConnection();

10:

11: String es = “doc(‘users.xml’)/userlist/userluname=""+ name + “]"; - @]

120 /] Y20l XqueryQ| QIXtZ ALS

13: XQPreparedExpression expr = conn.prepareExpression(es);

14: XQResultSequence result = expr.executeQuery(); - O]

15: while (result.next()) {

16: String str = result.getAtomicValue();

17 if (str.indexOf(")") < 0) {

18: System.out.printIn(str);

19: }

(doc(‘users.xml’)/userlist/user[uname="something’ or ‘=’)

/] ARERE g 23

String name = props.getProperty(“‘name”);

Hashtable env = new Hashtable();

env.put(Context.INITIAL_CONTEXT_FACTORY, “com.sun.jndi.ldap.LdapCtxFactory”);
env.put(Context.PROVIDER_URL, ‘ldap://localhost:389/0=rootDir");
javax.naming.directory.DirContext ctx = new InitialDirContext(env);

XN E XN

javax.xml.xquery.XQDataSource xgds = (javax.xml.xquery.XQDataSource)

ctx.lookup(“x= qgj/personnel”);




A= o

9: javax.xml.xquery.XQConnection conn = xgds.getConnection();
10:

11:String es = “doc(‘users.xml’)/userlist/user[luname=""+ name + “]’;
12:/] Y= 20l XqueryQ| QIXtZ At

13:XQPreparedExpression expr = conn.prepareExpression(es);
14:XQResultSequence result = expr.executeQuery();

15:while (result.next()) {

16:String str = result.getAtomicValue();

17:if (str.indexOf(")") < 0) {

18:System.out.printin(str);

191}

- XPath &
XPath X2 2
Tt 22 U™

& 20| EXotAL: 23 D YAI0M HEotH =X U Aol TSI

2HY Z=0| EMot=Xl =i}, HH

=

String acctlD = request.getParameter(acctlD”); s ©
String query = null;

if(acctlD 1= null) {

StringBuffer sb = new StringBuffer(“/accounts/accountlacctiD="");

Sbappend(acctlD), .................................................................................................................... @
sb.append(“]/email/text()");

query = sb.toString();

©NHOARE N2
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9:

10:
11:
12:
13:
14:
15:
16:
17:

SIEQ0] ZR10f ZIETI0IE

}

DocumentBuilderFactory domFactory = DocumentBuilderFactory.newlnstance();
domFactory.setNamespaceAware(true);

DocumentBuilder builder = domFactory.newDocumentBuilder();

Document doc = builder.parse(“accounts.xml”);

XPathFactory factory = XPathFactory.newlnstance();

XPath xpath = factory.newXPath();

XPathExpression expr = xpath.compile(query); e, ©)
Object result = expr.evaluate(doc, XPathConstants.NODESET);

18: -

Ct2o
= —
o
—

Cf
7t
=

9| MMM E name?| 222 “user1””, passwd?| Z2E  or =" MYSHH it

=
Hel20] $950 AUSIHEE AHRIX| Bl 27018 o= QU0 F{fotCtl T

=T M =

(//users/userllogin/text()="user1’ or “=" and password/text() = “" or “’=""]/home_dir/text())

S QXN N2

/] QEZHEH AHE 22
String name = props.getProperty(‘name”);

String passwd = props.getProperty(“password”);

XPathFactory factory = XPathFactory.newlnstance();
XPath xpath = factory.newXPath();

/] QA5 AUA0| xpathQl QIXIZ AL

. XPathExpression expr = xpath.compile(“//users/user[login/text()="" + name + “ and

password/text() = ” + passwd + “]/home_dir/text()");

. Object result = expr.evaluate(doc, XPathConstants.NODESET);
12:
13:
14:
15:

NodeList nodes = (NodeList) result:

for (int i = 0; i { nodes.getLength(); i++) {
String value = nodes.item(i).getNodeValue();
if (value.indexOf(*)") ¢ 0) {




Yol
m
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0
o

16: System.out.printin(value);
17:}
18: -

op. &It

[1] CWE-652 XQuery Injection, MITRE,
http://cwe.mitre.org/data/definitions/652.htm|
[2] Prevent XML Injection, CERT,

http://www.securecoding.cert.org/confluence/display/java/IDS16-J.+Prevent+X
ML+Injection

[3] CWE-643 XPath Injection, MITRE,
http://cwe.mitre.org/data/definitions/643.html

[4] Prevent XPath Injection, CERT,
http://www.securecoding.cert.org/confluence/display/java/IDS53-J.+Prevent+
XPath +Injection

[6] XPATH Injection, OWASP,
https://www.owasp.org/index.php/XPATH_Injection

>
&
m
o
r
)
i
[Pl
B

263



7l ML

SAXIL 2 O 2 9| 5HA| 242 LDAP(Lightweight Directory Access Protocol) H&EN

g , 34
=

7
e+ UL =, @ SSZ2IH0| AEAUt MStt s SH2A Me|ohA| ZotH
P

dE 29 7S HtE o A O|= Qo T2 M|A7F FES Hdet HEHESR

ror
rH
rol
%
@

3

el
23
o

=2
mjo
]
Ral
[
ofn
2
ol
=
il
il

DN(Distinguished Name)dt ZE0| AL&H= AIEA YHYO= SE+2AVF ZRIEX| RS
= ZAE AR 2of SE+EAE MBoli0F ot ER0E SFEM(=+ ) #:\ §)7H &
=5 Ol

10| Ot ULHRALR QIAIE|E = H2|3ICt

E
=
H
S o

Ct. I =o)X
userSNZ} userPassword H4:0| ZI0 2 *S MEst A LE 2XIL “(&(sn=5*)(userPass
word=%))"7} |0 g4 &0| £/ 0|= 9otk 42 SE2 FEAIZ £+ Tt

1: private void searchRecord(String userSN, String userPassword) throws
NamingException {
Hashtable(String, String) env = new Hashtable{String, String)();
env.put(Context.INITIAL_CONTEXT_FACTORY, "com.sun.jndi.ldap.LdapCtxFactory");
try {
DirContext dctx = new InitialDirContext(env);
SearchControls sc = new SearchControls();

noow

Stringl] attributeFilter = { "cn", "mail" };
sc.setReturningAttributes(attributeFilter);




9: sc.setSearchScope(SearchControls. SUBTREE_SCOPE);

10: String base = "dc=example,dc=com";

//userSNZt userPassword Zt0ll LDAPZEIS XXt 4 Q= 32 EX1H0)| st A4S0| 10 QHHs|X|

2ILt.

11: String filter = "(&(sn=" + userSN + ")(userPassword=" + userPassword + "))"

12: NamingEnumeration{?) results = dctx.search(base, filter, sc);

13:  while (results.hasMore()) {

14: SearchResult sr = (SearchResult) results.next();

15: Attributes attrs = sr.getAttributes();

16: Attribute attr = attrs.get("cn");

17

18}

19:  dctx.close();

20: } catch (NamingException e) { - }

21}
A= 2ot HE EAEZ AMEEHE 2R =0 et 2AES MAolH fids REdl=
FAENNEE IS,

1: private void searchRecord(String userSN, String userPassword) throws NamingException {

2. Hashtable{String, String) env = new Hashtable{String, String)();

3:  env.put(Context.INITIAL_CONTEXT_FACTORY, "com.sun.jndi.ldap.LdapCtxFactory");

4 try {

5: DirContext dctx = new InitialDirContext(env);

6 SearchControls sc = new SearchControls();

7 Stringl] attributeFilter = {"cn", "mail" }

8 sc.setReturningAttributes(attributeFilter);

9: sc.setSearchScope(SearchControls. SUBTREE_SCOPE);

10: String base = "dc=example,dc=com";

// userSN1} userPassword Zt0IA] LDAP ZEE XZHst 4 Q= EXIHES H| 7511 Al
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SIEQ0] ERtHE TETIOE &

11: if (luserSN.matches("[\\W\\s]*") || luserPassword.matches("[\\w]*")) {
12: throw new lllegalArgumentException(‘Invalid input”);

13 }

14: String filter = "(&(sn=" + userSN + ")userPassword=" + userPassword + "))";
15: NamingEnumeration{?) results = dctx.search(base, filter, sc);

16: while (results.hasMore()) {

17: SearchResult sr = (SearchResult) results.next();

18: Attributes attrs = sr.getAttributes();

19: Attribute attr = attrs.get("cn");

200 L

21: }

22: detx.close();

23} catch (NamingException e) { - }

24}

ChS2 QIE0HK| 42 F HIRIZ O =2 LDAP H2|E Maict= C# & O H0[Ct

QHMGIX| 42 A EO 0f C#
1: static void SearchRecord(string userSN, string userPW)
2: 4
3 try {
4.  DirectoryEntry oDE;
5.  oDE = new DirectoryEntry(GetStrPath());

/] QEE SHX|t2 AUY HIQIYO = | DAP H2|E A

foreach(DirectoryEntry objChildDE om oDE.Children) {

} catch (NamingException e) { ... }




HIAZ TSERH SOIoF FIEH

\
\

S

QtMSt AEQ| 0ff C#

1: static void SearchRecord(string userSN, string userPW)

2: 4

30 try {

4: DirectoryEntry oDE;

5. oDE = new DirectoryEntry(GetStrPath(), userSN, userPW);
// userSNIt userPW Z Q15 50f LDAP HZ|E A&

6: foreach(DirectoryEntry objChildDE om oDE.Children) {

70 ..

8}

9: } catch (NamingException e) { ... }

Ot C ZE= AR0M =H2 filterS LDAP A0 10H= AR5t QUCH LDAP HEO| OR
S SE ALEot O=X| B2 SHO| Y + AL

1: void LDAPInjection() {

2: char *ilter = getenv(“Filter”);

3: int error_code;

4: LDAP *Id = NULL;

5. LDAPMessage *result;

/] AS0IM B2 filterE ZHZ 10| AIE

6: error_code = ldap_search_ext_s(Id, FIND_DN, LDAP_SCOPE_BASE, filter,
NULL, 0, NULL, NULL, LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);

7:1
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9l 242(0] O DHE LDAP H2ASS AIZ510| 2RI o128 4 ST,

> void LDAPInjection() {

. char *filter = getenv(“Filter”);

©int error_code;

int i

: LDAP *Id = NULL;

. LDAPMessage *result;

[/ BEE U7 A2 AEXI2| 0|1ES 1™ UCE ME
7: for(i = 0; *(filter + i) 1= 0; i++) {
/1 34 7k58 2X1E A

8: switch(*(filter + 1)) {

9: case ¥:

o oA wWwN =

10:  case ‘(:

11:  case )

13: return;

14:}

15:}

16:error_code = Idap_search_ext_s(Id, FIND_DN, LDAP_SCOPE_BASE, filter,
NULL, 0, NULL, NULL, LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);

% 2 93
OIX| E10IEH $(@), S H4-0| fE TEIY REO0| EXfSH=A| HOIBITHE). BEY 20| ZXf
1 | 7 (e]

1: ---DirContext ctx = new InitialDirContext(env);

2. String managerName = request.getParameter(‘managerName”); e ®




L2l GiIXoME 222 Y= (name)0] HAS 2I5H HE ZAIHL| g0
B YO= S MEY ER, B ZAE2 “(name=*)"7t LFEH0 €

[ = o O
FalotAL SELZH0| AToHA| B2 SAS oM HEZ Fofet A2z TSI

©NHOARE N2

17:
18:
19:
20:
21:

//retrieve all of the employees who report to a manager

String filter = “(manager=" + managerName + )7 ®
NamingEnumeration employees =

ctx.search(“ou=People,dc=example,dc=com”, filter); e O)

public void f() {

Hashtable env = new Hashtable();

env.put(Context.INITIAL_CONTEXT_FACTORY, “com.sun.jndi.ldap.LdapCtxFactory”);
env.put(Context.PROVIDER_URL, ‘“ldap://localhost:389/0=rootDir”);

try {

javax.naming.directory.DirContext ctx = new InitialDirContext(env);

[/ DRHEIE UIEL F MYAs ELsHt

Properties props = new Properties();

String fileName = “Ildap.properties”;

FilelnputStream in = new FilelnputStream(fileName);

props.load(in);

// LDAP Search& 6t7| ol name2 =Lt

String name = props.getProperty(‘name”);

String filter = “(name =" + name + “)”;

// LDAP search?} nameZ{0il CiSt 0{1gl0] JICHE Sat= 0 Z4A40] = OfTICt
NamingEnumeration answer = ctx.search(“ou=NewHires’, filter, new SearchCon-
trols(

):

printSearchEnumeration(answer);

ctx.close();

}

catch (NamingException e) { - }
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99| 212(name)0| HAS U5t base SAIUC| A0 AFRET QT 0 AL Yolo| RE T2y
B2l X0t HE20| E2E = ACH, HAES MO/ SEIEX| 5 89 2 +50| 24
2 4 ot

1:

20 try {

3:

4: [/ ARERE UG =L

5: String name = props.getProperty(““Idap.properties”);

6:  // Y2 Z0l| T BasicAttributeS AABICY.

7 BasicAttribute attr = new BasicAttribute(*‘name”, name):

8: /] 22 = Zf0| LDAP search?| QIXtZ ALE0| =Lt

9:  NamingEnumeration answer = ctx.search(“ou=NewHires”, attr.getID(), new Search-

Controls();
10:  printSearchEnumeration(answer):
11.  ctx.close():

120}

13: catch (NamingException e) { - }

14: }

15:

16: public void printSearchEnumeration(NamingEnumeration value) {
17: try {

18:  while (value.hasMore()) {

19:  SearchResult sr = (SearchResult) value.next();

20:  System.out.printin(*)»)” + sr.getName() + “\n” + sr.getAttributes());
21}

22:}

23: catch (NamingException e) { -}




o, EIXtE

[1] CWE-90 LDAP Injection, MITRE,
http://cwe.mitre.org/data/definitions/90.htm|

[2] Prevent LDAP injection, CERT,
http://www.securecoding.cert.org/confluence/display/java/IDS54~J.+Prevent+
LDAP+injection

[3] LDAP injection, OWASP
https://www.owasp.org/index.php/LDAP_Injection_Prevention_Cheat_Sheet

[4] “LDAP Resources”
http://ldapman.org/
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SU0[AEZRHO| 2F(request)0 CHolA FYHM 2F HEQIXIE ASOHA BU X2loks E<,
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JZAAO|E QA QX AN & &2 2 QC}

// o™ HEjo| QAO|HX| 7|2XHO 2 CSRF FAMS 7HA 4 ULt




Y 2F 0RE HHolY| 2o E2S 0188t ARAH YH(MF) HOIXIE LF0HH 499
EZS 485t & MA0 Mo, Y(MF) HOIX|o 483t E2S HIDDEN ZE &=29 gloz
Ao YEMY)S XM2lohs HOIX0ME Y(LE) HOIXIMAM QF m2tijHz MFH
HIDDEN ZE9| EZ gt MU0 MY e EZ S Bt Lotz 20T o Q822
TEOIH Y0 M2l E 5 UES Bl

// Y=istHO| 2 HEUS W, oo EZS WM st S MMof| KA.
1:session.setAttribute("SESSION_CSRF_TOKEN", UUID.randomUUID().toString());
// LEaisio)] elojo] E2E HIDDEN LESS| o2 MXsH MHZ HMIET2 SICt
2:input type="hidden" name="param_csrf_token" value="${SESSION_CSRF_TOKEN}" /)
// 23 WEI0|EQt MM MAE EZS H|wsiA UX[SH= A0 QS X2 st
3:String pToken = request.getParameter("param_csrf_token");
4:String sToken = (String)session.getAttribute("SESSION_CSRF_TOKEN");
5:if (pToken I= null && pToken.equals(sToken) {

[/ Lx|5l= E20| EXfsts 22 -) BY #2
6.
7} else {

[/ E20| ALt Zt0] YRISIX| Y= B2 -) LF HAIX| &
8 .
9:}

AntiForgeryToken()S& 0|25 IZAA0|E @F QXS EIX|o{0} St

1. @using (Html.BeginForm("PostTest","Home",FormMethod.Post,null))
2: 1

3: //AntiForgeryToken()2 0|83 IRAAI0|E % =& HWX|

4: @Html.AntiForgeryToken()

b {input type="submit" value="Html| PsBk Click" />

6: }
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ANEA P, U8R S5 S T2 7Iss Eotl(D), iE 7Is +AAl Bl B &4
05 SHISHH@). TRl HAI7L QUL HEt 2ol 20| MEF7|, ALZALIP, SSL 2151 Z0]
NS HE == AAS 0| AEok= B2 FotH
1:
2. int level = request.getParameter(‘level”); e 0]
3 int group = request.getParameter(“group”)i e ®
4: String id = request.getParameter(fid”); e s )
5. String sgl="update member set level=? , group=? where id=?;"; e ®
6: pstmt =con.prepareStatement(sql);
7: pstmt.setint(1, level);
8: pstmt.setString(2, group);
9: pstmt.setInt(3, id);
10: PSEMEEXECULEUDPAALE();  rreeeesssssrersssssssssss s ®

=9 NS HTHEH, 2 2f210i| A Y2l EE% gt = MM ﬁﬂéfﬂ SEHIY 210 A
MA3H E2S HIDDEN LS 820 3oz M¥ 1
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[/ LESHHO| QFEAS O, Yoo EFS MAMst & MIM0I| KA.
session.setAttribute(*SESSION_CSRF_TOKEN”, UUID.randomUUID().toString());

[/ LEsHHO| ool EZg HIDDEN ZEYRQ| ez Mo MHzE MEEHEF Si.
{input type="hidden” name="param_csrf_token” value="${SESSION_CSRF_TOKEN}" />

ol

// 2% OI20[ELE MM0 MEE EZE HluoiA XSt ZR0Tt 23g X2
String pToken = request.getParameter(“param_csrf_token”);
String sToken = (String)session.getAttribute(“SESSION_CSRF_TOKEN");

It

r

© X NSO RN




QEITACEO o

10: if (pToken != null && pToken.equals(sToken) {

110 /] YX|5le ES0| EXfcls 42 -) T4 X2

12:

13: } else {

14: /] E20| gL 0| LXGHK| Y= 82 -) 2F HAIX| &5
15:

16: }

of, EOXR
[1] CWE-352 Cross-Site Request Forgery(CSRF), MITRE,
http://cwe.mitre.org/data/definitions/352.html

[2] "Security Corner: Cross-Site Request Forgeries”, Chris Shiflett,
http://shiflett.org/articles/cross-site-request-forgeries

[3] Cross-Site_Request_Forgery_(CSRF),
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)
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AIEQ0 HOtor ZIEHTI0IC

12. MHAOIE 2F ?I=
7t He
SO ABTAIS ARIK| 242 AST 22 US MHIZH] QFO| ASH0] OfOIROl 897} 2y
4 Qs HoIHOITY,
Qls0f ST B A0 F2ASH OZ2170]M0] ZXfots ZP B2 URL E 2822 9IZ5H0]
HASHE Pelots WAOR HIHAHO SXS QEoL M LEAI0 s HOES
sis st 4 ol
L}, oty
Aat 4 ol Bl LIOIA AFBXIS) @12 28 TI2 AIABO| AfHIA S50) AIBSH= B9, ALY
Q2 U2 SH0|EZAE WAOR LEIYSIL
AR} RIEot PAI9I0] URLE WOISO{0F SICIT Ljso| URLS SRIAER X35(0 TEY
BT E3t SUSH L LIEKI0) AT 717] 915, H2HS EHLI5i0) 20| 0201 4
QUEE SiCt,
Ch. Il
CIS OIFls ASXIREE Qe 2o 23 20| BHOIKIS FATH=E B0} ICh 0] Tf,
TRt URLS /510 LIS Albio] RO 517 5101 HIOIEIS IS S 4 ot

[&1: M2l 30| of ]

0), 0

Lo
dIn

LRak = =]
Qe EE Rt
admin H|O|X| HZ
EHQl M2 E 230t
S FE =5
&= URLS 0|88t
Filter 23]
CHQIZ AHMIPE

gyel souE 84S

MHL T 22

el FCo| o
http://site_example.com/connect?url=http://192.168.0.45/member/list.json
http://site_example.com/connect?url=http://192.168.0.45/admin

http://site_example.com/connect?url=http://site_example.com:x@
192.168.0.45/member/list.json

http://site_example.com/connect?url=http://bit.ly/sdjk3kjhkI3

http://site_example.com/connect?url=http://internal .site.com/me
mber/list.json

http://site_example.com/connect?url=http://attack/fileview.html




1:protected void doGet(HttpServietRequest req, HttpServletResponse resp) throws
|OException {

2: [ MEXt A= (url)S HS210] AH2510] QHHMGIX] ALt

3: URL url = new URL(req.getParameter("url"));

4: HttpURLConnection conn = (HttpURLConnection) url.openConnection();
5}

CE2 ARH0 E2

URLZt A = RU2B=2 U

n

£2 Y(Map) ZiF0 Holotd 7| o= YHALO 7/0f Y=
ol

i
c
5y,
—
T o

1:public class Connect {

2: // key, value #2192 URLS| E|AEE ZHMSICE,
3: private Map{String, URL) urlMap;
4. protected void doGet(HttpServletRequest req, HttpServletResponse resp) throws

|OException {

5 /1 A X0 uriMap?] keyS 2140} urlMapOilA| URLZHS ZHESHY.

6 URL url = urlMap.get(req.getParameter("url"));

7 // urlMapOj|lM X3t ZtO 2 Connection2 IHS0| H&EHCL.

8 HttpURLConnection conn = (HttpURLConnection) url.openConnection();
9
1

0:}
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2t ZITHE
CHE AARS] MHIAS SE3te &7t EMSEA| HRISHI(D) CHE AAHS SET I AFBEE=
2121 Z0I(@) AIZIZ 4 QU= ZUQIX| HQIBICE, Brof 2] 20| M3t 4 gl B0 HEHAL
O™ OHMGHA| Q4CHLT TIFSHCt.

1:public class GO3 extends HttpServlet {

2 protected void doPost(HttpServletRequest req, HttpServletResponse res)

3 throws ServletException, |0Exception {

4 Strlng Url = req_getparameter<"ur|"); ................................................................. @

5.

6 InputStream inputStream = null;

7 OutputStream outputStream = null;

8: [AEROA urlg 92 gh=Ct

9: URL u = new URL(url);

10: res.setHeader("content-disposition”,"attachment;fileName="");

11:

12: int length:;

13: byte[] bytes = new byte[1024];

14: // YL URLS streamQ2 MABICH

15: INPULSEream = U.0PENSIIEAM(); e sreessmssssmmsss i ©)

16: outputStream = res.getOutputStream();

17: while ((length = inputStream.read(bytes)) ) 0) {

18: outputStream.write(bytes, 0, length);

19: 1

20:

21: }




G OiAoA=

[2 3% SO SIHIE F 4 U002 HOBIID HHSIL,

openConnection| AF235k= URLE propertiesMlA &5t QT

MEACO| o

1 publlc class ConnectProperties {

FileReader newFile = new FileReader(“File.properties”);
Properties properties = new Properties();
properties.load(newfFile);

URL url = new URL(properties.getProperty("connectUrl"));

e o A -

0:}

protected void doGet(HttpServietRequestreq, HttpServietResponseresp) throws IOException{

HttoURLConnection conn = (HttpURLConnection) url.openConnection();

CHS OiIF0IlA= inURL 2t0] 721

= oo
BARHinURL 92 248 KO RXGH0] TSHS 7IE 4 Y002 FHfSICiD

9| URL(url).openStream ()| MEZ=ICH Of I,

TSI
Heraco of
1:private String getRemoteContent(String url) throws IOException {
2: BufferedReader in = new BufferedReader(new InputStreamReader(
3: new URL(url).openStream()));
4: return FileCopyUtils.copyToString(in);
5}
0.
7:public String getContent(String inUrl) throws |OException {
8: try {
9: String str = getRemoteContent(inUrl);
10: str = str.replace("¢head)”, "¢head){base href=" + inUrl
11: " [Xbase target="_blank' /){script)top.studio.startPagelFramelLoaded(); "
12: + (/scnpt)),
13: return str;
14: } catch (Exception e) {
15: return "";
16: }
17: }
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SIEQ0] ZR10f ZIETI0IE

LS OM= SAAE host Ief0|HE ZA610] IR M9 §2E Xag + RUASE 20HEH
0|, host 2t €2 AS 0| M LiF MH 2| H0|E|(secrets.txt) TIY0| 222 REE

[ ]
4 9l082 FHofelrtn B

442 A9 0f : /getFavicon?host=192.168.176.1:8080/secrets.txt?

1:public void doGet(HttpServletRequest request, HttpServletResponse response) {

2: String host = request.getParameter("host");

3.

4: bytel] bytes = getlmage(host, defaultBytes);

5: if (bytes = null) {

6: writeBytesToStream(bytes, response);

7 }

8}

9.

10:private byte[] getlmage(String host, byte[] defaultimage) {

11: bytel] bytes = getlmage(‘http://" + host + "/favicon.ico");

12:

131}
L2 OMl= 1121210A Public Cloud2| HIEHH|O|E MH|A =401 169.254.169.2545 SHE|AE
Aoz HEIoIH 02/ 2|Hot0 HEtMH S FHE Ro|E AHY 4 JCH= FOGHX]|
DICHT TRl

1:(?php

2: require_once('./htmlpurifier/library/HTMLPurifier.includes.php’);

3: $purifier = new HTMLPurifier();

4:

5: $ch = curl_init();

6: $url = $_GET['urlT;

7: $urlinfo = parse_url($url); // URL ItA

8: $scheme = $urlinfol'scheme;




QEHALC | ¢
9: $host = $urlinfo['host];
10: $ip = gethostbyname($host);
11 if ($ip === "169.254.169.254") { // HEHZ2RE HEHOIE MHA IPE HE

12: die("Invalid host");

13:  } elseif ($scheme |== 'http' && $scheme |== 'https) { // HTTP(S) A2 A=
14: die("Invalid scheme");

15: '}

16:  curl_setopt($ch, CURLOPT_URL, S$url);

17:  curl_setopt($ch, CURLOPT_FOLLOWLOCATION, false);

18:  curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);

19:

20:  $html = curl_exec($ch);

21:  echo $purifier-)purify($html);
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1:private static String getRemoteContent(String url) throws I0Exception {
2 if (isPrivatelP(url) == true ) {

3 return "invalid url";

4 }

5: BufferedReader in = new BufferedReader(new InputStreamReader(
6: new URL(url).openStream()));
7

8:

9:

>
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i
[Pl
B

return FileCopyUtils.copyToString(in);

}

281



SIEQ0] ZR10f ZIETI0IE

10:public static boolean isPrivatelP(String r){
1. //[BH2AE =Z(lookback F4, IPv4d & IPv6 F4)

12: String private_ip[] = {

13: //loopback addresses

14: "127.","0.",

15: //IP V4 prefix for private addresses

16: "10.",

17: "172.16.", "172.17.", "172.18.", "172.19.", "172.20.", "172.21.",
18: "172.22.", "172.23.", "172.24.", "172.25.", "172.26.", "172.27.",
19: "172.28.", "172.29.", "172.30.", "172.31.", "192.168.", "169.254.",
20: //IP V6 prefix for private addresses

21: fc", "fd", "fe", "ff", 1"

22: kL

23:

24: for(int i = 0; iprivate_ip.length; i++){

25: if(r.toLowerCase().trim().startsWith(private_ip[i){

26: return true;

27: }

28: }

29: return false;

30}

[ &3 : SSRF GijA] ]

* X Q3E = SSRF GA|

URL 49
/ssrf.php?url=http://425.510.425.510/ LHE=R F A9 HO| ZatH P
/ssrf.php?url=http://2852039166/ 0| ZEEEX] 42 1081 A
/ssrf.php?url=http://7147006462/ TO| LSE[X| L2 QHEZE FA
/ssrf.php?url=http://0xA9.0xFE.0xA9.0xFE/ HO| ZEE 16714 A
/ssrf.php?url=http://OxA9FEAQFE/ 0| AE[X] L2 1681 A
/ssrf.php?url=http://0x41414141AQFEAQFE/ 0| ZYEX| U2 16710 QHEZE A
/ssrf.php?url=http://0251.0376.0251.0376/ HO| L= BRI A
Jssrf.php?url=http://0251.00376.000251.0000376/ | THZIO| EatE & Tat 87l 34l




t SSRF OJA
a

o

IDNA2003 #Hets 018
URL
http://google.com (HE2AH= &

/ssrf.php?url=http://@©@@1®.com

/ssrf.php?url=http://wordpre(3.com
Broken ParserZ 0|2%t SSRF Oi[A|
URL 43
/ssrf.php?url=https://evil-host#expected-host #2 F71610 EIXIZ O] A=
/ssrf.php?url=https://expected-host@evil-host @2 F71ol0 EXIZ 2| A=

SSRFE O|E8t LFI GilA]
URL A4
/ssrf.php?url=file:///etc/passwd EAMMAUS S
22 | DAPE 22

/ssrf.php?url=Idap://localhost:1337/%0astats%0aquit

@ CWE-918: Server-Side Request Forgery (SSRF), MITRE,
https://cwe.mitre.org/data/definitions/918.htm|

or, #1Xt=

@ Server Side Request Forgery, OWASP

https://owasp.org/www-community/attacks/Server_Side_Request_Forgery

http://wordpress.com (SLMHZ BE= ‘ss
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13. HTTP SHEE

v A ied

HTTP Q&0 £0{ = Tt2t0|Ef(Parameter)?t HTTP S 2G| &0 AFZXI0|A| CHA| M
= o, YA CR(Carriage Return)0|Lt LF(Line Feed)2t 22 W27t ZXfotH HTTP

SEO| 271 0|4z Z2|E 4 ULt 0| B2 34X= MAHZAE 0|Fot0] A ¢ SHE S=
A7|10, = W SHO| elXol F=E FIot0] XSS L 7HA| &l&(Cache Poisoning) 34 S5
A3l &t A oL}

o =2 T M

L}, ot

L Oi20|H9| 22 HTTPSHSIT(MIE S0i, Set-Cookie S)0l Z&IAIZ 42 CR, LF 22
HAZAS AT

Ct. =0

QEQIHZS ARSI Bretkl= 27|19 22 ANt QUL 20|, 34X Wiley Hack ertr
WnHTTP/1.1 200 OKWr#WnE lastLogin®| Z{C 2 MMt AL, SH0| 22|50 MEZEH £2|=
SH 229 W8S 34 Ut D2 +Jg =+ U

[/ ZRE LS IS HF 0| MSE Z QHMSIX| YLH.

1: String lastLogin = request.getParameter(‘last_login");

2: if (lastLogin == null || ".equals(lastLogin)) {
3 return;
4:}

/1 ?71i= Set-Cookie SHSIEE MY 2 JfHEXIH 23t 0 HS0| L
. Cookie ¢ = new Cookie("LASTLOGIN", lastLogin);
c.setMaxAge(1000);

c.setSecure(true);

response.addCookie(c);

response.setContentType("text/html");




QEUA YU == ZHof THEH0 null IR E XM A5tD, 20| 03 JHE LHHX= AS WX|GH|
2|5l JHSHZEXIE H|HGHD LY HO| 2O = ARSI,

QM =2 0 JAVA

1: String lastLogin = request.getParameter(‘last_login");

2. if (lastLogin == null || "™.equals(lastLogin)) {

3: return;

4:}

// A% LHZM HHEXRH\\N)E HAHS & 27|9| A= HF
5: lastLogin = IastLogln replaceAll("\\r\\n]", ™);

6: Cookie ¢ = new Cookie("LASTLOGIN", lastLogin);

7: c.setMaxAge(1000);

8: c.setSecure(true);
9

: response.addCookie(c);

QHMGIX| 42 FEQ| of C#
//21% LUS TS 20| Ar88k= RS ATSIX| QL.
1: string usrinput = Request.QueryString["ID"];
2: Response.AddHeader("foo", "bar" + usrinput);

HYZALE 25 HM|7Het 0|0 ALZoHOF ettt

1:string usrlnput = Request.QueryString["ID"];

[/HEEXE HAH gt 0]F0f| ALZ35HOF BfLILCt.

2:string validatedInput = usrinput.Replace("\n", ™).Replace("\r",");
3:Response.AddHeader("foo", "bar" + validatedInput);
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AIEQ0 2RHoR ZIET7H0I=

al, xicip

* =0

Response alH0f| H7F ARBEE XS 2RI5H1(D), H7t 2R YHAZRIX| 2RIT 2(@), 71
=X\, \n) HIAS A3 BEIZ Z QIF 2

S Ffoi.

—_

protected void common(HttpServletRequest request, HttpServletResponse
response) throws Exception {
String fileid = request.getParameter(*fileid”); e &)

2
3
4 BufferedInputStream in = null;

5: String uploadPath = properties.getString(propertyName + “UPLOAD”);
6

7

8

try {
: String fileName = uploadPath + “/” + fileid;
9.
10: response.setContentType(mimetype + “;charset=utf-8");
11: String fileName = java.net.URLEncoder.encode(fileid, “‘UTF-8");
12:
13: response.setHeader(“Content-Disposition”,
14: “attachment; filename=\"" + fileName + “\"7); ®
15: response.setHeader(“Content-Transfer-Encoding”, “binary”);
16:
17: response.getOutputStream().flush();
18: response.getOutputStream().close();
19: '}

20: catch(Exception e) {
21 if(in!=null) {

22: in.close();
23: 1}

24: '}

25.  finally{ }

26: }




HTTP SEHEY2 344 EHl Z&0E =20] s|Hof| A0|1 0|2 QIsH HTTP SE0| LI+ XA
&= FYHOICH response.sendRedirect gf+= URLE THE RO = HUifjE QIH I HAIR
SOl A ALEH 242 3012 HFRLT 710X} ob= URLE SO Q216k= Z40|Ct. O urlofl 2ZXte)

0] 40| =FH =AH YHgto = Qo SEO| HE .

29 GIMIE MEH, SHI 2FRI0AN requeste TZtO|E{A] filename Z4S 7210 7HIY

2RO filenamedta 0185t0 SlIE0f 2t A&okl UK Fyoict,

1. public voidservice(HttpServletRequest request, HttpServletResponse res) throws
Serv- letException, |0Exception {

String contextRealPath = request.getSession().getServletContext().getRealPath(“/");
String savePath = contextRealPath + “upfolder”

res.setContentType(“utf-8");

String filename = request.getParameter(“file”);
res.setContentType(“application/octet;charset=utf-8");

N o9k N

res.setHeader(“Content-Disposition”, “attachment;filename=" + filename);

CH29| GME MHEM, 2HM 2t10A request?l last_login Tf2tO|EHUA ZH2 7EHL10 7

2tRI0i|lAf lastLogin 242 77101 2ot AN F{folCt.

10

2:String lastLogin = request.getParameter(“last_login”);
3:if (lastLogin == null || *".equals(lastLogin)) {
4:return;

5:}

6:// 7= Set-Cookie SHsIHZ MLLDZ NHIAIY T3 082 AS0| LR
7:Cookie ¢ = new Cookie(“LASTLOGIN”, lastLogin);
8:c.setMaxAge(1000);

9:c.setSecure(true);

10:response.addCookie(c);
11:response.setContentType(“text/html”);

120 ...
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[}

AEEQY0 HOFE TIET7I0IE &

Of2f F=E MHEM 29 210N request?| last_login TZHO|E{0IA 7P 2t 6H 2tRI0f|A
7HI 2tRI0A lastLogingts 7|0 A& ot1l U0 FFoEK| Q4T Tt

QEIACo| of

: String lastLogin = request.getParameter(“last_login”);
- if (lastLogin == null || *".equals(lastLogin)) {
return;

S/ 2R LYEUOIM HNHEAE HMAS T 7|9 R 4F
. lastLogin = IastLogln.replaceAII(“[WWr Wn]”,

“); 7:Cookie ¢ = new Cookie(“LASTLOGIN”,

lastLogin); 8: c.setMaxAge(1000);

9: c.setSecure(true);

10:response.addCookie(c);
11:response.setContentType(“text/html”);

12:

1
2
3
4: }
5
6

Ol E9| HttpRequest.getContextPath() &4
HTTPSE 20| 0|20X|X] SH=C

LS —

QEACo| o

1: 1: response.sendRedirect(request.getContextPath() + “/login.do”);

rir

LHESI+2 context pathS 2|E 522

Long, Integer 2t & Numeric 22 2XIE2 X2t S0 \r\n S| EXtE0| Z5HE 4 gleo=2
F9f 5kX| QL.

QEAEo| o

11 1: 1: response.setHeader(“Content-Length”,Long.toString(file.length()));




of. oxtz
[1] CWE-113 HTTP Response Splitting, MITRE,
http://cwe.mitre.org/data/definitions/113.htm|

[2] HTTP Response Splitting, OWASP
https://www.owasp.org/index.php/HTTP_Response_Splitting
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B4 QUIBEOL BAY0| BIIGHRN HRE A 2 ZHECt HRA AR HEEE 30| ol
O O1F K2 40|7{Lt 8471 0 WASICY, So| ¥H=E Hoi, 122 BT, N2 2A 52
95t Z2OZ NS} HBoHe UZS ARSI 1 IHUIN H4E QHEBRL0} sk
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Cf. F=0)x|

G229 GiHl= A9 YH(slf_msg_param_num)S 0|&5t0] SHL=2 Aot gis HE2 37|
(size)S ZEoh=Hl Ar8o ULt Y 2R UHO=RE| ALE Zh(param_ct)0| LHEZR0
ﬂ =]

Ol 5-%(01 =T, BiE2| 2717t 47t =0 AL 2H7H 2 4 QAT

1: String msg_str =
2: String tmp = request.getParameter("slf_msg_param_num");

3. tmp = StringUtil.isNullTrim(tmp);

4: if (tmp.equals("0")) {

b: msg_str = PropertyUtil.getValue(msg_id);

6: } else {

/1 212 UEEs Mo R AZE I Y=o 27|18 HEGIK| U1 A

7: int param_ct = Integer.parselnt(tmp);

8:  String[] strArr = new String[param_ct];




S H2e| 2= ?lol 9F Y= B 37|12 A8t 89 I w0l 547/t OfdX| BAt ok=

SENREL

QM =2 0 JAVA

nn

String msg_str = ™,
String tmp = request.getParameter("slf_msg_param_num");
tmp = StringUtilisNullTrim({tmp);
if (tmp.equals("0") {
msg_str = PropertyUtil.getValue(msg_id);
0} else {
/] 25 UAS HLHO2 M2 I YA T7|E BBt Mg
7: try {
8: int param_ct = Integer.parselnt(tmp);
9: if (param_ct ¢ 0) {
10: throw new Exception();
11: }
12: String[] strArr = new String[param_ct];
13: } catch(Exception e) {
14: msg_str = "H2E 4H(FD) YLk
15:

I s

——

9 QEFOR HiZS BT B B, Y0 LS 2 1) S47} HO AIAHY TP} 2y
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e

QHMsEX| 12 A E2| o C#
1: public static void Main(string[] args)
2: 4
[/ AR AAUS AIBE W, U ZA2 717 YT 2 E2 LHEES YUY

3: int usrNum = Int32.Parse(args[0])

4. string[] array = {"one", "two", "three", "four'};
5. string num = array[uerum],

6:}
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checked 22 0|2510] LHZZ QR UM 50| 31 X{2|Z 50f St

=

public static void Main(string[] args
{
// checked T2 AIE510| LQHEZ 22| W o7 L 37| &l
try{
int usrNum = checked(Int32.Parse(args[0]));
stringl] array = {"one", "
if(usrNum ¢ 3)string num = array[uerum];
}
catch (System.OverflowException e) { - }

two", "three", "four'};

S QXN N

e
—

QPG| 42 FE2| 0f C

1: void main(int argc, char* argvl])

2: 4

[/ AR AUUS AT M, U Z2 717 YT 2 42 LHERS WY
3: int usr_num = 0,
4:  char* num_array[] = {“one”, “two”, “three”, “four’};
5! char* num = NULL;
6: usr_num = atoi(argv[1]);
7: num = num_array[usr_num];
8:}

QtMst AE9 0o C

1: void main(int argc, char* argv[])
2: 4

[/ AR AUHUS AT W, U Z2 77 HT 2 Z2R LHEES WY
3. int usr_num = 0;
4:  char* num_array[] = {"one”, “two”, “three”, “four’};
5. char* num = NULL;




QFgt IE2| 0f C

—_

usr_num = atoi(argv[1]);
if (usr_num )= 0 && usr_num ¢ 4) {
num = num_array[usr_num];

}

6:
7:
8:
9:
1

0:}

= -

1:

2: String cnt = request.getParameter(“cnt"); ........................................................................ @

3: if( ent == null ) {

4:  cnt = 0%

5.}

6: int cntl = Integer.parselnt(cnt); .

7: Stnng[] arr = new Stnng[cntl]’ ........................................................................................... @ 04;.'.

8 for(inti=0;identl; i++){ E?Lj

9: arr[i] = request.getParameter(“r’+i); &

10: } s

. i

11 -
[l
o

Z2 OfF 32 20| H7iL 847t 2

1. public static Vector parsFileBySize(String parFile, int[] parLen, int parLine) throws
Exception {
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Vector parResult = new Vector();

[/ Y E

String parFile1 = parFile.replace(\\', FILE_SEPARATOR).replace(’/’, FILE_SEPARATORY);
File file = new File(parFile1);

BufferedReader br = null;

try {

9 // WYUO0|H, EXSHH It Al

10: if (file.exists() && file.isFile()) {

110 /7 1. Y8 2oI40E IY HAE LHES 0IAl String[]ol =L,

12: br = new BufferedReader(new InputStreamReader(new FileInputStream(file)));
13: String [] strArr = new String [parLine];

14: String line = “

15: int readCnt = 0;

16:  while ((line = br.readLine()) != null && readCnt ¢

parLine) { 17: if (line.length() <= MAX_STR_LEN)

strArr[readCnt++] = line; 18:  }

CH29| KM= 2HERRIOA 29| 2A(sIf_msg_param_num)2Z B2 ZtS 9HEII0A] HiE O]
A7|(size)E ZHot=0l AFSSH UL}, 2HY RO0IM LHE2 Zh(param_ct)0| Sat2! 82,

HHEO| F7(7t S7+ =0 A|AE0| SH7E EY ~ ASE 2 FOfoI THBHT.

HEYTAC of

1: String msg_str =

2: String tmp = request.getParameter(“slf_msg_param_num”);
3. tmp = StringUtil.isNullTrim(tmp);

4: if (tmp.equals(*0”)) {

5: msg_str = PropertyUtil.getValue(msg_id);

6: 1} else {

7

8

[/ A5 UHUS HLYRE MEY W UHUS FVIE ABSIK| Y M8
int param_ct = Integer.parselnt(tmp),
9: Stringl] strArr = new String[param_ct];




29 01|I1I01IA1 pubKey.available() &4+ int 22 2|8 St 1202 X4 7 5412 o)t

w2 oA =t

310 try {

32 URL url = Util.class.getClassLoader().getResource(publicKeyFilepath);
33:  pubKey = url.openStream();

34: '} catch (MalformedURLException e) {

35:  pubKey = new FilelnputStream(publicKeyFilepath);

36: }

37: bytel] bytes = new byte[pubKey.available()];

LS9 MO = 42 HTTP &ilH 9| StAgi0] ALE 2 F49| A S 2te 7ts-d0] gl

1. String[] referer_split = Util.split(request.getHeader(“Referer”).toString(),”/”);
2. String refererValue = referer_split[referer_split.length-11:

L2l MMIOIA 2ARES| FH4=7t F4Y
FfoIX| 2 Ao 2 ST,

roh

P Olge= Y EM= A2 Hel 7hs4d0| gHetEz

QEIA=9| o

1:  public static void main(String(] args) {
2. Stringl] jsargs = {*-j="+args[0]};
3:  Stringl] allArgs = new String[jsargs.length + args.lengthl;
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[1] CWE-190 Integer Overflow, MITRE,
http://cwe.mitre.org/data/definitions/190.htm|

[2] Enforce limits on integer values originating from tainted sources, CERT,
http://www.securecoding.cert.org/confluence/display/c/INTO4-C.+Enforce+limi
tston+integertvalues+originating+from+tainted+sources

[3] Verify that all integer values are in range, CERT,
http://www.securecoding.cert.org/confluence/display/c/INTO8-C.+Verify+that+
all+integer+values+are+intrange

[4] Integer overflow, OWASP,
https://www.owasp.org/index.php/OWASP_Periodic_Table_of_Vulnerabilities_—_

Integer_Overflow/Underflow
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WEXS0] 20| 77|, 28 E= o2t £2 Y0l &E & gl 7oA 34
A= Lyt YEO= O=ct YHgias Uy + Ul 24E WE2 HAIEX g2 + A 2T
O|Lt QI7tet 22 HOHAHO| O] UAN(FI|, edH, SI=EE )0 7|t k= 3f 3
AAt= 0] Y=HUS 24010 SEL2I™O Holg Q3 +~ YC8= SEot ¥es) 7284
HMAE Aot 0|2 Z2 HAHUSO| e 29U ARSI ofet YHas H=eiil= tatt

AEfZELE TS 0| E5| AEXA MMAFELL 22 £2% HEE MU0 K& ot Eot=tol
Rt MBI AetstCt, HOFEAZEUA M2 4~ gls Y0 SEE2TH HREE S0
Z | Z =2

Ct. IE0fH|

TYUSFO 7t4S AEA EERX0|A M=2|5til U0 Of 20| ALZXAt0 2o HA = E 7H4

(H7NE27t O=5HA] 2 We= HYE & UL

. {input type="hidden" name="price" value="1000"/)

1

2: {br/YE=Z : HDTV

3: {br/Y&& : input type="hidden" name="quantity" /)7H
4: {pr/Xinput type="submit" value="7" /)

bro.

6: try {

/1 M7t 2R3t QU= JHA(271) YRS AL8Xt SHH0IA opM X2
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7: price = request.getParameter("price");

8:  quantity = request.getParameter("quantity");

9:  total = Integer.parselnt(quantity) * Float.parseFloat(price);
10} catch (Exception e) {

| 20 AfH LR 2tE
P 2&otdl = JEE

1: input type="hidden" name="price" value="1000"/)

2: {br/YE85 : HDTV

3: Lbr/Y&& : (input type="hidden" name="quantity" />7{
4: {br/Xinput type="submit" value="7" /)

[T

6: try {

7: item = request.getParameter(“item”);

// 71Z40] otL|2t item S-S 7IMAM MHTL HRSID QU= 71 HE
// 0| 83t0| MA| 7tzE ALt

8: price = productService.getPrice(item);

9:  quantity = request.getParameter("quantity");

10:  total = Integer.parselnt(quantity) * price;

11:} catch (Exception e) {

120 ...

13}
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QHMGIX| 42 FEQ| Of C#
1: HttpCookie cookie = new HttpCookie(“Authentificated”, “17);

2: Response.Cookies.Add(cookie);

25t HEE 37)0) KA Aol= AEBIHM ARSI, HE20|T ST HES Ao MM X
=

oM

ol
ron

QtMSt AEQ| 0ff C#

/] AEBRIQ| QISHHE MM XASICE
1: Session[“Authentificated”] = “17;

Of2f C ZEE AL0IM THHR Mb| HES 7MoR ES DA MBIV} 3 B4 %
Hag g A5

1: void SecurityDecision() { =
2: int sockfd = socket(PF_INET, SOCK_STREAM, 0): o
3: char* server_info = getenv(“server_addr’); thi
4: /] R0IM 7IME M HEE JCHE AFZSITT %
5. if( connect( sockfd, (struct sockaddr *)server_addr, sizeof(struct socketaddr) ) ¢ 0 ) { 5%
6: return; E—g
7: 1} i
/¥ 20|8A AE FE ¥/
8}
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SecurltyDeC|S|on() {
int sockfd = socket(PF_INET, SOCK_STREAM, 0);
struct sockaddr_in server_addr;
memset( &server_ info, 0, sizeof(server_info));
server_info.sin_family = AF_INET;
server_info.sin_port = htons(5555);
server_info.sin_addr.s_addr = inet_addr(“127.0.0.1”);
// VHE MH FAE A0 HAS TSI,
8:  if( connect( sockfd, (struct sockaddr *)server_addr, sizeof(struct socketaddr) ) ¢ 0 ) {

N aRE XN

9: return;
10: }
/¥ 2o|dA B FE */
11:}
2, ZITHH
QIZHEE 20157 floh AEdt= B8 SRISHI(D), H7t MEEE S MHUSA HSH
WOIX| SOISHH(@). AUSZHL 7|ZC2 Q8 QS IUZ AIE5t= B FISICH

Cookie[] Cookies = request_getcookieso LT TP P PP L PP P PP R PP IPPTPPRTPLIIPPTPS @
for(int i=0 ; i{cookies.length ; i++) {
Cookie ¢ = cookiesli] ;

if(c.getName().equals(“authecticated”)&&Boolean. TRUE.equals(c.getValue())){ - @
authenticated = true .

}

}

QXN HE XN




CI2O| KH[OAls RO Z ALRK}Q) %Jgg “‘authenticated” & 7|0l X%

7': M
FIIYEE HE 7tsol| MR e EE 7710 MY Aldls ==t *f%ﬁm ‘=

i EE = WAS(Web Application Server) A 2| M&0f KZEFSHTE

MEtAC | o

10: <%
11: String username = request.getParameter(“username”);
12: String password = request.getParameter(“password”);

14:  throw new MyException(“?15 0f2{");

15: }

16: Cookie userCookie = new  Cookie(“user”,username);17:
Cookie authCookie =

new Cookie(“authenticated”,”1”);18:

19: response.addCookie(userCookie);

20: response.addCookie(authCookie);

21: %)

13: if (username==nill || password==null || lisAuthenticatedUser(usename, password)) {

CH29] O XM= HIDDEN ZEZ M&H priceE 71492 AFZSIA| &
7tAS MESILL U0 FUSER] QAT

11 88 2RI Fai

QETLC 0o

1. (input type="hidden” name="price” value="1000"/>

20 {br/Y&% : HDTV

30 Lbr/H%FH : (input type="hidden” name="quantity” /)7
4: {br/Xinput type="submit" value="7" /)

5. .

6 try {

70 /] MH7Y BEREt0 e HEE 018310 7tEE X2

8: price = 1000;

9: quantity = request.getParameter(“quantity”);
10:  total = quantity * Float.parseFloat(price);
11:}catch (Exception e) {
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[1] CWE-807 Reliance on Untrusted Inputs in a Security Decision, MITRE,
http://cwe.mitre.org/data/definitions/807.html

[2] Do not trust the values of environment variables, CERT,
http://www.securecoding.cert.org/confluence/display/java/ENV02-J.+Do+not+t

rust+the+values+of+environment+variables

[3] Session Management, OWASP
https://www.owasp.org/index.php/Session_Management_Cheat_Sheet
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224

Jn- o
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o

Ct.
HEe MY LHESZR0= A5 M2 HIH QHSZ2Rt g HEe MY LHSZ7F AH.
L2 AH K2 HI QHEZRE LYYAI7|= Z=0|H.

1. void foo(){

2 int num = 10;

3: char message[40];
4 gets(message);

5

MAEOI T2 0| MY TIST 22 U223 TEES JHKID, B4 foo(9 A8 7t 2ol 27

[y 489 32

OxAABB 10

message num TAAF

2 o = 3
AR BN A BHTCE YAGIT ALO| AIKTA 0xAABBE ¥ YBITL 0] 22

mFAR 27

0xAABB  ZZAIE..0xAABB OxAABB OxAABB

message ch
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QoD o THHA| 42 AIE MR HI2 Y(Nul) BAS I L0l A5t0] S(Nul)
SR E2E|EE F0F St

HO
Pl
e
_>*|_ nx

Cf. F=0)x|

g ZE= ZOIH X9 7iE HEl £ EAIES SAIGkE Z2#0|0 2 AlAHE H|0|E
37| sizeof(cv_struct)2 Qloff T2 WS HAE M2 Q1 HOIE v FHME HIY 2H
SEQE UMAIZITH 5t T2 M EAE SAE0| o S= XS ™77 |X| 47| I o

=
TAIEY HZA| 2RE 20E 7HME - U

—

typedef struct _charvoid {
char x[16];
void * y
void *

: void badCode() {
charvoid cv_struct
cv_struct.y = (void *) SRC_STR;

1:
2
3
4
5: } charvoid
6
7
8
9:  printLine((char *) cv_struct.y);

/* sizeof(cv_struct)2| AF22Z HQIE] y0i| HOjMT| dirl */
10:  memcpy(cv_struct.x, SRC_STR, sizeof(cv_struct));
11:  printLine((char *) cv_struct.x);

12: printLine((char *) cv_struct.y);

131}




2
B

6|_}‘ o A f
BRI H A sizeof(cv_struct.x)O2 IR E HQO| OIHATIS AIRSIEE 2X5H} SN, 2A
H ZXEE2 SHIE S(Null) ZEE 7tN0F ot22 AR S 712 cv_struct.x BiE2| 71 OtX|
Of QIEIAZ HA510] 'A(Null) X1 THZ5HOF BiCt.

1: typedef struct _charvoid {
2. char x[16];

3: wvoid *vy

4:  void * z

5: } charvoid

6: static void goodCode() {

7 charvoid cv_struct

8.  cv_struct.y = (void *) SRC_STR;
9:  printLine((char *) cv_struct.y);

/* sizeof(cv_struct.x)2 HZI0] LOIE| yo| HOMT|S HIX|E */
10: memcpy(cv_struct.x, SRC_STR, sizeof(cv_struct.x));

[* 2XE SRS 2ol ‘2 X8 HYE ¥/

11:  cv_struct.x[(sizeof(cv_struct.x)/sizeof(char))-1] = \0’;
12: printLine((char *) cv_struct.x);

13: printLine((char *) cv_struct.y);

14:}
ot TITYHE
HIHO 2= 7|=ots E2, 8 2717t Uit HHEO A2X] =QIetht. HIO| F7|Lt HI0|H <
3717} 9J /2t 2ol Olsh ZHEI= B Q2 A0l 3717} HA HIO|EIS SE6| Barst 4 LXK
sjolsiry

S0 7| flaiMs 2, 2AE SAE F2A O BE! x0| ergE= 0|22 Fetet
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| O|2OKOFBILY, S, YH=202 B0 T2 3 T VIEA| ZARLO TSt 2H010| TasICt,
@%xr S M2(o17| Ploh HIS AR ZS 2ARQ OXIS0| G(Nul) SX7} B3T=]

Crs Okl D2 YHE2 At W0 SARd= =00 MO 371= 16 byte2 eHgE0f
7| W20l o2 27171 0|20 2 39 WIS FHS SOfLt HOIEZH 7S X2, &
oo 2710 tHet OfiHet HAtE O|F0f XX 47| W20 Ofefet &2 ZE= 2tefH0| EXMot=
FC 2 RICkst & QICt

void foo(char* string){
char buf[16];
strepy(buf, string);

AN IR N

0|2 hostname?| #t2 64 byteZ 8 5104
QE QUBAZIS SAE 0|202 AFRSI U7| 20| 0|2210] & 64byte 2L}
E o|27t2 0
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void host_lookup(char *user_supplied_addr)
{

struct hostent *hp;

in_addr_t *addr;

char hostname[64];

in_addr_t inet_addr(const char *cp);

NN

validate_addr_form(user_supplied_addr);




8:
9:
10:
11}

addr = inet_addr(user_supplied_addr);
hp = gethostbyaddr( addr, sizeof(struct in_addr), AF_INET);
strcpy(hostname, hp->h_name);

LS OiKiE MO HAIXIE Mol HAXIS HEE SHE MASH= g=-0[Ct T 48 2t210)A]
HIHO Yd2 S(NulDZA MYES Plol the HIOJE 20t 2 St 2Eotl AT, 9~11 2ele
= QHEA S MO 0 IR0 HEHIIHM S SFotal UL 121 24219 2 2
(Null) 2X5 2Fot 282 Y4z FF0| 0|0 KT J12{Lt 16~19H 2010 SHEXIE K|
Hot7| et TE0IM I QIEA leno] 20| BISE Q0N AL UK 0L XOHE 42 2 4
Abotal UX| 2L}, M2t 29| R7AZH0] W} len 40| OECH 20HE 4= RO, 0212 OfiXl= H
IHO| YRS KO 4S YZoM HE2 EQtoFH0| EMots T== TS = UL,

char* trimTrailingWhitespace(char *strMessage, int length)
{

char *retMessage;

char *message = malloc(sizeof(char)*(length+1));

// copy input string to a temporary string
char messagel[length+1];

int index;

for (index = 0; index ¢ length; index++) {
messagelindex] = strMessage[index];

}

message[index] = \0’;

// trim trailing whitespace

int len = index-1;

while (isspace(messagel[len])) {
message[len] = \0’;

len—-;

}
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20:

21: // return string without trailing whitespace
22: retMessage = message;

23:  return retMessage;

24: '}

or. Xt

[1] CWE-119 Improper Restriction of Operations within the Bounds of a Memory
Buffer, MITRE,
http://cwe.mitre.org/data/definitions/119.html

[2] Buffer overflow attack, OWASP,
https://www.owasp.org/index.php/Buffer_overflow_attack
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// 215 U=igtoll o 2t T 0{2LE SOISHA| i1 ZoH EXfH 0| =R AR

// args[0]12] 222 “%1$tY-%1$tm-%1$te"S TEolH A|AHOA 7HX| 2 Q= EFH2014-10-14)
YRR

1. import java.util.Calendar

3: public static void main(String[] args) {
4:  Calendar validDate = Calendar.getinstance();
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5. validDate.set(2014, Calendar.OCTOBER, 14);

6: System.out.printf( args[0] + " did not matchl HINT: It was issued on %1$terd of
some month", validate);

MENZRE YHL2 ZHES Z0 SASN XY ZATIX] ¢, %s ZH ZXANES AHEE
=]

QX AE2| 0ff JAVA
[/ AT UHZ0| Zo FXIH S0 ALSEX| U= +H
. import java.util.Calendar

1
2: :

3: public static void main(String[] args) {

4:  Calendar validDate = Calendar.getinstance();
5. validDate.set(2014, Calendar.OCTOBER, 14);
6

System.out.printf("%s did not match! HINT: It was issued on %2$terd of some
month”, args[0], validate);

71
0] OIKIQ) msge AlElgt 4 Sl= ARBAL YHS Takst U1 fprintf() SSOA IO EXIE QIXt2
TEE7| M0 Lo AES HU0i FfotCt.

QHMGIX| 942 FEQ 0 C
1: void incorrect_password(const char *user) {
2:  static const char msg_format[] = "%s cannot be authenticated.\n";
3:  size_t len = strlen(user) + sizeof(msg_format);
4:  char *msg = (char *)malloc(len);
5. if (msg == NULL) {




/¥ F M| */

6. }

7: int ret = snprintf(msg, len, msg_format, user);

8: if (ret {0 || ret )= len) {
/* F M| */

9. }

//

10:  fprintf(stderr, msg);

11: free(msg);

120 msg = NULL,

131}

O] MMz fprintf() CHAIO fputs)E AtEot0, msgE E EXEME FZoHA| 0 2
stderr2 S5t}

OHMSH AEQ| 0 C
1: void incorrect_password(const char *user) {
2 static const char msg_format[] = "%s cannot be authenticated.\n";
3: size_t len = strlen(user) + sizeof(msg_format);
4 char *msg = (char *)malloc(len);
5 if (msg == NULL) {
[* 27 A2l */

6: }
7: int ret = snprintf(msg, len, msg_format, user);
8: if (ret ¢ 0 || ret )= len) {
[* 2F AM2| */
9}
/]

10: if (fputs(msg, stderr) == EOF) {
/* 7 A2 */
11:}

__>,|_
o
-
ret
ra
]
I
i
0z
r
ro

311



SIEQ0] ZR10f ZIETI0IE

12: free(msg);
13: msg = NULL;
14:}

E AEYS 0[80t= e+E MEdts

QIF = 20| Lo AEYOH Y0l AHSE=X] =ttt 2o AEH0| 49| AXNZ 2 |0
UL, Q5 U O] 2o AEY Y0 ASEX| Z2M, Ko AEZHUM AMEdt= AKXt TH4-2t
O7HE42 ZetE QIR W7t YX|ohs F QTSI TERSHTE ot o0 2% C0|H 9|
Z0[S UEA| Yol ottt 1 Q0= 25 Ffotttal Tt

LS CilMlE 258 AEZ0] QX EXMotR|T, ALSAL eElats 20 AET 4J0| MEadt| Tz
HOOFYO0| ZXiohs FE2 RIS 4 U BAXIL “%1$tm, %1$te, %1$tY" 9 2 S

class Format {
static Calendar ¢ = new GregorianCalendar(1995, GregorianCalendar.MAY, 23);
public static void main(String[] args) {

System.out.printf(args[0] + “ did not match! HINT: It was issued on %1S$terd of
some month”, c);

}

BN

B
6:}




o, EIXtE

[1] CWE-134 Uncontrolled Format String, MITRE,
http://cwe.mitre.org/data/definitions/134.html

[2] Exclude user input from format strings, CERT,
http://www.securecoding.cert.org/confluence/display/c/FIO30-C.+Exclude+use
r+inputtfrom+format+stringsb

[3] Use valid format strings, CERT,
http://www.securecoding.cert.org/confluence/display/c/FI047-C.+Use+valid+f
ormat+strings

[4] Format string attack, OWASP,
https://www.owasp.org/index.php/Format_string_attack
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BOUIS(Q15, HRMO, 7|24, Ysst, U )2 HHGP TEA LY 4 Y HOH
OFHOR XIS OIF Qs BR7I5 518, SAUE 07} S0| BatEC)

St0[HES ERIHAE 2[00 AH0| FZoHX| Zotes 2ol SR8 F27t = HOIXl=
MOIEE HE(2Y AZOIX S)etct. ESH HGI T HBE 2t0|=2f2|Lt T2 Y2 (OpenSSL
O|Lt ESAPIS| 20|15 S)& At8dts 20| S5

Ct. =0

SIEEE YA +EE QR AZAIRL 21018 ALZALS| EX| (RS 2fI5HK| 211 X2[otd QAT

1: @RequestMapping(value = "/modify.do", method = RequestMethod.POST)
2: public ModelAndView memberModifyProcess(@ModelAttribute("MemberModel")
MemberModel memberModel, BindingResult result, HttpServietRequest request,

HttpSession session) {
3:  ModelAndView mav = new ModelAndView();
/. 2015 AL8AE =2 2Lt.
4:  String userld = (String) session.getAttribute("userld");




5 String passwd = request.getParameter("oldUserPw");

/12, 84X 23tz AEXtet UX| O|RE 2QISHA| §11, SHYRE +H510] QFHSHK| piCt.

7: if (service.modifyMember(memberModel)) {

8: mav.setViewName("redirect:/board/list.do");

9: session.setAttribute("userName", memberModel.getUserName());
10: return mav;,

11 }else {

12: mav.addObject("errCode”, 2);

13: mav.setViewName('/board/member_modify");

14. return mav;

165: '}

16:}

2018t MEALR Qe AIEAS EX| HEE 2felet = | HYHE +Fot=5

ror
o

1. @RequestMapping(value = "/modify.do”, method = RequestMethod.POST)

2: public ModelAndView memberModifyProcess(@ModelAttribute("MemberModel")
MemberModel memberModel, BindingResult result, HttpServletRequest request,
HttpSession session) {

3. ModelAndView mav = new ModelAndView();

/1. BOQI5t ALEXIE E2{2Lt
4:  String userld = (String) session.getAttribute("userld”);
5. String passwd = request.getParameter("oldUserPw");

//2. S1H™HEE N £H5h= AR 291 ALEXIet SUSHX| EQISiTt,

6: String requestUser = memberModel.getUserld();

7. if (userld != null && requestUser != null && luserld.equals(requestUser)) {
8: mav.addObject("errCode”, 1);
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9: mav.addObject("member”, memberModel);
10: mav.setViewName("/board/member_modify");
11: return mav;

12: '}

13:

//3. SYUS 202 S|H™YEE +5H0F Q5.
14: if (service.modifyMember(memberModel)) {

AEXL AARIE Gl0| 27121 7|5S +lot= C# ZE9| G X|0ICH.

QTS| 42 T 9| 0f CH

1: protected void LoginButton_Click(object sender, EventArgs e) {
/1 Ar8Xte| X115 o] gio] 2791 7|58 SELICH

2. FormsAuthentication.RedirectFromLoginPage(UserName.Text,
RememberMe.Checked);

3}

ALBXIS) KEHQIZ & 27101 7|52 A3H0F St

—

oMt O 0f C#
1: protected void LoginButton_Click(object sender, EventArgs e) {
/] ArEXte XIS WHS +#BILICE
2:  if(Membership.ValidateUser(UserName.Text, Password.Text)) {

FormsAuthentication.RedirectFromLoginPage(UserName.Text, RememberMe.Checked);
3}
4}




gt ZICHHY
ofid FUHR2 EUEY S MAYEL} HHE FYPe= HMYTFE AZ0olH 0|F HHoh= A=
oA 22Tt Of0f w2t MO 21 TS B oid HE7t SQEEQIX| IfeHOFeCt. HIZHS,
NOHE(FUSEYS, EMHS, =0l AHHS 3), S BYLEIERS, AZEE 3) A=
7, MH S2 2ot E2 3 A0 Hlet=0{0f ok 527 ! 7Is= o=l 20l ot!
MNENWRE SHOISITHD). ZLHEE AEdte 42 B HE Al HHs! Q15 RS =I5t 518
S 7150] THEIRUA| EHI@)BICE BIo} A QSIS HIQIGHs FP OFF ST Bctotn
QIZ0IEE SIQISHA| O A FOIBICHD WETHSICY

1:

2: @Controller

3. @RequestMapping(“bbs”)

4: public class BbsController {

5. @Autowired

6. private BoardDao boardDao;

7:  @RequestMapping(“delete”)

8: public String delete(@Requestparam(“contentid”) int contentld, HttpServletRequest

reques, Map model) {

9:  if(request.getSession().getAttribute(“isLogin”) == “logined”) { e @
10: boal’dDaO.de|ete(00nten|d); ............................................................................................... @
1. }

12:

r

ol
0

=2l MMM = [RIEE ARIX| E AXOINIE ot ALE 2 Fofoittd Ty

: public void sendBankAccount(String accountNumber,double balance) {

BankAccount account = new BankAccount();
account.setAccountNumber(accountNumber);
account.setToPerson(toPerson);
account.setBalance(balance);
AccountManager.send(account);

© N wWN 2
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ror

tf.

HEZCO| of

1: {script type="text/javascript’)

2. if (${command.allowedlp} == false) {

3 document.write(*"Check Administrator IP ---"");
4: alert(” #SHO0| YFLICL™")

5 history.back(-1);

6 1

of. X2

[1] CWE-306 Missing Authentication for Critical Function, MITRE,
http://cwe.mitre.org/data/definitions/306.htm|

[2] Access Control, OWASP,
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet




7L 1L

T2T30| 2E 7tset LBZ0 ol MAHE BAFOIA| BEAL 2ot HAtols B

A 2
TR H2 Ko HBHR YEE RET 4 UL,

T

Lt EQICHZH

I-

SU2IU0| MBI MEO} 7152 A0 Mat RN THKH LS5 2L
EH15)(Attack Surface)= A4St AFALS] Ht M2 ACL(Access Control List)g e[St}
JAAS Authorization FrameworkLt OWASP ESAPI Access Control S2| ZH/UTE AlEaHA|
FUAHE MAY =& UCt

Ct. IE0fH|

Orefo == ASA Y0 Tet AMAYS sAotal A2H, ALEAS] HetePls ?(3t X2

SHI7t HEEIX| ¢4 A

1: private BoardDao boardDao;

2: String action = request.getParameter(*action");

3: String contentld = request.getParameter(‘contentld");

//9EE 8= ALBALY| delete ZH@ Mt &01 10| &5t U0 QHHGIX] QICt.
4: if (action != null && action.equals("delete”)) {

5: boardDao.delete(contentld);

6. 1

15) OSSTMM 3 Defines Attack Surface as “The lack of specific separations and functional controls that exist
for that vector”
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1: private BoardDao boardDao;
2: String action = request.getParameter("action”);
3: String contentld = request.getParameter('contentld");
// Mo MEE A2 HEE HO2Ct
4:  User user= (User)session.getAttribute("user”);
JIMERIEEIN sHY AL2XITL deleteXt 2| HEH0| U=X| SIS F AH| ZAS S-S
if (action != null && action.equals("delete”) && checkAccessControlList(user,action)) {
boardDao.delete(contenld);

—

2EAL Het ZAF 80| ZHEE 9 WRO| HEA[0| H20[ 7tset C# ZE=0(0

Hi —

[/ 2B AS HAL Q10| ZIEE2{2} LHFO| JHE AM0| F2 Iks
1: public class AdministrationController : Controller
2: {

[/ 2B} M5t HAL Z JHE M| H2
1: [Authorize(Roles = "Administrator”)]

2: public class AdministrationController : Controller
CHE




AA} KHZAQIZ 910 LDAP ZME A|=58H= CZEQ| O HO|Ct,

QIHSIX| 42 FE9| 0 C

#define FIND_DN "uid=han,ou=staff,dc=example,dc=com"
int searchData2LDAP(LDAP *Id, char *username) {

unsigned long rc;

char filter[20];

LDAPMessage *result;

snprintf(filter, sizeof(filter),"(name=%s)", username);
/] ArEXt2] 915 ¢10] LDAP ZME A|TCt.
7: rc = Ildap_search_ext_s(Id, FIND_DN, LDAP_SCOPE_BASE, filter, NULL, 0,

NULL,NULL, LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);

8. return rc;
9:}

12BN AN St

AEAS| AHARIS H 2101 YEo X[ot=X| HAl = LDAP #MS TIioHOF ottt

obEIst A=9] 0 C

#define FIND_DN "uid=han,ou=staff,dc=example,dc=com"
int searchData2LDAP(LDAP *Id, char *username, char *password) {
unsigned long rc;
char filter[20]
LDAPMessage *result
//username& Q1EEtLILCY,
6: if ( Idap_simple_bind_s(ld, username, password) |= LDAP_SUCCESS ) {
7:  printf("authorization error");
8. return(FAIL);
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9: }
[ username 0] 2191 HEQ} UX|SH=X| ZAFSLICE.

10: if ( stremp(username,getLoginName()) = 0 ) {

11 printf("Login error");

12: return(FAIL);

13:}

14: snprintf(filter, sizeof(filter), "(name=%s)", username);

15: rc = Idap_search_ext_s(ld, FIND_DN, LDAP_SCOPE_BASE, filter, NULL, 0, NULL,
NULL, LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);

16: return rc;

17: }
2. ZICH
oy Zlorge Botsy zlopgos

QU AIARI(HAH, DBAMH, LADP §)2f Hat 48t HHE
1o
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rir
pay}
rlo
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el
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SHEZ-HY)E 555t 40IM, A
j

—

/| 01| HISt Hot ARMEE HAIEA &RN(@)RlLt. Eot
HZHIE MHZ0] Ot JavaScript St 20| S2H0|HEZUM H|0{ 51K 2|7t 7is8HR| 2fRIRtT.

—_

public void f(String sSingleld, int iFlag, String sServiceProvider, String sUid, String
sPwd) {

env.put(Context.INITIAL_CONTEXT_FACTORY, CommonMySingleConst.INITCTX);
env.put(Context.PROVIDER_URL, sServiceProvider):

/] YEOZ | DAP Q152 AlR

env.put(Context. SECURITY_AUTHENTICATION, “nong”); e, ®
env.put(Context. SECURITY_PRINCIPAL, sUid):

Nk N




Quutxol FIcto] of

==

8. env.put(Context. SECURITY_CREDENTIALS, sPwd);

9| 22421 name %{0| TE7} Ofd SHQI LDAP 22 Ol AEXEOZ MBLRACH, ALZAL
Qo o] MK 0| AFRE|X| ¥ QICt 0]= anonymous bindingS 312 dt=

o
=
2 24 Uk DA YO XIS HES QIR0IN H2E 4 9 Bct,

HEI= o

—

: public void f(String sSingleld, int iFlag, String sServiceProvider, String sUid, String
sPwd) {

env.put(Context.INITIAL_CONTEXT_FACTORY, CommonMySingleConst.INITCTX);
env.put(Context.PROVIDER_URL, sServiceProvider);

/] UHOZ |DAP QEE A

env.put(Context. SECURITY_AUTHENTICATION, “none’);

env.put(Context. SECURITY_PRINCIPAL, sUid);

env.put(Context. SECURITY_CREDENTIALS, sPwd);

e T 2 A

_,_
4=

Ot o] ZEXME MU0 XMYE AEA S22 olid A/ MRS s Het0] A=Al 240
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1: public String doSometing(HttpServletRequest request, HttpServletResponse response,

HttpSession session) {
String action= request.getParameter(“action”);
[/ M0 MEE AER HEE 0=
User user= (User)session.getAttribute(“user”);

/] MEREEUM aliE AZAL7L deleteX{ Q] A0 US| 2fI5H 7 ALH| 2SS SABICY.

if (action = null && action.equals(“delete”) && checkAccessControlList(user,action))

N2k N
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[1] CWE-285 Improper Authorization, MITRE,
http://cwe.mitre.org/data/definitions/285.html

[2] Access Control, OWASP,
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet
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S0, HAOrY, 2f0|Ee2] S2 SW HEIX0 QAT 81 X717t 7hsSoteE 2ot 4
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Ct. IO
"/home/setup/system.ini" IO CHa ZE ALSAIZ} @11, M1 MSsE 4 Q=2 ASHS 20
ot QUCt.
- setExecutable(p1, p2) : & #M I2t0|E 2 true/false 240l M2t H37ts GRS ZHSICE
0| 4o AO 2ts 7HAH, falsed R 2E AIEAIZL

S B DRIOIE} true 2P ARKIDH A
A

a3l Aets JHL.

- setReadable(p1, p2) : & HW LI2}0|EQ| true/false 4| 2t A7 7Hs HEE
S B O2t0|E 7} true Y B9 ARAEE 7| HSHE 7HXIH, false 2 ZE AFZXA7L
87| Hsts 7l

=

- setWritable(p1, p2) : & HM Df2t0|E{2] true/false 20l M2t M7|7ts 05
S W D207t trued B2 ARXAIRE MI|HEE THX|D, false 82 &2
M7| Hetg JHEIC

=

1: File file = new File("/home/setup/system.ini");
//2E A2Xto|A| Mal HEtS 512o10] QHHSHX| eiC.
2: file.setExecutable(true, false);
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//2E ALZXto|A| 817| HEtS 518010 QHHSHX| QL.
3: file.setReadable(true, false);

[/R2E AMEXI0AH M7] st 518610] QFHMGIX| ALt
4: file.setWritable(true, false);

0| CHolM= Z|Adets Hol0F ot = oig MAQ| ARKAIUA D 87| Hets F0{eftt.
- setExecutable(p1) : I2t0|EQ| true/false Zf0 2 AQKALQ| MG HEE ZAHEITL.
- setReadable(p1) : T2H0|E Q| true/false 240 W2t ARQXEQ| Q7| HEH HEE AMSITY.

- setWritable(p1) : T2t0|E{Q| true/false ZH0Il W2t AQXLQ| M7|HSH H{EE AXSITL

1: File file = new File("/home/setup/system.ini");
[/ASAO|A 3 M2 SXIstC.
2: file.setExecutabIe(faIse),

[AX0A 47| Hsts SEsIAL.
3: file.setReadable(true);

[AQRI0H X7| Hsts SXISHALE.
4: file.setWritable(false);

Ot2o| C# TE= BE MEXA IHUS| Hers F0{otal L.

1: public static void AddDirectorySecurity(string FileName)
2:{

// TEEL| HE 23 4y
3:  Directoryinfo dinfo = new Directorylnfo(FileName);

4:  DirectorySecurity dSecurity = dInfo.GetAccessControl();




QTS| 242 TE9| Of C#

/] BE MEXH0fAH AEH 2o,

5. dSecurity.AddAccessRule(new FileSystemAccessRule("everyone”,
FileSystemRights.FullControl,

InheritanceFlags.Objectlnherit | InheritanceFlags.Containerinherit,
PropagationFlags.NoPropagatelnherit, AccessControlType.Allow));

6: dInfo.SetAccessControl(dSecurity);

ottt AE2| o C#

1: public static void AddDirectorySecurity(string FileName, string Account,
FileSystemRights Rights, AccessControlType ControlType)
2: 4
// UEER] HH 3 MY
3: Directorylnfo dinfo = new DirectoryInfo(FileName);
4. DirectorySecurity dSecurity = dInfo.GetAccessControl();

// FileSystemAccessRule 0] 25 A%
5: dSecurity.AddAccessRule(new FileSystemAccessRule(Account,
Rights,
ControlType));
6: dinfo.SetAccessControl(dSecurity);
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ZE MEAA Bets F0fot= CZE9| GiF0[T.
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[/2E AL 971/M7| HEtg Z¢A FLCt.
1: umask(0);

2: FILE *out = fopen(‘file_name", "w");
3: if(out)

4: fprintf(out, "secure code\n");

5: fclose(out);

umask(E AFZol0 Tt 2¥S & [, SHIE ATHS BFaH0F gLt

/19X o= otFH AHets FX| SELICEL
1: umask(077);

2: FILE *out = fopen(‘file_name", "w");
3: if(out)f

4: fprintf(out, "secure code\n");

5: fclose(out);

EMot=Al Mottt AZA Y= T, T2 0| AFZ
M7|, Al SO| Hots AR FOlotA=Al =l

S 5
Yoot M= SQAHH0 Y2 HetS oI3ok=A] St SEnY, 2ALU| 2 dd 0|

SW7t SQet 2o A0 tolt] 87| L= Fol| Hets ATotA| B o/t 8%, Hets
(o]




Quutxol FIcto] of

==

10/ ThY Bt rw-rw-rw—, CIEEZ] Et & rwxrwxrwx
2:String cmd = “‘umask 07;

3:File file = new File(“/home/report/report.txt”);

4o

5:Runtime.getRuntime().exec(cmd);

Ot F== 4 ~ 6 2HRI0|A ARiphl MI[ARR2 M5 &17] A2 R0i5tl 0| F2fs

10 try {

20

3:  File file = new File(*/home/setup/system.ini’);
4:  file.setExecutable(false);

5. file.setReadable(true);

6: file.setWritable(false);

7

8

if (file.createNewFile()) {

9: System.out.printin(“File is created!”);
10: } else {

11: System.out.printin(“File already exists.”);
12: '}

13:} catch (IOException e) {

4. .

15}

>
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[1] CWE-732 Incorrect Permission Assignment for Critical Resource, MITRE,
http://cwe.mitre.org/data/definitions/732.html

[2] Create files with appropriate access permissions, CERT,
http://www.securecoding.cert.org/confluence/display/c/FIO06-C.+Create+files
+with+appropriate+access+permissions
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4, F[fot Aot HNE|F AL
7l. ML
SW 7HEXE2 24X MY XM= HUHSE BS5H7| 5t 7St QIFY st+8 0|8
Sl HIYHS E 3= WHE AZot/ | sttt IZX|BH base642t 22 X|LIX|A| ZHHeE Q15
=2 HIYHSE MUz 252 4 Qirt
FHES ZHOIN FUSHALE feist YSst Y2ES AFEdiME OF ECh BESEX| 2 Ysst
LIE|ES MEote A2 34XV Y12EE 2ot RHsNE = e 7Isd8 =4 =k
UL FE QE Aost YU1E|E9 2= ARES 450 S0 Mt FshX| 7= oA,
0| M0l = ofisot=0 @l AZH0] ZE AO0[2t1 O ML L 12|F0] HEOILE Z AlZH LHO| =
&7|% SiCh RC2, RC4, RC5, RC6, MD4, MD5, SHA1, DES ¥112|Z0| 047(0f siEICt.
Lt. HQHTH
AreIEel As st A112|ES JiYots A2 o, &A 2 AAMAM 00| A5E BEEstE L1
2|52 ARSI 7120 FUsiCtl LT DES, RCh 89 A&YI2|ES f4ISt0, 3DES,
AES, SEED 59 st A5 U112|Z 02 XS0 ARZ ST Eot, PR HH LHE, HRIFE SO
Chet s LA12|E MEA|, ITEORIS AFR=0| AXHS &0let AESE US2=S ARZl0FatCt
[ &3 : orMst s Ua|E U 7| Zo[ ]
sz Ha%e 28
|4 MM 25 112HE
=5%s ARIA(Z| Z0] : 128/192/256), SEED(7| 20| : 128)
2205 7|24y ECD, CBC, CFB, OFB, CTR
232 7|2M/01=Z | CCM, GCM
AR SHA-224/256/384/512
HIAIX| SARRI(HE | HMAC
ABIE =E7|4H CMAC, GMAC
SHAIE
Lt JHMAC 7|8t HASH_DRBG, HMAC_DRBG
M7

S27|gt

CTR_DRBG




sz QA 22
RSAES
SM7| s - (Z717| Z0]) 2048, 3072
- RSA-OAEPOIM AtZEl= SiAIE - SHA-224/256
MR RSA-PSS, KCDSA, ECDSA, EC-KCDSA
7| A Al DH, ECDH
HEsA H5sA 22
RSA-PSS | (@7#7] Z0]) 2048, 3072
AMAE | KCDSA.DH | (ZH7] 20|, 74017| Z40]) (2048, 224), (2048, 256)
OO eepsa, Ec-

KCDSA. ECDH (FIPS) B-233, B-283 (FIPS) K-233, K-283 (FIPS) P-224, P-256

[EX : YSYT2|IE HSEJ|E Ver 2.0(2012.3), YSTEA|HT| ]

Ct. 20|

CH2 Ol K= # <5t DES Y1I2|EL R YT st6tal QUL

1. import java.security.*;
2. import javax.crypto.Cipher;

3: import javax.crypto.NoSuchPaddingException;

4: public class CryptoUtils {

5. public byte[] encrypt(bytel] msg, Key k) {

6: byte[] rslt = null;

7 try {

//71 0|7} Eot Foket Aot Y2|EQI DESE ArEst0] QG| QL.
8: Cipher ¢ = Cipher.getinstance("DES");

9: c.init(Cipher.ENCRYPT_MODE, k);

10: rslt = c.update(msg);

11: }
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1: import java.security.*;
2. import javax.crypto.Cipher;
import javax.crypto.NoSuchPaddingException;

w

4: public class CryptoUtils {
5. public byte[] encrypt(bytel] msg, Key k) {
6: byte[] rslt = null;
7: try {
/171 Z0[7} Zof Z= st U2|FEQI AESE ALE510] QtXisiCt.
8: Cipher ¢ = Cipher.getinstance("AES/CBC/PKCS5Padding");
9: c.init(Cipher.ENCRYPT_MODE, k);
10: rslt = c.update(msg);

CH2 OlFl= F<Fet DES Y2152 ARt ULt

QHMSIX| 42 IEC| o C#
1: static string Enc(string input) {
//7] Zo|7} ot kst etS ot U2|EQI DESE A20t0] QHHsHA| QICt,
2:  var des = new DESCryptoServiceProvider();

1: static string Enc(string input) {
//7] 207t 20 Z&Est Ld2|EQI AESE AtEoSI0] QHHGICY.




QHMSH AEQ| 0f C#
2:  var des = new AesCryptoServiceProvider();
3L
4: 1}

ChE OilMI= Flefet DES Y112|ES Aot Ae C 20|

1: EVP_CIPHER_CTX ctx;
2: EVP_CIPHER_CTX_init(&ctx);
// st DES ¥112|ES AHESICE
3: EVP_Encryptinit(&ctx, EVP_des_ecb(), NULL, NULL);

QITGILI L YT AES €112|1ES AEoteE Bitt

—_

1: EVP_CIPHER_CTX ctx;
2: EVP_CIPHER_CTX_init(&ctx);
// CtHSt AES 2 N2|E S AMESICE
3. EVP_Encryptinit(&ctx, EVP_aes_128_cbc(), key, iv);

M2 ST U TITHI0| 2 A0I0A HIBSHs 25st 847} Fost 05 at UT2IE AR OiR
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1R7FSot, AbH| feet LIRSS AMEote 2% Y1252 HEY 0fS TEohs A2 0=,
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SIEQ0] ZR10f ZIETI0IE

EZANUM MSote Y2t -8 SEot=A| AlEeiTt.
- Fofst &12|EF : RC2, RC4, RCh, RC6, MD4, MD5, SHA1, DES &
- OFMet & 12|E  SHA-256, AES, SEED, ARIA &
1 try {
2: MessageDigest md = MessageDigest.getlnstance(“SHA1”);
3: md.update(msg.getBytes();
4: return md.digest();
5: } catch (NoSuchAlgorithmException e) {
HYHSE Baseb4= QATHGHH configuration THAU0| X|&ot HR0|Ct Base64 Q11H 7|H
RAMI7E 7HK = FU4H 20l 0] 39 HIYHSE oot Hag -~ giCt.

Base64 encoding?| A= Y& s/t Ot QIR HO|Ct T Al Base64 encodings At2ote
A= U535 2H0| OfH JHAIM T B2AS QI5HMO|CH 12{E 2 Base64 encodingS AR
OfUS [ Ffet Aot U2|F0|2t 5F7| FLE. ofXI2E WXL ASSHE @lo Base64 encodingS

N wWN 2

11:
12:

public boolean DBConnect() {
“DBServer’;
“Scott”;

null;

String url =
String usr =

Connection con

FilelnputStream fis = null;

try {
Properties prop =
fis

new Properties();

new FilelnputStream(“config.properties”);

/] BIZEE
byte password[] =

£ 64bit2 decodingStCt.
Base64.decode(prop.getProperty(“password”));




HEIA= o

14: /] R84 HAG0| WAJEE BEXNEE =Ll

15: con = DriverManager.getConnection(url, usr, password.toString());
16: } catch (FileNotFoundException e) {

18: } catch (SQLException e) {

20: }

MD5 59| L2 Hot £70| UNAZS A= PP OFHGH L,

1. public static EgovFormBasedUUID nameUUIDFromBytes(byte[] name) {
2 MessageDigest md = null;

3 try {

4 md = MessageDigest.getInstance(“MD5”);
5.} catch (NoSuchAlgorithmException e) {

6: throw new InternalError(*“MD5 not supported”);
7 }

8: byte[] md5Bytes = md.digest(name);

9: md5Bytes[6] &= OxOf; /* clear version */

10:  mdb5Bytes[6] |= 0x30; /* set to version 3 */
11: mdbBytes[8] &= 0x3f; /* clear variant */

12: md5Bytes[8] |= 0x80; /* set to IETF variant */
13:return new EgovFormBasedUUID(md5Bytes);

14}
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[1] CWE-327 Use of a Broken or Riscky Cryptographic Algorithm, MITRE,
http://cwe.mitre.org/data/definitions/327.htm|

[2] Do not use insecure or weak cryptographic algorithms, CERT,
http://www.securecoding.cert.org/confluence/display/java/MSC61-J.+Do+not+

usetinsecuretor+weak+cryptographictalgorithms?focusedCommentld=1
8684324 1#comment-186843241

[3] Cryptanalysis, OWASP,
https://www.owasp.org/index.php/Cryptanalysis




HOYE(FUSEHS, HEHS 5), SFLFIEHE, AXHS §), HILHS 5 ZQFEE
NEoAL SHAME2 H&e M= BEA| ¥Est FYS HM0f ot SQYEE &AL = 320
TS S2= MEet AEAVT QYL ol oliof SfTt

Q5 A SSL EE= HTTPS St 22 HOt X3S AFR3HOF 5101, HTTPSQt 262 Hot jEe
AEsHAL B 3R, F7|14H0l 2otLds 2SI (Ex

2tRX 700 5L Hl0|HE XEHot=
setSecure(true)HAE A2 5) ZQMHO| &8 HIX

Ct. 20|

oYL W2A

Off KM= QIES Sfet ALEAtS HI2HS FEIH 222 DBO| M=

1: String id = request.getParameter("id");
// 2AF30l 2ol H|UHS HEE A1 QUCL.
2: String pwd = request.getParameter("pwd");
4: String sqgl = " insert into customer(id, pwd, name, ssn, zipcode, addr)*
+ "values (2,7, 7,72, 72,04
5: PreparedStatement stmt = con.prepareStatement(sqgl);
6: stmt.setString(1, id);
7: stmt.setString(2, pwd);
[/ L2 HIUHS T WEOZ DB HEI|0f OHHGEX] ALt
8: stmt.executeUpdate();

337



Qﬂ' il

ATEYR) 2OIFE FETIOIE &

L MMz HI2HS S 2 HI0IEE aiAlge = Heatot Mastil U

1: String id = request.getParameter("id");
[/ 20 ol HIYHS FEE A0 QCt
2: String pwd = request.getParameter("pwd");
[/ HZRHSE £EZS HH510] SHA-256 SHA|Z B1Z510] QHM5HA| XESICY,
. MessageDigest md = MessageDigest.getInstance("'SHA-256");
: md.reset();

. byte[] hashinBytes = md.digest(pwd.getBytes());
. StringBuilder sb = new StringBuilder();

3
4
5: md.update(salt);
6
7
8 for (byte b : hashInBytes) {

9: sb.append(String.format("%02x", b));

10: '}

11:pwd = sb.toString();

120 ...

13:String sgl = " insert into customer(id, pwd, name, ssn, zipcode, addr)*

+ "values (7, 2,2, 72,2, 9%
14:PreparedStatement stmt = con.prepareStatement(sql);
15:stmt.setString(1, id);
16:stmt.setString(2, pwd);

22 ASAY HUHS S BRO= NHo 210 £Hok= C# T2 O|H|0[Ct

1: namespace Security

2:{

3:  public class FindPassword : System.Web.Ul.Page

4: |

5 protected void Page_Load(object sender, EventArgs e)




QHMGIX| 42 FEQ| 0f C#
6 {
7: var userld = "tmp";
8 MembershipUser user = Membership.GetUser(userld);
9: if (user = null)
10: {
11: var password = user.GetPassword();
12: Response.Write(password);
13: 1
14: else
15: {
16: Response.Write("the given userld is not valid");
17: 1
18}
19: '}
20}

HIZHS = Y52} ot MEoHOF ofH, E2I6HA] =% Sttt

QLM AEQ| Of C#
1: namespace Security
2:{ =
3. public class FindPassword : System.Web.Ul.Page @
4 1
5: protected void Page_Load(object sender, EventArgs e) rﬁ
6 | 5
7 var userld = "tmp"; ég
8 MembershipUser user = Membership.GetUser(userld); %
9: if (user = null)
10: {
11: var encrypetedPassword = user.GetPassword();
12: SecureFindPasswordFunction();
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otxst AEO| o C#
13 1
14: else
15: {
16: Response.Write("the given userld is not valid");
17. 1
18}
19: }
20}

Of2f GilXHl= HIYHSE ASslotX| L1 HEYIZ T&6tT UCE 0] AL T ALTHOZ )
YHSIt 2 2 UL
QHMSIX| 2 FE9| o] JAVA
T try {

2:  Socket s = new Socket(taranis", 4444);

3. PrintWriter o = new PrintWriter(s.getOutputStream(), true);
[/HUHSE HREOZ TEI0 QtTSHA| ficth

4:  String password = getPassword();

5. o.write(password);

6: } catch (FileNotFoundException e) {

7 ......




Of2H iRl HIZHSE YEYIAZ MHZ H57| Tl AES SO QM3 25U Ta|z0= of
813t QFEIBH I 40|},

otMst AT 9| o JAVA
// HIZHSE 4S5} 50 T
1 try {
2. Socket s = new Socket("taranis", 4444);
3:  PrintStream o = new PrintStream(s.getOutputStream(), true);
[/HILHSE Z2st AESUSSL YN2|FOE HE5I0] ALSSHCY.
4. Cipher ¢ = Cipher.getinstance("AES/CBC/PKCS5Padding");

oF

String password = getPassword();

byte[l encPassword = c.update(password.getBytes();
o.write(encPassword, 0, encPassword.length);

. } catch (FileNotFoundException e) {

© XN 2d

C# Ofl M| 3t

f of
2SI EE 4 AL

HIZ2HSE JSelolA| (1 HEASR HE6HI QT 0] 39 I ALE2R H
o

QIXGHX| 42 ZE2| 0ff C#
1: public void EmailPassword_OnClick(object sender, EventArgs args)
2: 4
3: MembershipUser u = Membership.GetUser(UsernameTextBox.Text, false);
4: String password,

5: if (u != null)

6: {

70 try

8 |

9:  password = u.GetPassword(); // sensitive data created
100}

11: catch (Exception e)
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SIEQ0] ERtHE TETIOE &

QTS| 42 T 9| Off C#

12: {

13: Msg.Text = "An exception occurred retrieving your password: " +
Server.HtmlEncode(e.Message);

14:  return;

15. '}

16: MailMessage Message = new MailMessage();

17: Message.Body = "Your password is: " + Server.HtmlEncode(password);
[/HIEHS Tt ZEHE HAXIE WIEYIE &St UL

18: SmtpMail.Send(Message);

19: Msg.Text = "Password sent via e-mail.";

20: }

21: else

22: 4

23: Msg.Text = "User name is not valid. Please check the value and try again.";

24: }

25}

HEHSE HEHIZ MEY Mol= ¥=3} oks 0| BREA{oHH.

OHMSH A Q| 0o C#
1: public void EmailPassword_OnClick(object sender, EventArgs args)
2: 4
3: MembershipUser u = Membership.GetUser(UsernameTextBox.Text, false);
4: String password;
5: if (u != null)
6: {
70 try
8
9 password = u.GetPassword();
10:  byte[]l data = System.Text.Encoding.ASCII.GetBytes(password);
11. data = new




A I

\

A

System.Security.Cryptography.SHA256Managed().ComputeHash(data); String
hashedPassword = System.Text.Encoding.ASCII.GetString(data);

120}

13: catch (Exception e)

14: {

15: Msg.Text = "An exception occurred retrieving your password: " +
Server.HtmlEncode(e.Message);

16:  return;

17: '}

18: MailMessage Message = new MailMessage();

19: Message.Body ="Your password is: "+Server.HtmlEncode(hasedPassword);
20:  SmtpMail.Send(Message);

21: Msg.Text = "Password sent via e-mail.";

22: }

23 else

24: {

25: Msg.Text = "User name is not valid. Please check the value and try again.";
26: }

27}

QtMSt AEQ| Off C#

IHAOA 02 HIZHSE HiZ Ak&dt= COlM| 2=0]C

int dbaccess({

FILE *fp; char *server = "DBserver";
char passwd[20];

char user[20];

SQLHENV henv;

SQLHDBC hdbc:

fp = fopen(config", "r");

© N akwNn

fgets(user, sizeof(user), fp);
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ATIEQ|0} 01O ZETIOI &

// HIZYHSE moM ¢jof SLICH
9: fgets(passwd, sizeof(passwd), fp);
10: fclose(fp);
11: SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);
12: SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);
13: SQLConnect(hdbc,

14: (SOLCHAR?*) server,

15: (SOLSMALLINT) strlen(server),

16: (SQLCHAR*) user,

17: (SOLSMALLINT) strlen(user),

18: [/HIEHS | st glo] ZIH HAFILICE
19: (SOLCHAR*) passwd,

20: (SQLSMALLINT) strlen(passwd) );
21 return 0;

QIR0|A UHE HEH S = S IS HMA ALSaHOF Sttt

1: int dbaccess({
2. FILE *fp; char *server = "DBserver”;
3: char passwd[20];
4: char user[20];
5. char *encPasswd;
6. char *key;
7. SQLHENV henv;
8: SQLHDBC hdbc;:

// AES-CBCZ ¥&3} IEE MAHCY.
9: HCkCrypt2 crypt = CkCrypt2_putCryptAlgorithm(crypt,”aes”);
10:  CkCrypt2_putCipherMode(crypt,”’cbc”);

/] AR0M LS5} 7| S22 HFEILICE
11: key = getenv(“encrypt_key”);
12: CkCrypt2_SetEncodedKey(crypt,key,”hex”);




13: fp = fopen(‘config”, "r");
14: fgets(user, sizeof(user), fp);
// HIYHSE THAA AHO{SLICH
15: fgets(passwd, sizeof(passwd), fp);
16: fclose(fp);
// HIZHs AS3tE TIsstL|Ct
17: ncPasswd = CkCrypt2_encryptStringENC(crypt, passwd);
18: SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);
19: SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);
20: SQLConnect(hdbc,

21: (SOLCHAR*) server,

22: (SOLSMALLINT) strlen(server),

23: (SOLCHAR*) user,

24: (SOLSMALLINT) strlen(user),

25: // YS5HE HIYHSE ARSI

26: (SOLCHAR*) encPasswd,

27: (SOLSMALLINT) strlen(verifiedPwd) );
28: return 0;

29}
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L+ Gilkl= %i' EOI I H 2, MY U2 YS US password_buffert| MEstl 015

M, HEU2 a= Yootk Hi XEol/| M=o
=
—/

:if (connect(sock, (struct sockaddr *)&server, sizeof server) { 0)
- error(“Connecting”);
while ((n=read(sock,buffer,BUFSIZE-1))I=-1) {
- // buffergf& password_bufferdi| &7t
write(passFileD,password_buffer,n);
SQHEE A5 s 2 0] password_buffer®l 12 QX|5H AUOH, siE LS DU
XM&ot7| WZ0| ¢ M ZE= HOrHE0l BT RHe 4~ QOH, A HQI bufferE
ME&Zotl H & 4o =7|8F O{F L5t 2QIsH0f oLt
CHE OiAl= CIOIEH|O|AO 2ot | ¢lot YEE A8IAU= A4t ZRO0|C} OE AA IjY
AN oY I Eeh(Include)stod MROf |2f, I HO|E{H|0|AE o= ID2F
A 5
ES

HIZHS7 G222 N U7| W20 Ol=fet =7t B2 b5




W N

~

1
2
3
4
5:
6
7
8
9

{connectionStrings)

. {add name="ud_DEV" connectionString="connectDB=uDB; uid=db2admin; pwd=-

password; dbalias=uDB;” providerName="System.Data.Odbc” /)

- {/connectionStrings)

i wolpe HOISY F WRNAT BT LIZOR NETE AR 5R%E0| 7ES

-1 a
LEole A2 o

HUYE(FUSEYS, HEHS ), S8ZECIE-AXHS), H|PHs 5 LULS FEE
CHREX| &Qlstd, diY HEIt HERI SO2 MEE I USst EE &0lst, HOot xid
£ 0|85t=5 SiCt DIZst HEIt U= URLE & 420 DIRVIXZ U535t 2els &
A St== ottt Eot ZQTYEE F7|0 Mot V&Y B Y= =tot0f MEH0F oftH, §
5l setSecure(true)2t 22 2==5 0|50 YS2S oH0F BiCt. O|2eh HAH M0 U= F
@ Fofotrtar TSI,

CH2 OlXl= 2IR0iM 2101 SO HUHS S AS3IoH| Y1l HEHTZ MH0I| H&E5HD AUC
0] 22 W7l ALTO=Z HIZHS I =EF 4 7| =20l E0refH0| o= ZE0(0

CESH QA| s passworde 29 AR & HIEA| 7|3} 53 0{0F SHCY.

> void foo()
A

try {

Socket socket = new Socket(“taranis”, 4444);

PrintWriter out = new PrintWriter(socket.getOutputStream(), true);
String password = getPassword();

out.write(password);

} catch (FileNotFoundException e) {
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02 M= 32820 82 7tse URLE Y8t AiEE 0[&ot0 HAZot= OIX[0|C}. M2kA SiY
oA F10E= HO[H= R0A A &10| 7tsoldl 340 €83 & ULt =t xE=
0|83t UX| £7| M0l HRtrEE 7HX|1 Q= Tty RITet 4~ QI

10 try {

2: URL u = new URL(*http://www.secret.example.org/”);

3 HttpURLConnection hu = (HttpURLConnection) u.openConnection();

4: hu.setRequestMethod(*PUT");

b: hu.connect();

6: OutputStream os = hu.getOutputStream();

7: hu.disconnect();

8: } catch (IOException e) {

9 /-

10:}
of. EIX=

[1] CWE-312, Cleartext Storage of Sensitive Information, MITRE,
http://cwe.mitre.org/data/definitions/312.html

[2] Clear sensitive information stored in reusable resources, CERT,
http://www.securecoding.cert.org/confluence/display/c/MEM03-
C.+Cleartsensitivetinformation+stored+in+reusable+resources

[3] Be careful while handling sensitive data, such as passwords, in program code, CERT,
http://www.securecoding.cert.org/confluence/display/c/MSC18-C.+Be+careful+
while+handling+sensitive+data%2C+such+as+passwords%2C+in+program+code

[4] Never hard code sensitive information, CERT,
http://www.securecoding.cert.org/confluence/display/java/MSC03-J.+Never+h
ard+code+sensitivetinformation

[6] Do not store unencrypted sensitive information on the client side, CERT,
http://www.securecoding.cert.org/confluence/display/java/FI052-J.+Do+not+s
tore+unencrypted+sensitivetinformationton+the+client+side




[6] Password Plaintext Storage, OWASP
https://www.owasp.org/index.php/Password_Plaintext_Storage

[7]1 CWE-319, Cleartext Transmission of Sensitive Information, MITRE,
http://cwe.mitre.org/data/definitions/319.html

[8] nsecure Transport, OWASP,
https://www.owasp.org/index.php/Insecure_Transport
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6. SIEIEEI ZQYE

v A ied

D208 TE Lo SIETEE HIYNS = Y5shi2 Ba6H0] LR QIS0 AL ssls

251 SRYL(PRAR HE, YBSE HE 57t RS 4 s HOIFHOICY,

H2H o= Yoot ot ol A XNFoto] AEeltt. Lot SRLFYEE YSatotH, &=/t Ofd
228t 7|E ALZolS ot AATE LHR0| Y29 |38t 712 MM ALEoHA| R=% Sttt

1: public class MemberDAO {
2. private static final String DRIVER = "oracle.jdbc.driver.OracleDriver";
3. private static final String URL = "jdbc:oracle:thin:@192.168.0.3:1521:0RCL";
4:  private static final String USER = "SCOTT"; // DB ID;
//DB HYHS I} AATEN YEO2 KHAE|0 QUL
5: private static final String PASS = "SCOTT"; // DB PW;

7: public Connection getConn() {

8: Connection con = null;

9: try {

10: Class.forName(DRIVER);

11: con = DriverManager.getConnection(URL, USER, PASS);




HIZHS = OFHG A% et WACZ AS3io10] Bol 22lE SZHIY)0 MEHOF 5tH, et
HIZHSE ALEol/| ?loiM= =23t IFgS /X0 Sttt

1: public class MemberDAO {
2: private static final String DRIVER = "oracle.jdbc.driver.OracleDriver";
3:  private static final String URL = "jdbc:oracle:thin:@192.168.0.3:1521:0RCL";
4. private static final String USER = "SCOTT"; // DB ID
B e
6:  public Connection getConn() {
7 Connection con = null;
8: try {
9: Class.forName(DRIVER);
[/¥SEHE HYHSE T2HE|0M 2{0{S0| SS3taiA AL2sHOFstt.
10: String PASS = props.getProperty("EncryptedPswd");
11: byte[l decryptedPswd = cipher.doFinal(PASS.getBytes());
12: PASS = new String(decryptedPswd);
13: con = DriverManager.getConnection(URL, USER, PASS);
4 e

Credential 24IE 44517| SIet HILHISE AATE 20| 44 SEIR SIS ot 32, BA

27t =52 & U0 ot

1: string UserName = "username”;
2: string Password = "password";
// BRO2 XHE HUHSE 0|8510] NetworkCredential 44
3: NetworkCredential myCred = new NetworkCredential(UserName, Password);
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ATEYR) 2OIFE FETIOIE &

USEHE H|UHS 2 Credential ZiX|IS AT,

—_

. string UserName = "username”;

™

. string Password = "password";

w

SecureString SecurelyStoredPassword = new SecureString();

4: foreach (char ¢ in Password)

5 {

6:  SecurelyStoredPassword.AppendChar(c);
7.1}

[/ LS HUHS E AL2510] NetworkCredential 444
NetworkCredential secure_myCred = new NetworkCredential(UserName,

0

SecurelyStoredPassword);

SIETFCE HIYHSE HIZ AEdt= COIM| Z=0]C

1: int dbaccess(char *server, char *user){
2. SQLHENV henv;
3: SQLHDBC hdbc;
4: char *password = “password’;
5. SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);
6: SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);
// SIEZEE HYHSE Al
7. SOLConnect(hdbc,(SQLCHAR*)server,strlen(server),user,strlen(user),
password, strlen(password));

8: return 0;




1: int dbaccess(char *server, char *user, char *passwd){

2. SQLHENV henv;

3: SQLHDBC hdbc;

4: [/ HUHSE QR0M SHAM AE

5: char *password = getenv(“password”);

6: SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);

7: SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);

8: SOLConnect(hdbc, (SOLCHAR*) server, strlen(server), user, strlen(user),
password, strlen(password));

9: SQLFreeHandle(SQL_HANDLE_DBC, hdbc);

10: SQLFreeHandle(SOL_HANDLE_ENV, henv);

11: return 0;

12:}

AA TE R0 255 7|2 A4 HEHZ SISTTEI0] ALSHE tolxol ZHXI0H| 255!

717t =52 AE0l AU

1: import javax.crypto.KeyGenerator;
2: import javax.crypto.spec.SecretKeySpec:
: import javax.crypto.Cipher;

5: public String encriptString(String usr) {
//¥535t 71§ AATE LYR0)| A5tz A QHXGHX| YLt
6: String key = "22df3023sf~2;asn!@#/)as";
7. if (key 1= null) {
8: byte[] bToEncrypt = usr.getBytes("UTF-8");
9 SecretKeySpec sKeySpec = new SecretKeySpec(key.getBytes(), "AES");
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1: import javax.crypto.KeyGenerator;
2. import javax.crypto.spec.SecretKeySpec;
3: import javax.crypto.Cipher;

5: public String encriptString(String usr) {
//2¢sst 71 8 MUMM ASst B HEZE HEoty, AL2A| 253} St
6: String key = getPassword("./password.ini");
7:  key = decrypt(key);
8. if (key 1= null) {
9 bytel] bToEncrypt = usr.getBytes("UTF-8");
10: SecretKeySpec sKeySpec = new SecretKeySpec(key.getBytes(), "AES");

AATE HEO Y38t 7|1E &+ SEZ SIEZT0I0 ALEotH K2l SAXA &=et 717t
=]
=

//¥S8t 7|8 AATE LI A3k R QHHSHX] QiCt.

1: bytel(] key = new byte[] { 0x43, 0x87, 0x23, 0x72 }

2: byte[] iv = new byte[] { 0x43, 0x87, 0x23, 0x72 }

3: FileStream fStream = File.Open(fileName, FileMode.OpenOrCreate);

4: CryptoStream cStream = new CryptoStream(fStream,
new TripleDESCryptoServiceProvider().CreateEncryptor(key, iv),
CryptoStreamMode.Write);
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/1423 71= 25 UM 53t B HElZ M, AL8A| 558} Bict.

1: byte[] key = GetKey(./password.ini);
2. bytel]l iv = GetlV(./password.ini);
. FileStream fStream = File.Open(fileName, FileMode.OpenOrCreate);

4: CryptoStream cStream = new CryptoStream(fStream, new
TripleDESCryptoServiceProvider().CreateEncryptor(Decrypt(key),
Decrypt(iv)),

CryptoStreamMode.Write);
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1: typedef int SQLSMALLINT;

2: int dbaccess(char *user, char *passwd){

3: char *server = "DBserver”;

4: char *cpasswd;

5. SQLHENV henv;

6: SQLHDBC hdbc;

7: SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);

8: SOLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);

ISSE HUHSO SEE ALZRILICE T 20 M2 #EH0| U= ALEX= alig HUHSe SES

& % QUL

/1

|:|O

Jlot

9: cpasswd = crypt(passwd, “salt”);

10: if (strcmp(cpasswd, "68af404b513073582b6c63e6b") 1= 0) {
11: // USE_OF_HARDCODED_CRYPTOGRAPHIC_KEY

12: printf("Incorrect password\n");

13: return -1;
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15: }

IS S0 MY E LS E AR0A 22211 0|Z H|wSke ZETt A E|0{0F BHT.

|:|O
foh

1: extern char *salt;
2: typedef int SOLSMALLINT;
3: int dbaccess(char *user, char *passwd){
4: char *server = "DBserver";
5. char *cpasswd,
/] AR U= LSEE HUHSY SES E2{FLICH
6: char* storedpasswd = getenv(“password”);
7: char* salt = getenv(“salt”);
8: SQLHENV henv;

9: SQLHDBC hdbc;
10: SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);
11: SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);
/] AR0M 222 SE US M5l H|LUHSE ASSBILIC
12: cpasswd = crypt(passwd, salt);
[/ LSEHE HUHSO} QoA S2i2 242 HInFLICt
13: if (stremp(cpasswd, storedpasswd) != O}

14:  printf("Incorrect password\n");

15:  SQLFreeHandle(SQL_HANDLE_DBC, &hdbc);
16: SOQLFreeHandle(SQL_HANDLE_ENV, &henv);
17 return -1;

18: }

191}
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AER-HE|XT 2IIH0[X|(AE-QIB)E LSHE BE- &S HQISHH ALZSARE2|At HIYHS T}
AATE Ol 21 T A=Al SISt L2/ MH(YFAH, DB S)0 M4 &elsh=
BE - B4E SHIG0] At T HLHS I AATE Olof IH IYE0f YUK FHolpit
HZYHS S HEO| MU XA AMGHA| 210 AATE Ot SI=TY T[0] YUes AL F[oF
SiCiD ey st
CH22| OIA(O| A C|O|EH0|A F HEOI HIEHSE 45 2tQI0(A ot ALY,
1. private static final String JDBC_DRIVER = “org.gjt.mm.mysql.Driver”;
2. private static final String JDBC_URL = “jdbc:mysql://192.168.200.24:1621/com”;
3. private static final String JDBC_USER = “com’;
4. private static final String JDBC_PASSWORD = “com017;
b
6: public Connection DBConnect(String url, String id) {
7 try |
8: conn = DriverManager.getConnection(JDBC_URL, JDBC_USER, JDBC_PASSWORD);
9: '} catch (SQLException +
e)
{ System.err.printin(*
..");
100}

11: return conn;
12:}
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--public Connection DBConnect(String url, String usr) {

String password = “68af404b513073584c4b62206C63BD”;  +rrrrrerererrermrsssens @
try {

[/ HEHSE M5 AIZSIIUC

con = DriverManager.getConnection(url, usr, password); e, ®
} catch (SQLException e) {

System.err.println(*---");

}

9:  return con;

© N gk weNn 2

1: public class U321 {

2. public void foo(String url, String usr) {

3 try {

4 String encryptedPwd = getpassword();

5: // private keyE M4=2 N9

6: Dbyte[] privateKey = { 6, 8, @', T, 4, 0, 4, b, 5,1, 3,0, 7}
7:  javax.crypto.Cipher cipher = javax.crypto.Cipher.getinstance(*RSA”);

8 /] &= keyE MESIH HOI7| ¥

9:  javax.crypto.SecretKey myDesKey = new javax.crypto.spec.SecretKeySpec(privateKey,
10: “DES”);

11:  cipher.init(javax.crypto.Cipher. DECRYPT_MODE, myDesKey);

12: /] YB3 passwordE 253}

13: bytel] plainTextPwdBytes = cipher.doFinal(encryptedPwd.getBytes());

14:

15: // DB &&

16: java.sql.DriverManager.getConnection(url, usr, new String(plainTextPwdBytes));
17: '} catch (SQLException e) {

18:




A=lE 7ot (et 717t OfH Y1e|SES Aotks 89 FoHAl HL.

10/ 718 AEET.
2: sKey = new SecretKeySpec( key, “DESede” );

1] = PN =

[1] CWE-259 Use of Hard—coded Password, MITRE,
http://cwe.mitre.org/data/definitions/259.htm|

[2] Be careful while handling sensitive data, such as passwords, in program code, CERT
http://www.securecoding.cert.org/confluence/display/c/MSC18-
C.+Be+careful+whilethandling+sensitive+data,+such+as+passwords,+in+progra
m-+code

[3] Password Management: Hardcoded Password, OWASP
https://www.owasp.org/index.php/Password_Management:_Hardcoded_Password

[4] CWE-321 Use of Hard-coded Cryptographic Key, MITRE,
http://cwe.mitre.org/data/definitions/321.html

[5] Be careful while handling sensitive data, such as passwords, in program code, CERT,
http://www.securecoding.cert.org/confluence/display/c/MSC18-
C.+Be+careful+whilethandlingtsensitivetdata,+such+as+passwords,+int+progra
m+code

[6] Use of hard-coded password, OWASP,
https://www.owasp.org/index.php/Use_of_hard-coded_password
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RSA 2112|152 HO{= 2,048 HIE 0|42 ZOIE 7171 7|2 BH ALZoH0f otil, AU st d2|E
(Symmetric Encryption Algorithm)Q| AL0= X0 128H|E 0[AQ| 7|15 AIESILY.

Ct. =0

LE2 Oid= 22+g0| 22t RSA €ie|ES AER0E =+6t, 7| MO|ZE & 22 =MN
D=0 HotofdS 0F/ |8 20IH.

[

1: public static final String ALGORITHM = "RSA";

2: public static final String PRIVATE_KEY_FILE = "C:/keys/private.key";

3: public static final String PUBLIC_KEY_FILE = "C:/keys/public.key";

4: public static void generateKey() {

b try {

6: final KeyPairGenerator keyGen = KeyPairGenerator.getinstance(ALGORITHM);
//RSA 7| Z0|E 1024 HIER A 4¥ot= HS CHTMo}X| 4Lt

7: keyGen.initialize(1024);

8: final KeyPair key = keyGen.generateKeyPair();

9: File privateKeyFile = new File(PRIVATE_KEY_FILE);

10: File publicKeyFile = new File(PUBLIC_KEY_FILE);




S/M7| Y220 Algdt= 7|9 20l= HOE 2048H|E 0|22 2FeiT.

QFHgt 9| 0off JAVA

1: public static final String ALGORITHM = "RSA";

2: public static final String PRIVATE_KEY_FILE = "C:/keys/private.key";

3: public static final String PUBLIC_KEY_FILE = "C:/keys/public.key";

4: public static void generateKey() {

5. try {

6: final KeyPairGenerator keyGen = KeyPairGenerator.getinstance(ALGORITHM);
7 keyGen.initialize(2048);

8: final KeyPair key = keyGen.generateKeyPair();

9: File privateKeyFile = new File(PRIVATE_KEY_FILE);

10: File publicKeyFile = new File(PUBLIC_KEY_FILE);

CHS9) 0= E9H0| U3t RSA YT2IES AIBEOIE BRI, 7| AJOIXES X7 MHEO2M
m2720| oINS 0F|3 LT,

1: static string UseRSA(string input) {

//RSA 7| Z0|E 1024 HIEZ EH| MHst= B2 CtHsHX| QiCt.
2:  var rsa = new RSACryptoServiceProvider(1024);
3
4:}

SH7| Y220 Al8dt= 719 Z0li= HOE 2048H|E Oz 2Fe!T.

1: static string UseRSA(string input) {
//RSA 7| ZIOIS 2048 H|E 0|02 U LHsict
2:  var rsa = new RSACryptoServiceProvider(2048);
3
4: 1
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CHSQ| O Hl= HOM0] 23t RSA LTSS ARE0IE 27511, 7| AOIXE AP MEBOM

2 730| HOIORYS 0F |5t ZO|C,

—_

© EVP_PKEY *RSAKey(){
2. EVP_PKEY *pkey:
RSA *rsa;
//RSA 7| Z0|E 512 HIER WA MHsl= AL OHH6IX| Lt
rsa = RSA_generate_key(512, 35, NULL, NULL);
if(rsa == NULLX
printf("Error\n");
return NULL;
1
pkey = EVP_PKEY_new();
0: EVP_PKEY_assign_RSA(pkey, rsa);
1: return pkey;

@

= S A R A

S/H7| Y220 AlZdt= 7|9 20l= HOE 2048H|E 0|2z St

—_

© EVP_PKEY *RSAKey({

2: EVP_PKEY *pkey;

RSA *rsa;

//2048H|E 0|42 M5t S0fl ALZ3HOF BTt
rsa = RSA_generate_key(2048, 35, NULL, NULL);
if(rsa == NULLX

printf("Error\n");

return NULL;

t

9: pkey = EVP_PKEY_new();

10: EVP_PKEY_assign_RSA(pkey, rsa);

11: return pkey;

12:}

w
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CHE7| ASUTT2IE (0, AES, ARID, SEED )2 B2 128bit 014, aHA| &==(0il, SHA S)2 82
128bit 0|4, S747| YY1 2|Z(0, RSA, DSA &) 2,048bit O|A(ECC2 Z<, 256 0|42
|

7|E AtEot=A| =Helsttt

L5 Ofxl= 22tg0] Zet RSA Eile|5S AEY0E =7totl, 7| AO|ZE A 2EE2=M

D20l FrgS opIet 20|

SM71 &= =l0| Algot= 719 20l= MU 2048H|E O|d2= Aot

public void target() throws NoSuchAlgorithmException {
KeyPairGenerator keyGen = KeyPairGenerator.getinstance(“RSA”);
// Key generator® 2&&5%t 7| 37|

keyGen.initialize(512);

KeyPair myKeys = keyGen.generateKeyPair();

}

N @ o R N2

1] - PN =

[1] CWE-326 Inadequate Encryption Strength, MITRE,
http://cwe.mitre.org/data/definitions/326.htm|
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3 e BYS= ANE(Seed)f0] 1FE B2, 0 SUSH HZL0]
LMSICE 0|2 Z|CiSt Dot7| flol JavadilA= Random()at Math. random() A2 Al java.util.
Random SSHAOA 7|2ZC2 SIYA|ZIS 7|BIO 2 X&tot0] Ot HA == A E(Seed)itsS
Ar85tH, COlM= rand(gts AMS Al N B &= 7|2 Al=(Seed)t0] ‘3192%, srand()2
IHEH A= SIXAIZH 7|Et SO 2 A|E(Seed)%tS MH 61040F SHCY.

2L MM D, geslY| 5 Hotads flot ats ot HotEE S +3ok= 4R0l=, Java
0lA Random()Z} Math.random()S AF23SHX| Z0L0F 5H0H, O|=0]| 7ol £7t55H4 UEstMoz
H3S & java.security.SecureRandom Z2HAE AtEot= A0 QHMGICT

Ct. 20|
java.util.Random Z2{A2| random() HIAE AFBAl, 1FE seedE HH6IH St H= 20|
MAE0 QFHGHR| Tt i HALE seedS MHSIHEIE EAAENS 26t U 0|EAIME

QHHoRA] 4T

1: import java.util.Random;
2. ..
3: public Static int getRandomValue(int maxValue) {
[/2EE AEZS AHE510 SYUSH H=710] 44&|0] QHHSHX| QACt.
4:  Random random = new Random(100);

5. return random.nextInt(maxValue);




6.}

7: public Static String getAuthKey() {
[/ HAE= A|EZS AF2S10] CI2 H4-240] MME[L} HOrAME st U2
QIXSIX| QALY

8: Random random = new Random();

9: String authKey = Integer.toString(random.nextInt();

java.util.Random Z2iA= setSeed= O HAL= ASgE A7 ot/ALE X A2 7|HIC=
I HEEE Sk seedE HHOHA| fl= 7I24US ARSI HOHZAFE flof U= AEAI0l=
7

7
java.security.SecureRandom Z2{AE AMESH= A0 ECf QHMGICY.

import java.util.Random;
import java.security.SecureRandom;

BN

public Static int getRandomValue(int maxValue) {
//setSeedZ I HAL[= A|EZIS MH SI7LE, 7|22 34 AjZH 74O 2 O
HEE = AMEUS AME5IES it

10: SecureRandom secureRandom = SecureRandom.getinstance("SHA1PRNG");

11: MessageDigest digest = MessageDigest.getinstance("SHA-256");

12: secureRandom.setSeed(secureRandom.generateSeed(128));

13: String authKey = new String(digest.digest((secureRandom.nextLong() + ").getBytes());
14: ..

156: } catch (NoSuchAlgorithmException e) {

5: Random random = new Random();
6: return random.nextInt(maxValue);
7.} o:‘E.;
8: public Static String getAuthKey() { o
[/EHAH™E 5t 442 = 050] 72| E7tsoH 2SsX o2 HSEl SecureRandomS FE
AFSEICt. =
9: try{ i
oA
2
B
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QPHStX| 22 I EO| off Ci#
1: static int GenerateDigit()
2: 4
[/0HEH HAE|= AEZUS AFBSI0] CHE Lh-240] MYE|LL HOMANS I8t
He2 QTSIK| QL.
3: Random rng = new Random();
4: return rng.Next(10);
5.}
USSHMOR2 H5 E SecureRandom S A2 $ICY.
OrMSH =0 o C#
1: static int GenerateDigitGood()
2:{
[/EHAHE st U2 = 050] 7 E7ts0H YSSHo R HSEH
SecureRandome AF23ILY,
3. bytell b = new bytel4];
4. new
System.Security.Cryptography.RNGCryptoServiceProvider().GetBytes(b);
5. return (b[0] & Ox7f) <{ 24 | b[1] { 16 | b[2] « 8 | b[3];
6: }

Seeding B{0| Al&S}= rand() 4= Y= ai0f AHBEY| elEUL.

1:
2:
3:

QPMSHX| 242 ZE2| 0fl C

void foo(){
int i;
for(i=0; i(20; i++)




\
\

\
\
\

[/ DROS o2 A8 s o Y= Zit 20| 20t "Hevt 27| mEo)
LS00 ALEE7| BSCH
printf("%d", rand());

srandom(), random() &5 AtEoIH HOMO 2 OtMsH 448 AS4 QULH,

12BN AN Tt

void foo(){
srandom(time(NULL));
int i;

for(i=0; iK20; i++)
printf("%Id", random());

}

et.

Math.random() HAEZE AZ5H=A| &QIsIC} (D), Math.random()E At2sot= Z FoFsIC
g2 MMIDZ AXot0 AN AFESH=X| 2ISCH®). 2O ZHQI A2 java.security.

Bt

SecureRandomg AHZotH QHXGICE.

R W Ny

pUbliC VOid SetSeSSi0n|D() { ................................................................................................... @
if (IGet_Cookie(‘SessionID’))

Set_COOkie(‘SeSSiOnlD,,Math.randomo); .............................................................................. @
}

__>,|_
o
-
ret
ra
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I
i
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r
ro
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Math.random() &t4-5 ALE3I0] = 412 UMAIZS ER FASIC

1: public static int[] insertRandom(int[] Cnt, int i ,int scope) {

2:int ran = (int) (Math.random() * scope) - 1;

3: if (checkDigit(ran,Cnt)) {

4: Cntli] = ran;

5:} else {

6: insertRandom(Cnt,i,scope);

71

8: return Cnt;

9:}
A HE 7| o= FofH Htol= 4%, & U39 02 20| Date RAS= FAHS 24
Sl 2P OIS BRIt

QETALQ 0o

1: 1: long rand = ((r.nextLong()»»1)%(endDate.getTimelnMillis()-beginDate.getTi-
melnMillis() + 1)) + beginDate.getTimelnMillis();

Java.util.Random, java.security.SecurityRandom AEA|ME S/t HEHCZ £00O2

F|of ofAl BL.

QEACo| o

1: import java.security.SecureRandom;

2

3: SecureRandom r = new SecureRandom();

4: long rand = ((r.nextLong()»»>1)%(endDate.getTimelnMillis()-
beginDate.getTimeInMil- lis) + 1)) + beginDate.getTimelnMillis();




o, EIXtE

[1] CWE-330 Use of Insufficiently Random Values, MITRE,
http://cwe.mitre.org/data/definitions/330.html

[2] Generate strong random numbers, CERT,
http://www.securecoding.cert.org/confluence/display/java/MSC02-J.+Generat
e+strong+random+numbers

[3] Do not use the rand() function for generating pseudorandom numbers, CERT,
http://www.securecoding.cert.org/confluence/display/c/MSC30-C.+Do+not+us
e+the+rand%28%29+function+for+generating+pseudorandom+numbers

[4] Insecure Randomness, OWASP,
https://www.owasp.org/index.php/Insecure_Randomness
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1: String id = request.getParameter("id");
2: String pass = request.getParameter("pass”);
3: UserVo userVO = new UserVo(id, pass);
Qi weeees
[/ HIYHSO| X4, ELEX} XE 07 § SXEE HI5HK| 21 S5

5: String result = registerDAOQ.register(userV0);

MEX AES 25| 2l 71 Al, HIZHE SHE 45 = 7t SUXMEE s,

1: String id = request.getParameter("id");

2: String pass = request.getParameter("pass”);
[/HIYHS O XIS, E4-2X ZE0{ESe EHTE MIstn SSoHA| it

3: Pattern pattern = Pattern.compile("((?=.*[a-zA-Z])(?=.*[0-9@#$%]). {9, D"




4: Matcher matcher = pattern.matcher(pass);

5: if (Imatcher.matches() {

6 return "HZHS X3zl Q2"

7.}

8: UserVo userVO = new UserVo(id, pass);

9 weeen

10:String result = registerDAQ.register(userVO);

2l H|2HS S 5i80k= C# T2 OfM[0|Tt.

QHMs}X| 22 A 2| of C#
[/ Y HYHSE 58
1: NetworkCredential myCred = new NetworkCredential(UserName, ");

B HUHS E 123K LT E it

=

Orxst AE0| O C#
[/ 81 H{YHSE A5}X| U
1: NetworkCredential secure_myCred = new NetworkCredential(UserName,
Password);

H

LHSOf et A4S Q10| AFEsts CZE OIHO|C.

QHMstX| 922 FE2| 0f C
1: bool authentication(char* id, char* pwd)
2: 4
3: MYSQL *connectInstance;
4: connectinstance = mysgl_init(NULL);
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[/HIZHS ZHoj| Cist HZ Q10| AFSEILICY.
5: mysql_real_connect(connectinstance, "192.168.100.211", id, pwd,
"database”, 0, NULL, 0);
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1: bool authentication(char* id, char* pwd)
2: 4

3: MYSQL *connectlnstance;

4: connectlnstance = mysql_init(NULL);
//HILHS o) ChSt MHS ASS 34sH0f Strt.

5: if(checkValidationld( id ) == true && checkValidationPwd( pwd ) ==
true )

6: {

7: mysgl_real_connect(connectinstance, "192.168.100.211", id, pwd,
"database", 0, NULL, 0);

8}

9:

10:.}..




HIZHS 4 = HE I Yets U3 €2 7212z HAfols 220| EXHoH=A] 2H2IBMTH.

=

CHSof O MQF 20| AL Xt AE S5
H

S sl
MSO| X34, S4B B3 S H|UHS Q7 X70| g7ILt Of6t3 KoKt TSI,
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1: (%

2. String id = request.getParameter(“id”);

3: String pass = request.getParameter(“pass”);
4: UserVo userVO = new UserVo(id,pass);

B e

6: // NEXE SEIC

Ch=2l OfAMIeF 0] Z7tAH U HIZHSO| et S8E HE |l0] 71 £ XS ot

EH AN AEE 220l @S-
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1:

2. public void doPost(HttpServletRequest request, HttpServletResponse response)
throws
IOException, ServletException {

3 try {

4: String id = request.getParameter(“id”);

5: String passwd = request.getParameter(“passwd”);

6: // HUHS SHE HZE 910] 71 S X2
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70
8: } catch (SQLException e) { -+ }
9:}

L2l Gid= 2I2A0f HZHSE =Qlsk= A d
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10 <% //2OQUA| YUgst ZEkg
2: String id = request.getParameter(“id”);
3: String pass = request.getParameter(“pass”);

TS| Ot Z10] BIZHS XS 9I5H 20| OF Si010] BN 2 FofaHK| TiD T

— —

QEAEo| o

. fis = new FilelnputStream(PROPERTIES_FILE);
. props.load(new java.io.BufferedInputStream(fis));

I
ron

Cf.

userName = (String)props.getProperty(“id”);
. password = (String)props.getProperty(“password”);

AR S e

if (authenticate(userName, password)) { - }

or. Xtz

[1] CWE-521 Weak Password Requirements, MITRE,
http://cwe.mitre.org/data/definitions/521.html

[2] Password Complexity, OWASP
https://www.owasp.org/index.php/Authentication_Cheat_Sheet#Implement_Pr
oper_ Password_Strength_Controls
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File f = new File(downloadedFilePath);

2: JarFile jf = new JarFile(f);
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1:File f = new File(downloadedFilePath);
2:JarFile jf = new JarFile(f, true);
3:Enumeration{JarEntry) ens = jf.entries();
4:while (ens.hasMoreElements()) {

5: JarEntry en = ens.nextElement();
6: if (len.isDirectory()) {
7: if (en.toString().equals(path)) {
8: byte[] data = readAll(jar.getinputStream(en), en.getSize();
9: CoeSigner[] signers = en.getCodeSigners();
10: ..
11: 1
12: '}
13}
14:jf.close();
2}, Tl

=|=

HANE HEE =220ok= Booleand Ii2t0|H7} Ql= YIAE ALE5H0Y HA

%E -/
OEE ASSH=AX| &QISHT E5t JarEntry.getCodeSigners() HIAEZ MAME =X AS
= O
=

1:List{Fileltem) fileltemsList = uploader.parseRequest(request);

2:Iterator{Fileltem) fileltemslterator = fileltemsList.iterator();

3:while (fileltemslterator.hasNext()) {

4: Fileltem fileltem = fileltemslterator.next();

b: File file = new File(request.getServietContext().getAttribute("FILES_DIR") +
File.separator + fileltem.getName());




Quts{ol FIEte] of
6: fileltem.write(file);
7 [/ UHEL Fileltem & 0|83HA JarFile & AMdSiCt.
8: JarFile driver = new JarFile(file);
9 /] MHE JarFileS O|2StCt.
10: useDriver(driver);
11}

Cg MXl= ARBAE Y28t CI0JHE 0183l JarFile XIS Mo Al, TAMY RS &Rlot=

SGAIE AEdtLl UL HAMY FHE ASote TEE AE0HA| 282 FOfolCtl eIt

HEIAZ o

1:@RequestMapping(value = "/upload’, method = RequestMethod.POST)
2:public Student upload(@RequestParam(*file") MultipartFile multipartFile)
3:throws lllegalStateException, |OException {

4: File f = new File(multipartFile.getOriginalFilename());
5: multipartFile.transferTo(f);

6: JarFile jf = new JarFile(f, true);

7.

8}

LS Oidls BN (RS 2felots YIS MEotLl, BAME FHE dSole ZEE AIE
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1:@RequestMapping(value = "/upload”, method = RequestMethod.POST)
2:public Student upload(@RequestParam(*file") MultipartFile multipartFile)

3:throws lllegalStateException, |OException {

4: File f = new File(multipartFile.getOriginalFilename());
5: multipartFile.transferTo(f);
6: JarFile jf = new JarFile(f, true);
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7: Enumeration{JarEntry) ens = jf.entries();
8: while (ens.hasMoreElements()) {
9: JarEntry en = ens.nextElement();
10: if (len.isDirectory() {
11: if (en.toString().equals(path)) {
12: byte[] data = readAll(jar.getinputStream(en), en.getSize());
13: CodeSigner[] signers = en.getCodeSigners();
14: if (signers 1= null && signers.length = 0}
15:
16: }
17: }
18: }
190}
20: return null;
21}

or. Xt

® CWE=-347 : Improper Verification of Cryptographic Signature, MITRE,
http://cwe.mitre.org/data/definitions/347.htm|
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Of2h O Kl= SSL_get_verify_resulte] Zngt0| X509_V_ERR_SELF_
SIGNED_CERT_IN_CHAINQ! Z<0{| XtA| MHE QIZAMO|CE 0] Z<2, s 0{Z2/AH|0 0] 2oiEQl

APIE = AU

1:if ((cert = SSL_get_peer_certificate(ssl)) && host)
2:foo=SSL_get_verify_result(ssl);

3:if ((X509_V_OK==foo) ||X509_V_ERR_SELF_SIGNED_CERT_IN_CHAIN==foo))
/] R MBE ASMY 5= AUC},
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2l GiMl= QIEA ASZI X509 V. OKZE BBt 2t s SAETJF Common Namelt
EOISHK| YO B2 QBAT} 57t SAER0|2tE AS AT 4= QiCt

1:cert = SSL_get_peer_certificate(ssl)
i )==X509_V_OK)) {
XISHSICE 0|2 AL, 22Xt Common Name2
42 HIO|E{7} ZZH0M 235} £ ASS

EX}

2:if (cert && (SSL_get_verify_result(ss
EOISIX| LRUAX|TE “Elﬁf
340 A2 4

b

3:/*CN g
www.attack.com2.& M5l =
EfX|stX| 2stict. */
4:}
Of2ff Xl 215 A DN LX|0EL f57|7t 52 AEI.

AE QIZ

1:private boolean verifySignature(X509Certificate toVerify, X509Certificate signingCert) {
2: M(toVerify)2t CA2IZ A (signing Cert)2] DN(Distinguished

Name)0| LX[SH=A| GIEE SOISH} */

* HE3lH= 5
if (ItoVerify.getlssuerDN().equals(signingCert.getSubjectDN())) return false
SME MY E|U=X| SIS},

try {
/] SAE QIEM7L CAQI
toVerify.verify(signingCert.getPublicKey()
[/ SAE QIZ M7t R8717t0] DR E|U=X] EHOISHT}

toVerify.checkValidity()

A A A o

9: return true
10: } catch (GeneralSecurityException verifyFailed) {
11: return false
12}
£ 2I517| oAM= CRL(Certificate revocation
7HOISM ¢
UOH, L2

=
OHIS A O

13}
SM9| SHRIE
OCSP(Online Certificate Status Protocol)2 &lA|
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at, sk
QISME HHRIGHH (D), HESZ2 240] X509_V_OK 0[2/2] 2t 5180t=A| HRISHH®). M= X]|
0JC HIEI|HOR IS QISNE BIBoHILL RE7IZI0| U2H AIBHE GIS5IT ABGIL T3t
21542] Common Name 2213ttt ()
1:cert = SSL_get_peer_certificate(ssl); ....................................................................................... @
2:if (cert && (SSL_get_verify_result(ss))==X509_V_OK)) { e @)
3: SSL_set_hostflags(ssl, X509_CHECK_FLAG_NO_PARTIAL_WILDCARDS);
4 if (ISSL_set1_host(ssl, "www.securecoding_example.com")) { = ®
5: error(“Invalid Common Name”);
6 return -1;
7 }

8:// Muiet S2I0|HEZH HO| SfQIS ALESHH Stigte= XIYSHA| =Lt
9: SSL_set_verify(ssl, SSL_VERIFY_PEER, NULL);

10:

113}

LS OMlE Faet AISAMRUX| =HRISHA| B, ASAE Aot 17| W20 Fefottt il Tt

1:cert = SSL_get_peer_certificate(ssl);

2:if (cert) {

3 /] QIBME SQIoA| 940 Y 23
4

5}

1] - PN =

® CWE-295: Improper Certificate Validation, MITRE,
http://cwe.mitre.org/data/definitions/295.html
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H22/0] =20t JHQIHE, QAISHE 50| 0|2 22 FAXQI F7|(Persistent Cookie)ofl X%
Sictol, B2 27001 28 4 Sl 092 7151 P 0] NABI Hor 2T

Lt. EOHCHY

F719] U=AIZE2 MM0] XEEE AlZtE 12010 ZlAase2 JFotl FE5X2 7|0z ASA
et S5, MUID & 587 X YT ottt
Ct. 20|
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. Cookie loginCookie = new Cookie("rememberme”, "YES");
//-‘T*9|°| DIRAIZES 1Y E ISt ZA MHsty U0 QHHSEX| Lt
2: loginCookie.setMaxAge(60*60%*24*365);

3: response.addCookie(loginCookie);

F719 U=AIZR2 oy 7 IS0 R 242 2Fotl FEHR F7|0= S 27t ZEX| (S
ofC.

1: Cookie loginCookie = new Cookie('rememberme”, "YES");
/13712 BIRAIZE2 SiS 7150 5 Z|AZ ALESHTE




Qe ZE9| 0 JAVA

2: loginCookie.setMaxAge(60*60%24);
3: response.addCookie(loginCookie);

2 2719 BIRAIZIZ 1HO2 BTapP 27| HFetD Y C# TE0| ofH0IC 77|19 R
2101 2 39 AIZH SIECATO) 211 HEEI HEE B1s ) 582 4 Y00z Hol

ofLCt.

QIMSIX| 42 FEQ| of C#
1: HttpCookie cookie = Request.Cookies.Get(“ExampleCookie”);
/3712 H2AIZtE 1HOR T ohA| ZAH Aystn Ql0] OFMELEA| Rict,
2: cookie.Expires = DateTime.Now.AddMinutes(60.0*24.0*365.0);
3: Response.Cookies.Add(cookie);

719 0tZ A|I7H2 10222 MA6t Q= C# ZE9| G| A|0]|Ct.

obEIst A=) 0f C#
1: HttpCookie cookie = Request.Cookies.Get(“ExampleCookie”);
/13712 H2AIZE2 ST 7|S0l UE 2| AR ALBStY
2: cookie.Expires = DateTime.Now.AddMinutes(10d);
3: Response.Cookies.Add(cookie);
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1:

2: COOkie Ck = new COOkie(“id”, “test’lza") B T T TP PP PP P PP R PRSP PO PTPPITIRTPRPPS @
3: CkSetMaXAge(60*60*24*365*’|O) ‘ ....................................................................................... @
4: 1esponse.addCooKiE(CK) ; e et @
b:

2ol Oidl= #7129 MteAlZtE 1992 Mot ZA 8ot Ut 77|12 RE7|7H0] 71 32
AEAL SIEL AT 7|17t MYEH MY E F7|= A =82 = UL = F oIt

. protected void doPost(HttpServletRequest request, HttpServletResponse response) {

String username = request.getParameter(‘username’);
char[] password = request.getParameter(“password”).toCharArray();

1
2
3
4
5:  boolean rememberMe = Boolean.valueOf(request.getParameter(‘rememberme”));
6
7:  LoginService loginService = new LoginServicelmpl();

8

if (rememberMe) {

9: Cookie loginCookie = new Cookie(‘rememberme”, “YES”);
10: loginCookie.setMaxAge(60*60*24*30%12);

11: response.addCookie(loginCookie);

12. e

13: } else {

‘]4: ......




Ot

1:
2
3
4:
5:
6:
7
8

o:

10:
11:
12:
13:
14:
15:
16:
17:

at.

OAIoAl= F719] T=AIZtE oiE /IS0 S £ A= EFotal U0 2o,

protected void doPost(HttpServietRequest request, HttpServletResponse response) {
String username = request.getParameter(“username”);
char[] password = request.getParameter(“password”).toCharArray();
boolean rememberMe = Boolean.valueOf(request.getParameter(‘rememberme”));

LoginService loginService = new LoginServicelmpl();

if (rememberMe) {
Cookie loginCookie = new Cookie(‘rememberme”, “YES);
loginCookie.setMaxAge(60*60*24);
response.addCookie(loginCookie);

Arrays fill(password, * °);
}

HIXl=

[1] CWE-539 Information Exposure Through Persistent Cookies, MITRE,

http://cwe.mitre.org/data/definitions/539.htm|

[2] Do not store unencrypted sensitive information on the client side, CERT,

http://www.securecoding.cert.org/confluence/display/java/FI052-J.+Do+not+s
tore+unencrypted+sensitivet+information+on+the+client+side

[3] Expire and Max-Age Attributes, OWASP,

https://www.owasp.org/index.php/Session_Management_Cheat_Sheet#Expire_
and _Max—Age_Attributes
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[/FEZEOE DBYZ ID, HIEHS O 525t HEE S A7 QHHSHX| QCt.
// DBYZ root / alq2w3r3f2l@
1: con = DriverManager.getConnection(URL, USER, PASS);

M=Z SO A2 MEA AZ0ILt BIZEHE S 2= /HE 2= AlY]

D=7 O Ao =
Ct
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// 1D, HYHS S| 52 HEHE= FH0| Z&siM= QHECt

1: con = DriverManager.getConnection(URL, USER, PASS);




//FZM20=Z DB ID, H|YHS O
//DBYZA root / alq2w3r3f2l@
1: conn = customGetConnection(USER, PASS);
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D20 JHE Ao =42 SOl AZ2 AEA AF0|L HEHS SO YE= JHE A= Ao
25| A X[5H0{0F SHTY.

QrMst AE9| off C#
// 1D, HZHS SO 52 HHE= FAM0| Eeolji= QtEICE
1: conn = customGetConnection(USER, PASS);

A0 BIZHSE Eetotil U= C oM 20T

3

QHHSIX| 42 I E9| 6 C
/* password is "admin” */
/* passwd is "admin" */
1: int verfiyAuth(char *ipasswd, char *orgpasswd){
2: char *admin = "admin";
3: if(strncmp(ipasswd, oprgpasswd, sizeof(ipasswd)) = 0){
4:  printf("Authentication Faill\n");
5}
6

return admin;
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S FH2 MH5H0F 2.

int verfiyAuth(char *ipasswd, char *orgpasswd){

char *admin = "admin”;

if(strncmp(ipasswd, oprgpasswd, sizeof(ipasswd)) 1= 0){
printf("Authentication Faill\n");

1

return admin;

Nk N2

DBR%, BalX 2791 50| 78 TS HISHI(D), RMS Helst0 Ys T3t0fs Solsitt

(@).

10
2. * Password for adminiStrator is “Hger.” et ®
3 ¥

4: public Connection DBConnect(String id, String password) {

5. String url = “DBServer”;

6.  Connection conn = null;

7

8

try {
String CONNECT_STRING = url + “7 +id + “" + password;
9: InitialContext ctx = new InitialContext();
10:  DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING); eeeveeeeeees: @

11:  conn = datasource.getConnection();
12: }catch (SQLException e) {

13 System.err.printf(“---.");

14: '}




Ci3ol GiIMoM= A2 CIol| HZALS O[SHE =71 fIeh =X S22 HIZHSE Mo 21 A==

Ffotttal eI
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© public void daoTest() throws Exception {

// db sample : 84d5d0a08a3ecbe2d91a

// 4&&t H, & : 1365ADMIN_01, aa84c40031d808196537ad3dcf81faf
String pwd= “46¢165a343fd6841273ae04655af24dd”;

String pwd1= ARIAEngine.decARIA(pwd):

System.out.printin(pwd1);

N2k N2

MEQH0| “password”, “passwd”, ‘HIZHS SO HAET} ZXotX|ZH HM=Z 1 40| HIZ

=
L [
ST} Ot FR0= FCFotA| Tt TESIT.

QETLCQ 0o

L/ YssEt

. String Sid = getSessionValue(session, “ihidnum”);

: Sid = AEScryptWithSaltKey.encode(StrTool.sNN(Sid));
. String slhidnum = Sid;

N oW N o

op. &It

[1] CWE-615 Information Exposure Through Comments, MITRE,
http://cwe.mitre.org/data/definitions/615.html
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1: public String getPasswordHash(String password) throws Exception {
© MessageDigest md = MessageDigest.getinstance("SHA-256");
//8HA0] EEE M E5IX| 10t QHHSIX| QILCt,
md.update(password.getBytes();
byte byteData[] = md.digest();
StringBuffer hexString = new StringBuffer();
for (int i=0; i{byteData.length i++) {
String hex=Integer.toHexString(Oxff & byteDatalil);
if (hex.length() == 1) {
9: hexString.append(0);
10: 1}
11: hexString.append(hex);
12: }
13: return hexString.toString();

® N 2 g bk w




|ZHS TS A2 %IEQE Aot |0f 2fRIER HOISS 08¢t AR 20| 7IsoiH, 01F

HH| SHAIEH4=01] M35I0] AF2 STt

0%
Rl
ol
N
Ho
Q
o
nz
rE
fou
_F,Q
ﬂ.||ﬂJ
|]0|I

1: public String getPasswordHash(String password, byte[] salt) throws +Exception {
2:  MessageDigest md = MessageDigest.getInstance("SHA-256");
3:  md.update(password.getBytes());
[/SHMALZAIO= BIRE &2 £ TS SEE AI2o[0{0FSiCt,
md.update(salt);
byte byteData[] = md.digest();
StringBuffer hexString = new StringBuffer();
for (int i=0; i{byteData.length i++) {
String hex=Integer.toHexString(Oxff & byteDatalil);
9: if (hex.length() == 1) {
10: hexString.append('0’);
11}
12:  hexString.append(hex);

© N 2 a s

13: '}
14: return hexString.toString();
15:}

22| OiHl= HIZHE M Al £E glO| HIZHZ0f THet siAIZE 2= HES 20D

1. static void HashWithoutSalt()
2.4
[/SHAI| £ESE ME6X| L0t QHMBIK| LY.

3. var bytes = new byte[100];

4:  (new Random()).NextBytes(bytes);

5. var source = bytes;

6: var sha256 = new SHA256CryptoServiceProvider();
7:  sha256.ComputeHash(source);

8.}
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1: static void HashWithSalt(int saltLength)
2:{
// SHAl0] £EE XE5I0| AES 3S = 4l SiCh
var bytes = new byte[100];
(new Random()).NextBytes(bytes);
var source = bytes;
var sha2b6 = new SHA256CryptoServiceProvider();
byte[] saltBytes = GenerateRandomCryptographicBytes(saltLength);
List{byte) sourceWithSaltBytes = new List{byte)();
9:  sourceWithSaltBytes.AddRange(source);
10:  sourceWithSaltBytes.AddRange(sourceWithSaltBytes);
11:  sha256.ComputeHash(sourceWithSaltBytes.ToArray());
123}

X N2 ®

£E Z1910] SA|Z MAGH= CTEQ| Of|F|0|C}

—_

. void GenerateHash(char* data)

|

char[512] hashedData = {0};

//EE 2t 220 NULL 2 H0UN SO7HX| et=dt
4: MD5HashAlgorithm( data, hashedData, NULL );
5o ..

w N

2E U AX= gAFOF ST

1: void GenerateHash(char* data, char* salt)
2: 4




3: char hashedData[512] = {0};

4: MD5HashAlgorithm( data, hashedData, salt );
b5 ..

6.}

ottt ettt

1. MessageDigest digest = MessageDigest.getinstance(“SHA=5127); s, ®
2: digest.reset();
3. return digest.digest(paSSWOrd.getByteS(“UTF_8")); ........................................................... @

1] = PN =

[1] CWE-759, Use of a One-Way Hash without a Salt, MITRE,
http://cwe.mitre.org/data/definitions/759.html

[2] Store passwords using a hash function, CERT,
http://www.securecoding.cert.org/confluence/display/java/MSC62-J.+Store+pa
sswords+using+a+hash+function

[3] Use_a_cryptographically_strong_credential-specific_salt, OWASP,
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet#Use_a_cry
ptog raphically_strong_credential-specific_salt
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0| Ofi&l= URLClassLoader()2 #AMA LAUS L2258t 7| 2E01HA, He THo) tHet 22
d GAE oAl 0F THUHAE SO = Qlet Lo/t FAE 4 U= FR0IC}. 0l=iet H? 54

TH= Otofxol MYTES F2HA| LSS 2T

1: URL[] classURLs = new URL[] { new URL("file:subdir/") };
2: URLClassLoader loader = new URLClassLoader(classURLs);
3: Class loadedClass = Class.forName("LoadMe", true, loader);
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1: String jarFile = "./download/util.jar";

2: byte[] loadFile = FileManager.getBytes(jarFile);
3: loadFile = encrypt(loadFile, privateKey);

// jarFileName2 2 %S 3}El MYUS MM}

4: FileManager.createFile(loadFile, jarFileName);

// 22I0IYENME IYUS CIREE HI2 AL Public Key2 S58t5tCt

5: URL[] classURLs = new URL[] { new URL("http://filesave.com/download/util.jar") };
6: URLConnection conn = classURLs.openConnection();

7: InputStream is = conn.getlnputStream();

[/ L3 AERIS jarFileHO 2 MAUS EHSICY,

8: FileOutputStream fos = new FileOutputStream(new File(jarFile));
9: While (is.read(buf) 1= -1) {

100 ...

11:}

12:byte(] loadFile = FileManager.getBytes(jarFile);

13:loadFile = decrypt(loadFile, publicKey);

// S=51E DS WSt

14:FileManager.createFile(loadFile, jarFile);

15:URLClassLoader loader = new URLClassLoader(classURLs);
16:Class loadedClass = Class.forName("MyClass", true, loader);

e F2d HAME ofX| Bl IfYE H22Eok= CHZE OM|0|T

public override bool DownloadFile()

{

3
0z
4
o
S
e
[pal
B

1

2

3 var url = "https://www.somewhere.untrusted.com";
4: var desDir = "D:/DestinationPath";

5: string fileName = Path.GetFileName(url);

6 string descFilePath = Path.Combine(desDir, fileName);
7 try
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8: {

9: WebRequest myre = WebRequest.Create(url);
10}

11: catch (Exception ex)

12. |

13: throw new Exception(ex.Message);

14}

15: try

16 {

17: byte[] fileData;

/MY B2 ZAL Q0] CHREE
18: using (WebClient client = new WebClient())
19: {

20: fileData = client.DownloadData(url);

21: }

22: using (FileStream fs = new FileStream(descFilePath,
FileMode.OpenOrCreate))

23: {

24: fs.Write(fileData, 0, fileData.Length);

25: }

26: return true;

27: 1}

28: catch (Exception ex)

29: |

30: throw new Exception(ex.Message);

310}

32: 1}

1: public override bool DownloadFile()




OrHSt AEQ| o C#
2 {
3 var url = "https://www.somewhere.untrusted.com";
4. var desDir = "D:/DestinationPath";
5: string fileName = Path.GetFileName(url);
6: string descFilePath = Path.Combine(desDir, fileName);
7 try
8 {
9: WebRequest myre = WebRequest.Create(url);
10: 1
11: catch (Exception ex)
12: {
13: throw new Exception(ex.Message);
14: 1
15: try
16: {
17: byte[] fileData;
18: using (WebClient client = new WebClient())
19: {
20: fileData = client.DownloadData(url);
21: 1
[/3HA] 2 S8 AL8510] LHREE 92 ml SAY ZA

22: Checklintegrity(fileData);
23: using (FileStream fs = new FileStream(descFilePath, %

FileMode.OpenOrCreate)) m
24: { F_%
25: fs.Write(fileData, 0, fileData.Length); E
26: } ég
27: return true; %
28: }
29: catch (Exception ex)
30: {
31: throw new Exception(ex.Message);
32: }
33}
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1: void foo()

2. /% %

3:  hFile = CreateFile((LPCWSTR)data, GENERIC_WRITE, 0, NULL, CREATE_ALWAYS,
FILE_ATTRIBUTE_NORMAL, NULL);

4: InternetQueryDataAvailable(m_hURL, &dwSize,0,0);

5: InternetReadFile(m_hURL, IpBuffer, dwSize, &dwRead);

6: WriteFile(hFile, IpBuffer, dwRead, &dwWritten, NULL);

7L

2|8 = 018010 FEES 22t = ALZaH0F Sttt

1: void foo(){

20 /% ¥/

3. hFile = CreateFile((LPCWSTR)data, GENERIC_WRITE, 0, NULL, CREATE_ALWAYS,
FILE_ATTRIBUTE_NORMAL, NULL);

InternetQueryDataAvailable(m_hURL, &dwSize,0,0);

bool result = InternetReadFile(m_hURL, IpBuffer, dwSize, &dwRead);

if( result == true){

: WriteFile(hFile, IpBuffer, dwRead, &dwWritten, NULL);

S L e Yo gk
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1. URLI] classURLs = new URLI}{

2: new URL(“file:subdir/”)

3k

4: URLClassLoader loader = new URLClassLoader(classURLs);

5: Class loadedClass = Class.forName(“LoadMe”, true, loader); e ©)

1] - PN =

[1] CWE-494 Download of Code Without Integrity Check, MITRE,
http://cwe.mitre.org/data/definitions/494.htm|

[2] Do not rely on the default automatic signature verification provided by
URLClasslLoader and java.util.jar, CERT,
http://www.securecoding.cert.org/confluence/display/java/SEC06-J.+Do+not
+rely+ontthe+defaulttautomatic+signature+verification+provided+by+URLClass

Loader+and+java.util.jar
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. private static final String SERVER_IP = "127.0.0.1%
. private static final int SERVER_PORT = 8080;

. private static final int FAIL = -1;

: public void login() {

String password = null;

: Socket socket = null;
in t result = FAIL;
try {
0: socket = new Socket(SERVER_IP, SERVER_PORT);
/1915 Mol CHsl x[gts FX| 20t QHMsIX| QILCt.
11: while (result == FAIL) {
12:

1

2

3

4

5. String username = null;
6:

7

8

9

1
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13: result = verifyUser(username, password);
14: 1}
15: }

LS OMl= ALEAL QIBAIE 345 7|S0k= MAX_ATTEMPTS Bi=5 H9lot1, 015 2SAE
A&

£ Mefots 7H2HZ AEY2 =M FAE SH0| tiSoks 200

otMst AT 9| o JAVA
private static final String SERVER_IP = "127.0.0.1";
private static final int SERVER_PORT = 8080;
private static final int FAIL = -1;
private static final int MAX_ATTEMPTS = 5;
public void login() {

String username = null;
String password = null;

NN

Socket socket = null;

9. int result = FAIL;

10: int count = 0;

1 try {

12:  socket = new Socket(SERVER_IP, SERVER_PORT);

[/23 A 2 A SI0fl KIS F0f QHHSILE, =

13: while (result == FAIL && count { MAX_ATTEMPTS) { =
. U
i

15: result = verifyUser(username, password); ﬁ
16: count++; )
19

17: } k]
e

18: } 0
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1: override protected void OnlLoginError(EventArgs e)
2.4
3:  //do nothing
4:}

2721 A=0i| tiet R~-E Mgrettt.

OHMSH A Q| 0o C#
1: override protected void OnLoginError(EventArgs e)
2: {
[/ BEHQI ALZAL Q15 A0 CHSH S5 H|SH

3: if(ViewState["LoginErrors"] == null)

4: ViewState["LoginErrors'] = 0;

5: int ErrorCount = (int)ViewState["LoginErrors"] + 1;

6: ViewState["LoginErrors"] = ErrorCount;

7: if((ErrorCount ) 3) && Login1.PasswordRecoveryUrl 1=
string.Empty)

8: Response.Redirect(Login1.PasswordRecoveryUrl);

9: 1

QPG| 42 FE2| 0f C

1: int validateUser(char *host, int port) {

2: int socket = openSocketConnection(host, port);
3: if (socket € 0) {




A

OFHI5HX| k2 FEO| O C

printf("Unable to open socket connection");
return(FAIL);

int isValidUser = 0;

char nm[NAME_SIZE];

: char pw[PSWD_SIZE];

/] ABME S1+E FMgstn UX| 42

10: while (isValidUser==0) {

11: if (getNextMsg(socket, nm, NAME_SIZE) ) 0) {

4
5
6: 1}
7
8
9

12: if (getNextMsg(socket, pw, PSWD_SIZE) ) 0) {
13: isValidUser = AuthenticateUser(nm, pw);
14: 1
15}
16: }
17: return(SUCCESS);
18:}
QHMSHAEQ O C

1: #define MAX_ATTEMPTS 5

2: int validateUser(char *host, int port) {

__>,|_

3 i

/] ASHQN MG OIF A0 et A4S Ht o
4 int count = 0; réll
5: while ((isValidUser==0) && (count{MAX_ATTEMPTS)) { 5%
6: it (getNextMsg(socket, nm, NAME_SIZE) ) 0) { u§
7: if (getNextMsg(socket, pw, PSWD_SIZE) ) 0) { i
8: isValidUser = AuthenticateUser(nm, pw);
9: }
10: }
11: count++;
120}
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13: if (isValidUser) {
14: return(SUCCESS);

15: } else {

16: return(FAIL);
17}

181}

ZTGHoR| SoIStCt K| 042 e HofoirtT Hersict
CIS OIFG ISR AISE I, 2 A Cit 32 0| = 2004 A4 213 AIE% o=
TEOICE. B AlE |40 T3t 2AF 2EI0| ZAotX 2082 HoIOPH0| ZXfots ZE2AT
Fer 4 QU

YT of

1: int validateUser(char *host, int port)

2. {

3: int socket = openSocketConnection(host, port);
4: if (socket ¢ 0)

5. {

6: printf(*Unable to open socket connection”);
7: return(FAIL);

8}

9.

10: int isValidUser = 0;

11: char username[USERNAME_SIZE];

12: char password[PASSWORD_SIZE];

13:  while (isValidUser == 0)

14 {

15: if (getNextMessage(socket, username, USERNAME_SIZE) ) 0)




HEIA= o

160 {
17:  if (getNextMessage(socket, password, PASSWORD_SIZE) ) 0)
18 {

19: isValidUser = AuthenticateUser(username, password);
20: }

21: }

22: '}

23: return(SUCCESS);

24: '}

of, EOXR
[1] CWE-307, Improper Restriction of Excessive Authentication Attempts, MITRE,
http://cwe.mitre.org/data/definitions/307.html

[2] Blocking Brute Force Attacks, OWASP,
https://www.owasp.org/index.php/Blocking_Brute_Force_Attacks
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1: class FileMgmtThread extends Thread {
2. private String manageType = "
3. public FileMgmtThread (String type) {
4
5

manageType = type;

}
J/ZEIMEC S0 ZRXI0) OHIRMAT} AHRSI0] SAIO| H2E 7H540] 0| OHHEHX)
ot

6: public void run() {

70 try {

8 if (manageType.equals("READ")) {
9: File f = new File("Test_367.txt");
10: if (f.exists()) {

1: BufferedReader br = new BufferedReader(new FileReader(f));
12: br.close();
13: }

14: 1} else if (manageType.equals("DELETE")) {
15: File f = new File("Test_367.txt");
16: if (f.exists()) {

17: f.delete();

18:  telse { 1}

19: 1}

20: '} catch (IOException e) { - }
21: }

22}

23:public class CWE367 {

24: public static void main (Stringl] args) {

25:  FileMgmtThread fileAccessThread = new FileMgmtThread("READ");

26: FileMgmtThread fileDeleteThread = new FileMgmtThread("DELETE");
//TrY2| 719t AH|7t SAI0 $=3=[0f QM| QL.

27: fileAccessThread.start();

28: fileDeleteThread.start();

29: }

30}
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1: class FileMgmtThread extends Thread {

2: private static final String SYNC = "SYNC";
3: private String manageType = "
4: public FileMgmtThread (String type) {
5. manageType = type.

6: }

7: public void run() {

//HEIMHE SHA0M synchronizedE AF2510] SA|0f M2& 4= UEE AI5H0f

rk
(m}
o

8: synchronized(SYNC) {

9 try {

10: if (manageType.equals("READ") {

11: File f = new File("Test_367.txt");

12: if (f.exists()) {

13: BufferedReader br

14: = new BufferedReader(new FileReader(f));
15: br.close();

16: 1

17:  } else if (manageType.equals("DELETE")) {
18: File f = new File("Test_367.txt");

19: if (f.exists()) {

20: f.delete();

21: }else { -}

22: 1

23: } catch (IOException e) { -}

24: '}

25: }

26:}

27:public class CWE367 {
28: public static void main (String[] args) {
29: FileMgmtThread fileAccessThread = new FileMgmtThread("READ");




ottt AE9| 6] JAVA
30: FileMgmtThread fileDeleteThread = new FileMgmtThread("DELETE");
31: fileAccessThread.start();
32: fileDeleteThread.start();
33:}
34}

C2o| C# T THU0| SA|0f H2ohs 2014 ZACM0] Ze = U

QHMGIX| 942 AEQ| 0f C#
[/HEIMYIE SAUM SA|0 H2E + UTS ALBSHOFSICL

1: public void ReadFile(String f)

2.1

3:  if(File.Exists(f))

4

5: File.ReadAllLines(f);

6

7

>
ObFist Z=0| 0 C# &

[/HEIMYIE SHANA SA0] HZE = ULE AZSHOFSITE ﬁ%‘

1: [MethodIimpl(MethodlmplOptions.Synchronized)] ﬁ

2: public void ReadFile(String f) 5%

3: 4

4:  if(File.Exists(H) =

5 |

6 File.ReadAllLines(f);

7}

8.}
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OF2f C F= 2 K2 accountdl Thaf lockS AHSHR| 220F 2% R2A0| wast & QICt T a}
ST0| YIBHH LABHS MM 2 R210] LM account?| A0| ZFILE Of2f ex1
HAKOR deposit} withdraw?} SEEI= AE0|T ex2l= A A710| S5t AZ0|CH 2E

account®| Z40] 02 -1002 2 2 S &0l5t 4 QlLt.

ex1) deposit(100) &% : (account: 0)
deposit(100) Z& : (account: 100)
withdraw(100) @&: (account: 100)
withdraw(100) Z=: (account: 0)

ex2) deposit(100) ZZ : (account: 0)
withdraw(100) E&: (account: 0)
deposit(100) £& : (account: 100)
withdraw(100) Z=: (account: =100)

1: static volatile double account;

2: void deposit(int amount) {
// lock 210] 21 X0 H2

3: account += amount;

4:}

5: void withdraw(int amount) {
6: account —= amount;

70}

Of2ff C Z=E&= mutex_lock()2 S5 A0 Chst SA| HZS H[SHsh A0,

1. static volatile double account;
2. static mtx_t account_lock;

3: void deposit(int amount) {




4: mutex_lock(&account_lock);
5. account += amount;

6: mutex_unlock(&account_lock);
7}

©

void withdraw(int amount) {

9:  mutex_lock(&account_lock);

10: account —= amount;

11:  mutex_unlock(&account_lock);
12}
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0
1: import java.io.*; %
2 =
3: class FileAccessThread extends Thread { ,tg
4:  public void run() { ég
5 try { %
6: File f = new File(“Test SB7.Xt7); wwerrersssesssessssssisis it ©)
7 if(f.exists() {
8 // 2ref MU0l ZXifotH MY LS S
9: BufferedReader br = new BufferedReader(new FileReader(f));
10: br.close();
1.}
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12: '} catch(IOException e) {

13:  System.err.printIn(*lOException occured”);}

14: '}

15: }

16:

17: class FileDeleteThread extends Thread {

18: public void run() {

19: File f = new File(“Test_367.txt"); .................................................................................... @
20: if (f.exists() {

21 // Sief MU0 EXHSHH Mg AMRE

22:  f.delete();

230}

24: '}

25: }

26:

27: public class U367 {

28: public static void main(String[] args) {

290 // TS 7|t mMAS MAHGHe AE SAO BT

30:  FileAccessThread fileAccessThread = new FileAccessThread(); @
31:  FileDeleteThread fileDeleteThread = new FileDeleteThread();
32:  fileAccessThread.start();

33: fileDeleteThread.start();

34: '}

35: }

1: File f = new File(*toctou.txt”);
2. if (f.exists() {

3:  FileOutputStream fos = null;
4:  try {
5:  fos = new FileQutputStream(“toctou.txt”)




rok

6: // OiUol oSt X2IE S
7: } catch (IOException e) {
8: // TODO oz Xz|& St}
9: 1} finally {

100 // ArEE shEIBHCY.

11:}
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TOCTOUE C Z2YUs o [f L5t 242 ZR00| LASi.

- if (laccess(file,W_OK))
|

f = fopen(file,”w+");
operate(f);

. else
A

1

2

3

4
5:
6:}
7

8

9: fprintf(stderr,”Unable to open file %s.\n" file);
1

MR|Z 2% £710] O|ROIXIX| 4= Z FOUBHK| Bl
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o
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3
19
o
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o

file = new File(filename):
File[] fList = file.listFiles();
for (int i = 0; i { fList.length; i++) {
currentList.add(fList[i].getAbsolutePath()
+ “$” + getlLastModifiedTime(fList[i]) + “$”

aRE wNn e
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+ ((fList[i].length() / 1024) » 0 ? (fList[i].length() / 1024) : 1)
+ “KB”);

© N

or. EIXtE

[1] CWE-367 Time-of-check Time-of-use(TOCTOU) Race Condition, MITRE
http://cwe.mitre.org/data/definitions/367.html

[2] Avoid TOCTOU race conditions while accessing files, CERT
http://www.securecoding.cert.org/confluence/display/c/FIO45-C.+Avoid+TOCT
OU+race+conditions+while+accessingtfiles
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factorial g+ & UWRUHA ALE 3506k M2, MHZS BN UHLe 20E Folotdl

QUR| BL0F ot THAOf WM A AR HOHE REE = AC.

—

. #include (stdio.h)

™

int factorial(int 1)

{
[/ ©E ZUS LH6HA| pof FRIRIT} HLCL

4: return i * factorial(i — 1);

w

ol
—

6: int main()

71

8. int num = b;

9: int result = factorial(num);

10 printf("%d! : %d\n", num, result);
11: return O;

12}
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1: #include {stdio.h)

2: int factorial(int 1)

3:
[/MHES A2 A0 of2Het 20| ©HE X712 ALE5HO} Strt.
4: if (i ¢=1N{
5 return 1;
6: 1}
7:  return i * factorial(i — 1);
8:}

9: int main()

10:{

11 int num = b5;

12: int result = factorial(num);

13: printf("%d! : %d\n", num, result);
14:  return O;

15}

Mg 2Eoke Mg HAE/t EMSt=X] Aot s e U0l MUE22 siE =0
N e[EE = A=Al 2felett. MUZ22 MAsE HMLE & A2 H eHHsttt

1:

2: public int factorial(int n) {

3: return n * faCtOrial(n — ’I)‘ ............................................................................... @
4:}

5 -




MHers rUR0A S S56ke 290I0. gEa T2t0IE9| 4=, Oefi|Ho| A=&0|

ZX[ot= B FefolL.

HETCEO o

: public class RecursiveCall {
private int a;

1

2

3

4: public void func(int a) {
5. this.a = a;
6: }

7

8

public void func(String a) {
9:  func(a):
10: }
11:}

27t A= ZRE FIOHA Y0t HE2 GiMl=

3ol OlMQF 20| 22 0|S0] W2t0|E 7t CF
U=l recursive call 0] OFH CHE &0 SE0|22

func(String a)0llA func(int a)& =5t U
QHHGICE

. public class RecursiveCall {
private int a

1

2

3

4. public void func(int a) {
5. this.a = a;
6:

7

8

>
o
-4
Q!
Al
2
3
)
o
[l
ro

}

public void func(String a) {
9:  func(Integer.parselnt(a));
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HMOAHZA0] EXHotH M7t == MHR B2 FfotA| EL.

1: public MenuVO getFirstLeafChildMenu(int menuSeq) {

2:  List{MenuVO) childMenulist = menuMap.get(menuSeq).getChildMenulList();
3: if (CollectionUtils.isEmpty(childMenulList)) {

4:  return menuMap.get(menuSeq);

5.}

6: return getFirstLeafChildMenu(childMenuList.get(0).getMenuSeq());

71
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[1] CWE-674 Uncontrolled Recursion, MITRE,
http://cwe.mitre.org/data/definitions/674.html

[2] CWE-835, Loop with Unreachable Exit Condition ('Infinite Loop’), MITRE,
http://cwe.mitre.org/data/definitions/835.htmll
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HEHOZ X2loll AISAIOA 2t SEE Retol= @FE SHofA| BEES 0|=| F2lE HAKIE

MSot== 2ttt
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Ct. IE0ix|

LS Oidl= 25 HIAX|Of 02 OIS0t LEFY EE SHol0| T2 R F27t REEH=
4<0[Ct

—

try o
rd = new BufferedReader(new FileReader(new File(filename)));
. } catch(IOException e) {
/1 O3 HARIZ A8 FEIH EF
e.printStackTrace();

W N

&
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QHMGIX| 2 A EQ| 0ff JAVA
1: } catch(IOException e) {
[/ LEYMA| 3l S={E AAH HHI 12 Z240| W0|E HSSICt
2:  System.err.print(e.getMessage());

3:}

Of2ff ZEQF 20| 02| O|F0|L @FEFH HEE SHotX| AL F ottt
rHst 9| o JAVA

Ttry {

2: rd = new BufferedReader(new FileReader(new File(filename)));
3: } catch(IOException e) {
// ol2] ZEQL HHE WE R Holsty |4 O 2
4:  logger.error("ERROR-01: I 7| 0f]2]");
5}

CE GiXlE 2F HIAIX0 02| O|S0|Lt @RS FEE S=ot0 Z20d R JE7t &5
C#z=o0|Ct,

rr

try
{
//do something
1
catch (CustomException e)
{

Console.WriteLine(e);

XN ®N 2




//do something
}

catch (CustomException e)

{
_log.Debug(“ERROR-01 : error information”);

© N gk wNn

So| thst 71EE Hx
% Dl M S2 TMOE WRJt Utk |
=]
o

= =0 o — HA
AXIE £ol= Z(D) SHFLF0 ALY 2, RMEE, HO0/E S Rizet HEIt ZolE | Q=X
S1OI5ITY,

1: public static void main(String[] args) {
2: String urlString = args[0];
3 try {

4:  URL url = new URL(urlString);
5. URLConnection cmx =
6

7

8

=
o
=
o
rn
]
3
19
o
A
o

url.openConnection();

cmx.connect();

} catch (Exception e) {
0: e.printStackTrace(): .................................................................................................................. @
10: }
117}
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LF MAIXZ &g, ASA}L & H0|E SO WR 827t 52 4%

HEAEO| o

(%@ page language="java” contentType="text/html; charset=UTF-8" buffer="-
none” %)

(%@page import="egovframework.com.utl.fda.ucc.service.EgovUnitCalcUtil” %)
(%
String sCmd = request.getParameter(‘cmd”) == null ? * : (String)
request.getParam-
eter(cmd”);
double nResult=0.0;
try {
if(IsCmd.equals(*”)) {
0:  EgovUnitCalcUtil egovUnitCalcUtil= new EgovUnitCalcUtil();

A e N

S Qe N

Heras o) of

11:

12:}

130 e

14:}

15} catch(Exception e) {
16: e.printStackTrace();
17}

18:%)




LF HAIXIZ 23, ALEA, &3 HI0|H 59 R =/t RE2 89 FIefol.

QEIAE9| o

JEEN

. BufferedReader br = null;

2 try {

3. br = new BufferedReader(new InputStreamReader(new FilelnputStream(file), “UTF
8");

4. String line = null;

5. while ((line = br.readLine()) '= null) {

6: /-

7.}

8: } catch (IOException e) {

9:  logger.error(e, e);

10: } finally {

1M if (br 1= null) {

120 try |

13: br.close();

14: } catch (IOException e) {
15: logger.error(e, e);

16: 1}

17: '}

18: }
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[1] CWE-209 Information Exposure Through an Error Message, MITRE,
http://cwe.mitre.org/data/definitions/209.html

[2] Do not allow exceptions to expose sensitive information, CERT,
http://www.securecoding.cert.org/confluence/display/java/ERRO1-J.+Do+not+
allowtexceptions+totexposetsensitivetinformation?focusedCommentld
=61702253#comment-61702253

[3] Error Handling, OWASP
https://www.owasp.org/index.php/Error_Handling
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2R 98 MBS O1BI0] N OI=5HR| 942 WEHOR T2 10| SHGHES 8 4 QUL

Lt EQICHZH

QBIF MY £+ Us BE20| Uot HMOES AFESt XA 02l XM2|(C/CHOoA ifet
switch, Java®ll A try-catch §)& St

Ct. IE0ix|

S OlHlE try 220N YMote 23S KR catch)ot! UX|TH 11 QF0]| CiaHA OFF XXIE
ot1! QUX| USS EHELE OFF ERX|7t 9le0Z T2 0| A& Mlie|7| R0 Z2 oA
O UO0| YUHG=X| ME] & 2 oA =Lt

1: protected Element createContent(WebSession s) {

2 ......

3 try {

4 username = s.getParser().getRawParameter(USERNAME);

5 password = s.getParser().getRawParameter(PASSWORD);

6: if (I"webgoat".equals(username) || Ipassword.equals("webgoat")) {
7 s.setMessage("Invalid username and password entered.");

8 return (makelogin(s));

9 }

10: } catch (NullPointerException e) {

//2% n2}o|E{6i PASSWORDZ} ZXH5IX| 242 Z< Null Pointer Exception0] 28511 3%
230 LSt tHS0| EXSHX| ot 2150] E N2 X2
11}
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0l2IE EAKcatch)gt &, Z+2t9| 0|2 AFaH(Exception)Of| CHot0] Z&SHH| X2|5HO0F St

otk 3E9] 0ff JAVA

1: protected Element createContent(WebSession s) {
2: ......
30 try |
4: username = s.getParser().getRawParameter(USERNAME);
5: password = s.getParser().getRawParameter(PASSWORD);
6: if (I"'webgoat".equals(username) || Ipassword.equals("webgoat")) {
7 s.setMessage('Invalid username and password entered.");
8: return (makeLogin(s));
9: 1
10: } catch (NullPointerException e) {

//012] Argtol| Chsl XSt XIS $-3lst0{0F St

11: s.setMessage(e.getMessage());
12: return (makelLogin(s));
13}

T try {

2:  InvokeMtd();

3. } catch (CustomException e) {
4: //oQ] HEo| st S 2y

T try {
2:  InvokeMtd();




3: } catch (CustomException e) {

//012] &oi CHall XSt XIS
4: logger.Debug(‘log message”);
5}

ror

T5I0{0F BILCt

QIFt I EQ| 0f C#

LEIt YL & A= FE HolH HRANE +HME
o

CH2ol Oidl= try ES0IM Ldlish=
ofal UA| BACH MetM Z2I0R0[ Al HAlEY| 20 Z22-0M 0
&+ g E

. private Connection conn;

String CONNECT_STRING = url + 7 +

1

2

3

4

5. try {
6

7: InitialContext ctx = new InitialContext();
8

9:  conn = datasource.getConnection();

10: } catch (SQLException e) {

11: // catch 20| HH{UAS

12: } catch (NamingException e) {

13: // catch 20| HH{UAS

14: }

15: return conn;

16:}

: public Connection DBConnect(String url, String id, String password) {
id + 7

DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);

Al =

Jtor

2lotal MOZL = 02| Xelot= FE

RFE RA(catch)dt! AXITH 1T 2F0f THHM OFF £XIE

20| A=A Mo

+ password;
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[1] CWE-390 Detection of Error Condition Without Action, MITRE,
http://cwe.mitre.org/data/definitions/390.html

[2] Do not suppress or ignore checked exceptions, CERT,
http://www.securecoding.cert.org/confluence/display/java/ERROO-J.+Do+not+

suppress+or+ignore+checked+exceptions




3. BXASH 2] Az

—_

7l MR
D203 + S0 22| Z0at0f tieh M=ot M| E= M=ol ter 215 MEH HA
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Ct. IE0ix|

O
o0E

CHS OfRL= try SO0 ChSH 097t Shst 4 QISOIE 2751 QIS ME55HA| 21
95t 02l Z2HA0! Exception2 ALRS10] 0121 R2I51T UL

sty {
reader = new BufferedReader(new InputStreamReader(url.openStream()));

SimpleDateFormat format = new SimpleDateFormat("MM/DD/YY");

Date date = format.parse(line);

[/OIRIMEIE M23H &+ AS0 = FHLISHA ALZ310] 0)71X] 42 EXI7F Uy & &= Ur.
7. } catch (Exception e) {

1
2
3
4: String line = reader.readLine();
5
6

8.  System.err.printin("Exception : " + e.getMessage());
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o 7hstt Ol2IE Mkl g Jtset A0 Tt oIS X2fotd UL

1
2
3:  reader = new BufferedReader(new InputStreamReader(url.openStream()));
4:  String line = reader.readLine();
5:  SimpleDateFormat format = new SimpleDateFormat("MM/DD/YY");
6: Date date = format.parse(line);
[/ 2 = A= 279 ZF0t &M0N SHEIM o2 X2 St
7: '} catch (MalformedURLException e) {
8:  System.err.printin("MalformedURLException : " + e.getMessage());
9: } catch (IOException e) {
10:  System.err.printin("lOException : " + e.getMessage());
11: } catch (ParseException e) {

12 System.err.printin("ParseException : " + e.getMessage());
13: }

S OIMl= try SS0IA] ChASH o7t LSt &~ QIZ0 = =716t MQAE MESISHK| 211 &
Q5t 0|2 S2HAQI ExceptionS AFRSIH 02/ X

10 try {

2: InvokeMtd();

[/CIAX2IE MiZ2st & + AS0T BHLASHA AHZSI0] 0l7[X] 42 2H|7t WA g = ULk
3: } catch (Exception e) {

4:}




1 try {

2: InvokeMtd();

[/ g = U= R0 ZFL &M FEIM 02| 2| St}
3: } catch (IOException e) {
logger.Debug(“IOException log here”);

. } catch (SQLException e){
logger.Debug(“SQLException log here”);

N o a R

g £= WA ioto] HHerals ARSI 0QIS EHA7|E (@) AR XS

1: public void readFromFile(String fileName) {

20 try {

3.

4: File myFile = new File(fileName);

5: FileReader fr = new FileReader(myFile);

0.

7: } Catch(Exception GX){} ...................................................................................................... ©)
8.}
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[1] CWE-754 Improper Check for Unusual or Exceptional Conditions, MITRE
http://cwe.mitre.org/data/definitions/754.htm|

[2] Do not complete abruptly from a finally block, CERT,
http://www.securecoding.cert.org/confluence/display/java/ERRO4~J.+Do+not+
completetabruptly+from+atfinally+block

[3] Exception Handling in Spring MVC, Spring,

http://spring.io/blog/2013/11/01/exception—handling-in-spring-mvc




|H5XE | AERRF

Efg) Het QF, A0 22| 5)2f FXHe et S Z0| WAL e 4+ U= FELF 2 Qs

[

L}, oty

i

0

| 8 %= A= AT (Reference)= EESH7| T 2 UAXIS HAGH QTG ZLOIT AL
cth.

o

Ct. 20

L5l XIS HL objZt null0|1, elt7t null0] Ot AL E(Null) ZQIE| HEZAT} LB,

: public static int cardinality (Object obj, final Collection col) {
int count = 0;
if (col == null) {

return count;
1
lterator it = col.iterator();
while (it.hasNext()) {
Object elt = it.next();

© N wN R
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//obj7} nullo| 12 elt7} nullo] OFY ZH<L, Null.equals 7} £|0] L(Null) ZQIE| SIEX I} WS,
9: if (null == obj && null == elt) || obj.equals(elt)) {
10: count++;
1. }
12: '}
13:  return count;
14: }

objZt nullIX| HAF = FZ&5H0F Bt

—

2Pt IL9| off JAVA

: public static int cardinality (Object obj, final Collection col) {
©int count = 0

if (col == null) {

return count;

Iterator it = col.iterator();

while (it.hasNext()) {

Object elt = it.next();

//obj7t nullo] OPd HL0)2t obj.equalS ASHSITE,

9: if ((null == obj && null == elt) || (nhull = obj && obj.equals(elt))) {
10: count++;

1M}

12: 1}

13 return count;

1
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3

4:
5.}
6:

7
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QIH5HX| 942 FE2| 6 JAVA

1: String url = reuqgest.getParamter("url");
2: [/url o nullo] S0{2H 'A(Null) ZIE| HEIZT} HAHSICE,
3:if (url.equals(™))




nUllZ 7K 4 Gl B HA2 AISE AHIO £40IL HAES AIBSHS 2P null HAS 43

ofal Atgettt.

1: String url = reugest.getParamter("url");
2. //nuliZtg 71X HE HLE AT E2, null ZAME 8511 ALZStTY.

3:if (url 1= null || url.equals(™) )

CH2 OXS] B Request ZF0IA QeuryStringS AEot0 urlQ] If2t0[E & namel oiiHoh=
2 7t ZE0|Tt. urlel mto| 0| nameO| 2™ QueryString[‘name”]2 nullg 2|H

FAl 2|20, username null 242 7HKIA =10 E(Null) QI HRART}E SRS

ol

1: protected void Page_Load(object sender, EventArgs e) {
2. // url TR2IO]E{0 nameO] 2™ username null 2t2 7HX|A| ELC}.
3: string username = Request.QueryString[“name”];
4: [/ null 248 7tX|E= usernameS EZ510{ Y(Null) ZOIE| HEET} LHMSICE,
5: if (username.Length ) 20) {
6:  // length error
7.}
8:}
nullE 7t == U= &R HpE Aol AF 29 £80|L HAES AM&Eots B2 null ZAE =Y

otal Atgettt.

protected void Page_Load(object sender, EventArgs e) {
// url I2}0[E{0] name 0] L2H username null Zt2 7HXIA| =L},
string username = Request.QueryString[‘name’];
// null 22 7IXl= usernameS &X3}7| 0|l null ZAE SHSIEE QHMSICE.
if ( username != null && username ) 20) {
// length error
1
}

©NDARE N2
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1: void NullPointerDereference(int count) {

// IntegerAddressReturn()0] 02 return 5t p= null 22 7HX|A| EICt,
2. int *p = IntegerAddressReturn();

// null 22 7HXI= p 242 HX510{ D(Null) ZLQIE| HEIZXT| L AlSHT

3: *p = count;

4:}

Ot C Z=e= null a2 7HE = U= pS HZ6H| F null ZALS TIYetE 2 QHESIT.

1: void NullPointerDereference(int count) {

// IntegerAddressReturn()0| 02 return otH p= null S 7HKA =L}
2. int *p = IntegerAddressReturn();

/[ BESIZ|TO| null ZBAIE +8I5tE=2 QNI

3. If(p 1= 0) *p = count;

HEIE A7 S(Null) 20l 2 4= UKl 242l

=

- =2 AN
AM2lE B e Eo =z IS E(Null) MZE otAl 2 32 Flst Aoz I fé._ (@)

g
_lT‘_
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public void () {

String cmd = System.getProperty(‘cmd”);
/1 emd?t E(nul)QIX] HMASHA| UL

cmd = cmd.trim();

System.out.println(cmd); ......................................................................................................... @

Nk N2




X (R) 2(Null) 20l € 7Hs¥2 32 71722 &0l

- 271301 E(Null2 & 22 2(Nul)ol 2 + UAS
=3

=
- M910] © 3 HHIL Y=

OF b=l I:I(NU”)Ol =] J\ ol
o o s HAI_ = = MO
- S(Null@! ZH2 HE HZES stAL/E(NulRl Aol HAE SES o 42 2N w2
2(Nullol & + U
- 2AE & "E(Nul)ol 2 = A=(Nullable)” AHMS2| A4t 21t g2 E(Nul)ol 2 = US
S B(NUI)R £718H 3t 5 22 TSR Roks 2200 oY #42 HEsH E(Nul) ZOIE
T} It
TS OfFI= 1A 210101K (Null)2 2712+ 3t 0|Z0f 1441M) 241014 'Z(NUIDZLR! vimrs 22
RO ULk 0 B X2 SO0 o) 2717+ 0|20KIPA H(NUIDZ £7[348) #147} 27|}
7:

ArrayList grid =null ;

1. public Hashtable deleteAll(Connection con, GenericModel model) throws Exception {
2: Hashtable{String, Object) m = new Hashtable{(String, Object)();

3. VMResultSet vmrs = null;

4. int rValue = 0;

5 try {

6:

7. -

8:

con.commit();

9: con.setAutoCommit(true);

10:if(rValue ) 0) {

11:vmrs = dao.listGoodKnowQuestion(con, model);
12:vmrs.setMessage(UtiMsg.getInstance().getMsg(“SUC003"));

13:} else {
14:vmrs.setMessage(UtilMsg.getinstance().getMsg(“ERR000));
15}

16:m.put(“result”, vmrs); 17: } catch (Exception e) { 18: -
19:} finally {

20:--,

21}

22:return m;

23}
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CIE ROZ X YMist= A= database®l Connection, Statement 52| At2S Al
HA[oh= 2H80IA SHE RF0] E(Null) QIX| ZHISHR| 4= Z<0|Ct.

r

on

% |
-

LS9l KM E 4R 210N StatementS D(Nul)2 Z7|3totd QU0 85EHMY 2HIN|A
0|27} 2HA85HH 108 24219] Statement?l 242 CHYIGHK| 25t 2019 finally 222 275t
255 2f010] ME|HA 2(Null) 24S =S =Ch

1: private static void makeList() {
2. Connection con = null;
3: StringBuffer sgl = new StringBuffer();
4 PreparedStatement statement = null;
5: ResultSet rs = null;
6 list.clear();

7 try {

8: con = GenericDAO.getDataSource().getConnection();
9 ...... .
10:  statement = con.prepareStatement(sql.toString());

11:  rs = statement.executeQuery();

12: while (rs.next()) {

13: String authGrp = rs.getString("AUTHORITY_GROUP”);
14: e .

15: '}

16: '} catch (Exception e) {

17: if (verbose) {

18 e .

19: 1}

20: '} finally {

210 try {

22: rs.close();

23. '} catch (Exception el) {}
24: try {

25: statement.close();

26: '} catch (Exception el) {}
27: if (con = null) {




FETAEY of
28 try {
29: con.close();
30: } catch (SQLException e) {
31: e.printStackTrace();
32: }
33}
34:}
35:}

enter2br()0lA dataZt E(Nul) Z< Z(Null)2 2|&i5t7| 20 strContentZt 2(Null) 2tS
7t THs40] ST w2t 58 2tRIof A Z(Null) Pointer S&ZETH Mg 4 Q7| TR0
_|7'5|or5|.|_'_|-;_| nrxﬁ%H_‘,f_

= - O L=

HEFAC O] 0f

oo

1: [program_view.jsp]

2 .

3: String strContent = UTIL.enter2br((String)hsROW.get(“content”));

4: String linkPage= “;

5: if (IstrContent.equals(*")) {

6: linkPage = strContent.replaceAll(*AME7|", “(img src=’ N

7 - E
i

1: [Util javal F;nf

2: public static String enter2br(String data) { E

3: if(data == null) 5

4: return null; %

5: StringTokenizer st = new StringTokenizer(data, “\n”);

6 -

7}
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10 10 0f ( strlength() == 0 || str == null )

&h 0l MA A I (Null)E 2|8 dIX
S (Null) ZZ0|E HFZ7} LUMGHK| o4
79 #H HI{LOtOf ST, 32| 2[E Ziof|

Interface Iteration2 E(Null)g 2|H
|
(o]

1: String Tokenizer st = new String Tokenizer(info_url,”?”);
2. int sti=0;

3: while (st.hasMoreTokens()) {

4 if(sti==0)

5. jsonUrl=st.nextToken();

6 if(sti==1)

7:  jsparam=st.nextToken();

8. stitt

9:}

10:String [] jsonParams = jsparam.split(‘&”);

11:jsparam="";

12:for (int i=0;i{jsonParams.length;i++) {

13: jsparam=jsparam+jsonParams][i].split(*=")[0]+": “+jsonParams][i].split(“=")[1]+"""
14: if(il=jsonParams.length-1)jsparam=jsparam+",”;

15:}

try ~ catch 20|Af throwE St= 49 catch H 0|2 = HYEX| 2522 A(Null) LI H&EIt
HIMEIX| QH=L},




CH29| Ol MM System.out.printin(“After Throw 17);2 AMSHE|X| OH=C}.

QETEO o

1: public static void testFunction(String dateStr1) throws Exception {
2: SimpleDateFormat sdf = new SimpleDateFormat(“yyyyMMdd”,Locale.getDefault());
3. Date datel = null;

40 try {

5. datel = sdf.parse(dateStr1);

6: } catch (ParseException e) {

7:  System.err.printin(“Inner Function”);

8. e.printStackTrace();

9:  thrownew Exception(e);

100}

11: System.out.printin(“After Throw 17);

12: int days1 = (int)((date1.getTime()/100000)/24);

13: System.out.printin(“After Throw 27);

14: 1}

CH29l GIMIOIA intdays1 = (int)((date1.getTime()/100000)/24);0A data10] E(Nul)¥ ZHL,
= (Null) ZQIE| SEE7} UMt Chg HAZ TH(X| 22 ECh 02(8t 0|RZ intdays2 = (int)
((date1.getTime()/100000)/24); 22 HE|X| 220 D(Null)S FZESHK| LA Hof.

QEITEO o

1:SimpleDateFormat sdf = new SimpleDateFormat(“yyyyMMdd”,Locale.getDefault();
2:Date datel = null;

3itry {

4:date1 = sdf.parse(dateStr1);

5:} catch (ParseException e) {
6:System.err.printin(“Inner Function”);
7:e.printStackTrace();

8}

9:  System.out.printin(“After Throw 17);
10:intdays1 =
(int)((date1.getTime()/100000)/24);

11: intdays2

= (int)((date1.getTime()/100000)/24); 12:
System.out.printin(*After Throw 27);
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1:if (@ == null || a.length() == 0) {
2: /] XME[Btt.
3}

CH29| OIM|0 A= catch HOIOIA return ot QOS2 01|27} LAGIO] fOf] 2+ EX| R5tH2tE
f.writeO= HE|X| =Lt

QEIACO| ¢

1:  FileOutputStream f = null;

20 try {

3:  f = new FileOutputStream(“toctou”);

4: fwrite();

5: } catch (FileNotFoundException e) {

6: // TODO Auto-generated catch block

7:  e.printStackTrace();

8:}

CH=2l O MoIM = JSP WS ZAMIE &ASHD QUL 0] Z20= S(Null) ZQIE AEEIH LYK
er=LCt

QEAEo| o

1: td align="center” colspan="2")input type="button’ value="CIA|Z21QV
onclick="loca—

tion.href="${pageContext.request.contextPath}/utl/sec/certLogin.do’” ){/td)
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1. Integer.parselnt(stringValue):

Ctgat 20] Data Flow 0] O e gi0iA I2I0E7HE(NUlDY BRE FIOfGHA| p2 ez
A

ottt ol &2 22 I E(Nul) MIZE St=5 oH{0f SiCt.

N —

© N g AW

10:
11:
12:
13:
14:
15!
16:
17:
18:
191}

QEITCEO o

public SmsConnection sendRequsest(SmsConnection smsConn) throws
Exception
// SMS ™& @
SmsSender sender = null;
SmsConnection result = null;
try {
sender = new SmsSender(smeConfigPath);
sender.open();
result = sendRequsest(smsConn, sender);
} finally {
if (sender I= null) {
sender.close();
}
1
}
smsConn.setResult(result.getResult();
smsConn.setResultMessage(result.getResultMessage());
return smsConn;
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JRE 7|2 TH7|X| SHAQ| WAt HL, S(Nul) S Bk & & AT HAZ0f UX| L2382

(Nully2 2|& BtCi THAGER| QH=Ch.

10 if(infoList == null) infolList = new ArrayList();

2: for(int i=0; containers 1= null & i { containers.length; i++) {

3: hm = new HashMap();

4: for(int j=0; j ¢ paramRecvData.length; j++) {

5. hm.put(paramRecvDatalj], containers|i].getField(paramRecvDatalj]).getValueAs—
String();

6: }

7: infoList.add(hm):

8 }

Of. 1X=
[1] CWE-476 NULL Pointer Dereference, MITRE,
http://cwe.mitre.org/data/definitions/476.html

[2] Do not dereference null pointers, CERT,
http://www.securecoding.cert.org/confluence/display/c/EXP34-C.+Do+not+der

eference+null+pointers

[3] Null Dereference, OWASP,

https://www.owasp.org/index.php/Null_Dereference




2. BXASE X2 sHA|

—_

7L 1L

D270 XY, o2 SH Fa MACJAIZE|(Open File Descriptor), & MHZ2|(Heap
Memory), £27(Socket) S2 Fotet AHHO|CE. 0|2{st XtEg LYRI0F AFES £, O 0|4 ArEStX|

M 0= HEo| 2teotoiofr sh=dl, Z20™ @F L= of=2 ME0| 2 AHES BHEolX|

AHFHE 2S010] Akge LHE0= BIEA] AHES oMok Bttt

Ct. IE0fH|

try7E W M2 & LR/ LY FR, close(UMETE HAL|X| 20 ALZSH AHHO| Bt |

. InputStream in = null;
. OutputStream out = null;
try {
in = new FilelnputStream(inputFile);

FileCopyUltils.copy(fis, os);
[/XbeddtEr Ast Mo @77} WAlst A X+
SiCt.

1
2
3
4
5. out = new FileOutputStream(outputFile);
6
7
8

=
re
riot
mn
=]
52
o
=
ok
o
rin
o
rin
P
rdo
o
re
riot
%
=

9: in.close();

10:  out.close();

11:} catch (IOException e) {
12 logger.error(e);

131}
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O elefao] Yol e/t S22 M, 029 LY 6 0| e HAE= finally SZ0|A

1: InputStream in = null;

2. OutputStream out = null;

3 try {

4: in = new FilelnputStream(inputFile);

5:  out = new FileOutputStream(outputFile);

6: ..

7:  FileCopyUtils.copy(fis, 0s);

8: } catch (IOException e) {

9: logger.error(e);

10: //8% $3El= finally 220N Y2 RE X0 toll 2H2t nullBAIE 8 £ oQ%2|E
5101 XS SiHISI0{0F StCt.

11: } finally {

12: if (in = null) {

130 try {

14. in.close();

15:  } catch (IOException e) {

16: logger.error(e);

17 1}

18: '}

19: if (out != null) {

20: try {

21: out.close();

22. '} catch (IOException e) {

23: logger.error(e);

24: '}

25: '}
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MAAEZO[ A= X| = C# 2= G F|O[CH.

QHSIX| 42 A EQ| of C#
1: public void FileStreamTest()
2: 4
3: // fsSource0i| X}20| EHEUOLL SHHIZIX] QELICE
4. FileStream fsSource = new FileStream(pathSource, FileMode.Open, FileAccess.Read);

ol

byte[] bytes = new bytelfsSource.Lengthl;
6: int numBytesToRead = (int)fsSource.Length;
7. int numBytesRead = 0;

8: while(hnumBytesToRead ) 0)

9: {

10: int n = fsSource.Read(bytes, numBytesRead, numBytesToRead);
11: if(n==0) break;

12: numBytesToRead += n;

13: numBytesToRead —= n

14: }

15:  using(FileStream fsNew = new FileStream(pathNew, FileMode.Create,
FileAccess.Write)) { /* OK */

16:  fsNew.Write(bytes, 0, numBytesToRead);

17: 1}

18:}
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QtMSt AEQ| Off C#

1: public void FileStreamTest()
2.1
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//using 1222 XIS EE5IH 20| ELt= XIHM XIS22 X120
SHAIELICE

3: using(FileStream fsSource = new FileStream(pathSource, FileMode.Open,
FileAccess.Read)){

byte[] bytes = new byte[fsSource.Length];
5: int numBytesToRead = (int)fsSource.Length;

6: int numBytesRead = 0;

7:  while(humBytesToRead ) 0)

8

9: int n = fsSource.Read(bytes, numBytesRead, numBytesToRead);
10: if(n==0)

11: break;

12: numBytesToRead += n;

13: numBytesToRead -= n;

14: '}

15: '}

16: using(FileStream fsNew = new FileStream(pathNew, FileMode.Create,
FileAccess.Write)) { /* OK */

17:  fsNew.Write(bytes, 0, numBytesToRead);

18. }

19}

tef C e MES A S0 2771 SIS W At 57 TSI,

1: void ImproperResourceRelease(char* filename) {
2: char buf[BUF_SIZE];
3: FILE *f = fopen(filename, “r’);




QHMSIX| 242 FE9| 6 C
4: if(IcheckSomething()) {
5. printf(*Something is wrong”);
6.  return;
70}
8: // checkSomethingOilA] falseE Ytglols 4L, MY HS2E S5 &
[re={B[u 4
9: fclose(f);
103}

QBT UM MBOINE BAHORD MY WSS SRGES 47

—

rot
=

OtMst AEo| o] C#
1: void ImproperResourceRelease(char* filename) {
2: char buf[BUF_SIZE];
3: FILE *f = fopen(filename, “r");
4. if(lcheckSomething() {
5. printf(*Something is wrong”);
6:  // checkSomthingOllA falseE Ytetolc MY HS2E SHolTE 3
7. fclose(f);
8. return;
9}
10: fclose(f);
11}
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ot ZITHYH

AE@MY7 ISR, 2], AZ0)0] MA=T, MOE AH-3H0| Y E ER oA ==A &elstt.
EHAE HOZ, tex=z 52 27| SO Effﬂf 2= 5&(control flow)S HEoHH Aol
OIRE M=aH0F ottt STE AHHO| ofMlE J? QHHotttl THotl A0 shM=IA| g =717t

try {
Class.forName(“com.mysql.jdbc.Driver’);
conn = DriverManager.getConnection(url);

} catch (ClassNotFoundException e) {
conn.rollback();

} finally {

if(conn = null) conn.close();

= © X N @2 N2

Oed 22 OlFl= rs.close(), pstmt.close() & At aliA|7} try catch 2QH0A] &l 0|2 0{X| 1
I}, O] B2 rs.close()20iA 027} WdotH pstmt.close() 0I5t2] At siA= 0|2 X|X]|

HOOZ NHHRS0| HOHL.

try {

String sqlSelect = “SELECT USER_ID, PWD FROM USER”

String sqglUpdate = “UPDATE USER SET PASSWD = ? WHERE USER_ID =
Class.forName(“oracle.jdbc.driver.OracleDriver”);

ARSI N

conn =
DriverManager.getConnection(“jdbc:oracle:thin:@192.168.1.1:1521:db”, “aaa”, “AAA”);
pstmt = conn.prepareStatement(sqglSelect);
pstmtl = conn.prepareStatement(sglUpdate);

= pstmt.executeQuery();
while( rs.next()) {
0:  System.out.printin(“#HHHHHHHHHHHHHHHHHH: user id 1 * +

S L XN




HEIA= o

rs.getString(“US- ER_ID"));
11: pstmt1.setString(1, CryptUtils.encrypt(rs.getString(“PWD")));
12: pstmt1.setString(2, rs.getString(“USER_ID"));
13:  pstmtl.executeUpdate();
14:  pstmtl.clearParameters();
15: System.out.printin(“##### R 01 0 ),
16: }
17:  conn.commit();
18:} catch(Exception e) {
19:  e.printStackTrace();
20: try {
21:  conn.rollback();
22: '} catch(Exception ex) {}
23:} finally {
24: try {
25:  rs.close();
26:  pstmt.close();
27:  pstmtl.close();
28:  conn.close();
29: } catch(Exception e) { }
30: }

CHS 2l G2t Z0] finally HO|A connectionS close oiF11 QOO 2 X0 EX XSt HhEH0|

O|FH{X|X| S4=Ht

QEITAES o
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Dtry {

String sqlSelect = “SELECT USER_ID, PWD FROM USER’

String sqlUpdate = “UPDATE USER SET PASSWD = ? WHERE USER_ID = ?
Class.forName(“oracle.jdbc.driver.OracleDriver”);

ARSI S

conn =
DriverManager.getConnection(“jdbc:oracle:thin:@192.168.1.1:1521:db”,
“aaa”, “AAA’);
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pstmt = conn.prepareStatement(sqglSelect);

pstmtl = conn.prepareStatement(sglUpdate);

rs = pstmt.executeQuery();

while( rs.next()) {

0: System.out.printin(“## A user_id ¢ © + rs.getString(*US
ER_ID"));

11: pstmt1.setString(1, CryptUtils.encrypt(rs.getString(“PWD")));

12: pstmt1.setString(2, rs.getString("USER_ID"));

13: pstmt1.executeUpdate();

14: pstmt1.clearParameters();

15: System.out.printin(“####H - 01 0 %),

16: }

17:  conn.commit();

18:} catch(Exception e) {

19:  e.printStackTrace();

20: try {

21:  conn.rollback();

22: } catch (Exception ex) { }

23:} finally {

24: try {

25: rs.close();

26: } catch (Exception e) { }

27: try {

28: pstmt.close();

29: } catch(Exception e) { }

30: try {

31: pstmt1.close();

32: } catch (Exception e) { }

33: try {

34: conn.close();

35: } catch (Exception e) { }

36}

S L e Ne




9] 2{310] XIS 2IEAGH= Z0I= XIS HH= A4S 553 ZoIN HYSD2 HofoHx|

1: public class DBULMil {

2: public static Connection getConnection() {

3. Connection conn = null;

4 try {

5: Class.forName(“oracle.jdbc.driver.OracleDriver”);
6 conn = DriverManager.getConnection(DblInfo.url,Dbinfo.id, Dblnfo.password);
7: '} catch (SQLException e) {

8 // TODO Auto-generated catch block

9: e.printStackTrace();

10: } catch (ClassNotFoundException e) {

11: // TODO Auto-generated catch block

12 e.printStackTrace();

13: 1}

14: return conn;
15: }

16:}

o, EIXtE

[1] CWE-404 Improper Resource Shutdown or Release, MITRE,
http://cwe.mitre.org/data/definitions/404.html

[2] Release resources when they are no longer needed, CERT,
http://www.securecoding.cert.org/confluence/display/java/FIO04-J.+Release+r
esources+when+they+are+no+longer+needed

[3] Unreleased Resource, OWASP,
https://www.owasp.org/index.php/Unreleased_Resource
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COOI0IM SX HlR2| B2l Bot FNS UK HEXEl TRI Zsto| |910/C), ShHst
HR2lE HROH HE OIAR| 23t 3 EE BES HaoP Hof A=aHX Y2 ZAT} WS
A,

Lt EQHHY

SXo2 HYH K22IS HHE 5 1 HD2AS FXGHD U TIES HE IO @ HE,
SN0 ISR SO AIZ5I0] SHHIE HlR2i0] HISHES shie QHact E3t, K22
i %, ZOIE{D HINIZES MBI CH2 SEs 2kg XNoIR otk e A= My
%S 4 Ytk

Ct. 20|

C1S O S 4 ol WSE S5 HSGR 61 & LAl NBSHL U 01 3P O
25t 910/0| T2 0| S| HUAHS KU 4+ ULk

int main(int arge, const char *argv[]) {
char *temp;
temp = (char *)malloc(BUFFER_SIZE);
free(temp);
//6HHIBt XS ALBsta QU0 o=5tX| 242 A7t
stmcepy(temp, argv[1], BUFFER_SIZE-1);

2sHA =Lt

1
2:
3:
4:
b
6:
7:
8:




LS CilA2 20| HIZ22|E aiot/| Mol 2Eet HE2E AEdts XS 3ot 2E5H2=2

H=2elS SRS

OHMSH AEQ| 0 C
1 int main(int argc,const char *argv(]) {
2. char *temp;
3:  temp = (char *)malloc(BUFFER_SIZE);
4o e
5. //EYE X8 2SXOZ At8sty sHiH|ste{0F Fict.
6: stmcpy(temp,argv[1], BUFFER_SIZE-1);
7:  free(temp);
8:}
022 okl & A8zt HEE HFGEK| 242 ZE9| 0f0|Ct T2 M0 EAECE 38 2T E

= i
uﬂaﬂ% Bxdte Eﬂasar M4 14 data_typeS AFBSICH. 21 data_typedt0] val_114
ACHR, 5 B Z2Z01A 015 SHT| X7+ LBict,

in
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tn

char *data;

int data_type

if (data_type==val_1) { free(data); }

// 010] SHiK|E X3S O|F oMot 2HI7t L dstCt,
if (data_type==val_2) { free(data); }

2B B T

EIS SiAI3H S0 NULLZIOZ MHE0o=0 SUsH i@ al Stetof Tl Bhot
HISHEE 5101 0/ S| SRIS WIS,

QrHSt AEQ| 0f C

1: char *data;
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2. int data_type

3: if (data_type==val_1) {

4:  free(data);

5 // HE2|E siH|st S SHab EOIE{0| NULLS &Yol0] 01F SHH|otCi2te FAIZ|A Stct.
6 data = NULL;

7

I

8 e
9: if (data_type==val_2) {

10: free(data);

11: /[ H22|E siHgt £ St ZIQIE|0 NULLE &Yol0] 0|F sHM[SIC2te FAIE|AH| STt
12: data = NULL;

13:}

AATAE O 2oLt D0 £2 MHHE MEots ZES AFZot=Al lstht. 0] I, S
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O Gild= 29 HZ2lS Mt = TAl Mdot= OiMZ, 218 2fIoA k= if20M
messageBody0i| ST HZ2IS SHAISIRARIZY, 32t SfRI0M THA| oy H4-0f ot AC8 =,
HOIOFHO| EXfol= FE=2tal HHBITE Lot ALZ0| 2tz & Ha= BEA| S(Null) 2122 =7|3t

SiFEE sict

1: #define FAIL O

2: #define SUCCESS 1

3: #define ERROR -1

4: #define MAX_MESSAGE_SIZE 32




HEIA= o

5:

6: int processMessage(char **message)

7.9

8. int result = SUCCESS;

9: int length = getMessagelength(message[0]);

10: char *messageBody;

11:

12: if ((length ) 0) && (length { MAX_MESSAGE_SIZE))
130 {

14:  messageBody = (char*)malloc(length*sizeof(char));
156:  messageBody = &message[1][0];

16:  int success = processMessageBody(messageBody);

17:
18: if (success == ERROR)
19: |

20: result = ERROR;

21:  free(messageBody);

22: '}

23}

24: else

25: {

26: printf(“Unable to process message; invalid message length”);

27: result = FAIL; %

28: } 4
e

29: g

30: if (result == ERROR) EE

31: { ﬁ

32: logError(“Error processing message”, messageBody); %

33}

34: return result;

35}

457



AIEQ0 2RHoR ZIET7H0I=

or. &A=

[1] CWE-416, Use After Free, MITRE,
http://cwe.mitre.org/data/definitions/416.html

[2] Do not access freed memory, CERT,
http://www.securecoding.cert.org/confluence/display/c/MEM30-C.+Do+not+ac
cess +reed+memory

[3] Using freed memory, OWASP,
https://www.owasp.org/index.php/Using_freed_memory




7t He

C ol0fo] 2 AR HB2|0| MEEE XAM4s MND [ RSO £7|8He/X| o=Ct, 7|8t
X Q2 H142 AIZSPH 2 AL YOI 3US ARBSPH HOi QIZ5HK| 2 ZWS BAsHILL A
25t XS 233 4 At

L}, oty

Z7|HEA| 42 A W22 FHO| Hpes YOUB0I2 Y2ohA tEXI 2 Y2 4~ ALt
AFE2 O 0N AIBEIUE LHES Zelotl AL SHANE Of={et AF-S Ao M= of
MY A Us AL 58 ZTEE 28 + UM 2E HE A8 H0f| HEA| SHIE =7
WS LEY2ZAN Ol2fet ZHIE Ottt

Ct. IEoH|

02 ZE= HMO YXIE Motz Z=2I-0|CH switchZ UM =75 ot s 7310|
=[O ALY, default R20A B xTH Z7|8k6tdl Ha y= 27|=tE X ARALEZ O 7t
=

7| M| SHAPL O] H0f Hots S Mol ==HE MH|A AR AL 7150

}

setCursorPosition(x,y);

10 [/ Z7|%US XIYSHK| U2 42 30l AL 2 = 0| QATSHX| LY.
2. int x, y;

3: switch(position) {

4:  case 0: x = base_position y = base_position beak;

5. case 1. x = base_position + i y = base_position - i break;

6. default: x=1; break;

7

8:
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Or2fel A= switch & case 202 &EX5tH =7|3t 12E switchE 822 JHLH O
IS

2o
HE SHIEA 27|26l B2 oL,

/852 271242 4 XIH510{0}

o

C}.
Dint x=1, y=1;
: switch(position) {
case 0: x = base_position y = base_position beak;

default: x=1; break;
o}

1
2
3
4
5. case 1: x = base_position + i y = base_position - i break;
6
7
8: setCursorPosition(x,y);

ot ZIHUH
H- 0| MU SAO 27|37} O|FUA[=X| 2RIttt C++ A2 20| X HET} 271 %S
HAIX e ER0s YAtz BEQ 27(=t O|F U A[=A| =HQlettt. 0|2 22 20| 0|F0

KX g BR0= 7I2MO= F|Of6IT 1 THSITY

=
’ =
0|18 4% HEx Y99 ¢S 7HEIL). Mt T2 Ol= =7|3tHX| 22 B2 HdotH 42

7t £|B 2 HOFM0| &Xfot=s F =2t XEE 4~ QITY,

tE Gild= C++ ZE=2 EIE_ I BES] 27|27} OIFOAIX| 47| HE0 HEZE S8t
I.

class Foo

{

public:
Foo() {} // default constructor, doesn’t initialize a_
Foo(int a) : a_(a) {} // constructor
int get_a() const {return a_:}

private:

int a_;

b

© X NN




HEIAC | ¢
10:
11:int main(void)
124

13: Foo fool; // calls default
constructor 14:std::cout {{ fool.get_a()
std::endl; 15: return 0O;

16}

op. &It

[1] CWE-457, Use of Uninitialized Variable, MITRE,
http://cwe.mitre.org/data/definitions/457.html

[2] Do not read uninitialized memory, CERT,
http://www.securecoding.cert.org/confluence/display/c/EXP33-C.+Do+not+rea
d+uninitialized+memory

[3] Uninitialized Variable, OWASP,
https://www.owasp.org/index.php/Uninitialized_variable
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5. ¢l2|" 5= gl= HIo|E Q| A=A}

x|@sl(Serialization)= Z2IH0IN S SUAY SHI UAHA HEIS CIZ AH2 ML
3 FaAL QIABIA HEE HIO|E AEZOR BAGHE HYOR, 22| H0jA AHED U=

ZHH|9| HEHS T10HZ =ASI0] WA= AESHALE 2400 Mo Eot. SEIZ2K Deserialization)=
2 SO 2 HiO[H2| TAO[L HIO|E AEZHO=RH X 122 =30t E.
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1;public static void main(String[] args) throws
2:10Exception, GeneralSecurityException, ClassNotFoundException {

3:

4: [/ mapS HEHs} i}

b ObjectinputStream in = new ObjectinputStream(new FilelnputStream("data"));
6: sealedMap = (SealedObject) in.readObject();

7 in.close();

8:

9: [/ HHE FESIL

10:  cipher = Cipher.getinstance("AES");

11 cipher.init(Cipher.DECRYPT_MODE, key);

12:  signedMap = (SignedObject) sealedMap.getObject(cipher);

13:

140 [/ MY AS HM SUX| Al 021E 2|EI5tD, YX| Al map &S H=Lh
15: if (IsignedMap.verify(kp.getPublic(), sig)) {

16: throw new GeneralSecurityException("Map failed verification");
17: }

18: map = (SerializableMap{String, Integer)) signedMap.getObject();

19:}

L MAlE MY s dSot0 HAIK| AHESE LA 5 A= =00,

1:public static void main(String[] args) throws

2:10Exception, GeneralSecurityException, ClassNotFoundException {

3:

4 // mapS Hx|Hs} SiCt

5: ObjectinputStream in = new ObjectinputStream(new FilelnputStream("data”));
6 sealedMap = (SealedObject) in.readObject();
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12}

7: in.close();

8:

9: /] BHE FESICL

10: cipher = Cipher.getinstance("AES");

11: cipher.init(Cipher.DECRYPT MODE, key);

12: signedMap = (SignedObject) sealedMap.getObject(cipher);

13:

14 [/ MEZ A3 YoM EUX| A KIIE 2|Estn, LX]| Al map S HECL

15: if (IsignedMap.verify(kp.getPublic(), sig)) {

16: throw new GeneralSecurityException("Map failed verification");

17: }

18: map = (SerializableMap{String, Integer)) signedMap.getObject();

19}
S OAl= HIOIE tHE S| 2 2 A3 8l0| readObject()2 Y& 3tot0 22|00l ZET}
M 4 U,

1: class DeserializeExample {

2 public static Object deserialize(byte[] buffer)

3 throws |0Exception, ClassNotFoundException {

4: Object ret = null;

5: try (ByteArraylnputStream bais = new ByteArraylnputStream(buffer)) {

6: try (ObjectinputStream ois = new ObjectinputStream(bais)) {

7 ret = ois.readObject();

8: }

9: }

10: return ret;

11: }




0|2 QrMst FEZ Hakel| e = ObjectinputStreame &4 20t WhitelistedObjectInput
Stream XIS 134610 AFESITE WhitelistedObjectInputStream0fiAli= readObject()S &8 Al
resolveClass 2f+5 2506t0{ %ot 2l0|EZAER} H|WGIH 2|AEN gi= HI0/HY 42 GIIE

LAIZIC.

1:public class WhitelistedObjectlnputStream extends ObjectinputStream {

2: public Set(String) whitelist;

3 // WhilelistedObjectinputStream= 44&t [ Sl0|ER|AEE Ql2{dH=C},

4: public WhitelistedObjectinputStream(InputStream inputStream, Set{String) wl)
5: throws |OException {

6: super(inputStream);

7. whitelist = wl;

8: 1

9:

10:@O0verride

11:protected Class(?) resolveClass(ObjectStreamClass cls) throws IOException,
ClassNotFoundException {

12: // ObjectStreamClass2| SHAHO| 3}0|EZ|AEM| Q=X EOISHTE,

13: if (Iwhitelist.contains(cls.getName())) {

14: throw new InvalidClassException("Unexpected serialized class”, cls.getName());
15: 1

16: return super.resolveClass(cls);

17: }

18}

19:

20:@RequestMapping(value = "/upload’, method = RequestMethod.POST)
21:public Student upload(@RequestParam(*file") MultipartFile multipartFile)
throws ClassNotFoundException, |OException {

22: Student student = null;
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23: File targetFile = new File("/temp/" + multipartFile.getOriginalFilename());
24: [/ BXEs M SA 0|52 S10|ER|AE HYSICt

25: Set(String) whitelist = new HashSet(String)(Arrays.asList(

26:  new Stringl] {

27: "Student’

28: b

29 try (InputStream fileStream = multipartFile.getinputStream()) {

30: try (WhitelistedObjectinputStream ois =

31: new WhitelistedObjectInputStream(fileStream, whitelist)) {
32: // SO|ER|AEN Si= A=|Z3} HI0|E2] ZS 0|2 WMA[ZICE
33: student = (Student) ois.readObject();

34: }

35}

36: return student;

37:}

af. FIchys

java.io.ObjectInputStream.readObject()2+ ZH0] ZH 00|

(@), oi'e A3t &0l ASoh= HIOIEZE MEE = U= ALK SRIBTHE).
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1:public class G02 extends HttpServiet {

2 protected void doPost(HttpServietRequest req, HttpServletResponse res) throws
3 ServletException, I0Exception {

4 ObjectlnputStream ois = null;

5: Imagelnformation retimginfo = null;

6

7 try {

8 // HttpServletRequest®| InputStream AFZX UAZH0|CH.

9: ois = new ObjectinputStream(req.getinputStream()); «weeeeeeeeees ®
10: retimglnfo = (Imagelnformation) ois.readObject(); «-=-wreeeeeeeeee: ©)
11: retimglnfo.setimgUrl("SERVERIMGURL");

12: } catch (Exception e) {

13:

14: } finally

15:

16:}

CHS OIAI0IA XMLEncoder@t XMLDecoder= JDKO| Z&tEl HEHEZ | javaBeans Persistence
752 MSot/| Yol XML 2E3E ARSI, Of2f ZELQL 20| 421010 XMLDecoderg AtE
ot AFEXPL MSS HIOIEIE 821210 A readObject()E A&liotHA] HE|BSlot= E2 34X
(@)

20| AE 4 QOO HorsiCk] WASITH

1:private static void byXmlString( String xml ) {

2: XMLDecoder xd = null;

3: try {

4: xd = new XMLDecoder(new ByteArraylnputStream(xml.getBytes()));
b } catch (Exception e) {

6: e.printStackTrace();

7 }

8: Object s2 = xd.readObject();

9: xd.close();

10: }
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AEEQY0 HOFE TIET7I0IE &

L3 Mz M/t £ ZES 20 2240[UEVH HI0|EE 22 M7HK| 7|HEEVT CIOHE ZoH
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1:conn,addr = self.receiver_socket.accept()
2:data = conn.recv(1024)
3:ireturn Pickle.loads(data)

L Ol= HMACS AtEotK C0|E FZ2dS AS0IEE F{2fohA| pital THgsttt.

- SCl0|HE IE

1:pickled_data = pickle.dumps(data)

2:digest = hmac.new('shared-key', pickled_data, hashlib.sha1).hexdigest()
3:header = '%s' % (digest)

4:conn.send(header + ' ' + pickled_data)

- MY 3E

QEACo| o

1:conn,addr = self.receiver_socket.accept()

2:data = conn.recv(1024)

3:recvd_digest, pickled_data = data.split(' )

4:new_digest = hmac.new('shared-key', pickled_data, hashlib.sha1).hexdigest()
5:if recvd_digest != new_digest:

6:print 'Integrity check failed'

7:else:

8:unpickled_data = pickle.loads(pickled_data)

o #DXE

@ CWE-918: Server-Side Request Forgery (SSRF), MITRE,
https://cwe.mitre.org/data/definitions/918.html

® Server Side Request Forgery, OWASP,
https://owasp.org/www-community/attacks/Server_Side_Request_Forgery




| H6Z | Hast
S22 HOH E= V|sds 2520 dasloil 2X MSY2ZM Hdols EAfFH2=
FECE, HotEH SOl 2dE + U

—_—

22 Mof efetHoje YHE =

7L 1L

LIS AYE 2HA0M= AZE(Singleton)!?) 2| ZEO| ZA™ZEZ4(Race Condition) 2Ai&t 2~ QIC}
mEtM, ChE A E 2t401 Javall MEH(Servilet) S0ME YEE MYots WAL I
2L S o0, M= CHE MM0|M CI0|E1E SR3HK| 2= SHOf STt

L}, oty

Y2 E HES AE0t= 4R, B EI(Scope)dll F2IE 7|80{0F BiTt. £5| JavallM= HttpServ
~let S2HA0] otZHA0A BH BES MUK == otl, B E? A HS 200

Atgsttt.

o

Ct. IE0fH|

JSP MAL0| MAASH 4= i JSPO| HZots BE AFSX0IA 3R ECE. B SETH AFZXL
257| MOl CHE ALSALS] S 20| il =3, Flo 3=t AR A 40|

KA HE=A EL.

1: (%@page import="javax.xml.namespace.*'%)
2: {%@page import="gov.mogaha.ntis.web.frs.gis.cmm.util.*" %)
3 (%

17

~

AZE IiE : 5L T2 7 LHU|IA] SHt2] QIAEADES MAMBHOF2t Sh= THE. Connection Pool, Thread Poolx}t 2 *OI Pool
FEi= He|E= SAHAL| Z Z=7H L0 Holte] QARIEZ M2|[5H0f of= ZRE e javallM= ZiHE MSE
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4: [/ JSPOIM String HESO0| Mt M2 MAUE

5:  String username = "/"

6: String imagePath = commonPath + "img/";

7:  String imagePath_gis = imagePath + "gis/cmm/btn/";
8

9. %)

JSPO MEX(% AATE %))0 F2Ast Ha= _jspService HAES] X|HHAZ MOIH D2
ST/ 2olA| 0t Qs

1: {%@page import="javax.xml.namespace.*"%)

2: (%@page import="gov.mogaha.ntis.web.frs.gis.cmm.util.*" %)
3: (%

4: [/ JSPOIA String RES0| 2 W42 MAUE

5:  String commonPath = "/"

6: String imagePath = commonPath + "img/";

7:  String imagePath_gis = imagePath + "gis/cmm/btn/";

Controller0f| &H #H+Z AIE0IH 77t 2Yol0] S71=t LF/H LY 4~ UL

1: @Controller

2: public class TrendForecastController {

3: // Controller®ilA int ZE7} HH HAEZ MAK|0] AHEZH SFE
4: private int currentPage = 1;

5

public void doSomething(HttpServietRequest request) {




QHSIX| 912 FE2] 0 JAVA

currentPage = Integer.parselnt(request.getParameter("page"));

Controller0i] #H #HS AFZOIA| §40 K| Hp2 AFZBITE

1:
2:
3
4:
5
6

orMst AE9 o JAVA

@Controller
public class TrendForecastController {
public void doSomething(HttpServletRequest request) {
/] XG9HS2 Aot AYEZ SREX| ZoIE STt
int currentPage = Integer.parselnt(request.getParameter("page”));

}

CE A2 E SF0M IHttpHandler S2HA0 HEE XEoks BETE EalEM

rir
re
Ll
o

1:
2:
3:

4.

© o N a

QIXGHX| 42 I EO| 0ff C#
class DataleakBetweenSessions : IHttpHandler
{
//EtE A E &ZH0A IHttpHandler & 78iot= S A0 HEE X&sh= HEI}
ZSEI0{M = QHEILICE
private String id;

public void ProcessRequest(HttpContext ctx)
{

var json = new JSONResonse()

{

Success = ctx.Request.QueryString['name"] = null,

__>,|_
o
-
ret
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]
I
i
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r
ro
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10: Name = ctx.Request.QueryString['name"]
11: I8
12: ctx.Response.ContentType = "application/json";
13: ctx.Response.Write(JsonConvert.SerializeObject(json));
14:  }
15: public bool IsReusable
16 {
17: get { return false; }
18}
19: }
ol WE2 XY Hplh MEHZ 0|&0t0 X2|5t0{0F St

QIS AEQ| 0ff C#

1: class DataleakBetweenSessions : IHttpHandler

2:
3:
4:

/X
5:

S LN e

12:

{
public void ProcessRequest(HttpContext ctx)

{
o MLt MMHSE MOIHA ALZ35HOF BILICE
ctx.Session["id"] = ctx.Request.QueryString["id"];

var json = new JSONResonse()

{
Success = ctx.Request.QueryString['name'] = null,
Name = ctx.Request.QueryString['name']

b

ctx.Response.ContentType = "application/json";
ctx.Response.Write(JsonConvert. SerializeObject(json));




o
r
ol

I

ISt

FU
In

2| Off C#

r

13: }

14. public bool IsReusable
16: |

16: get { return false; }
17}

18: '}

o

IHFX{0]| XICHO| G

— —_ =

public class U488 extends HttpServlet

{

private String name;

protected void doPost(HttpServietRequest request, HttpServletResponse response)
throws ServletException, IOException

W N2

5. {

6: name = request.getParameter(‘name”);

7 -

8: out.printin(name + “, thanks for visiting!”);
9:}

103}

MES(USP ZEN0IM 42 ABoHX| = U H-S ALZoHH FofoiL.

1. (%@ page import="javax.xml.namespace.*” %)
2. {%@ page import="maha.ns.web.fta.gaa.comm.util.*” %)
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(%@ page import="maha.ns.web.fta.gaa.comm.util. SSOSessionUtil" %)
(%!

String commonPath = “/7;

String imagePath= commonPath +"img/”;

String imagePath_gis = imagePath +"gis/cmm/btn/”;

Nk ®

JSP HO[X|Lt MES! LHOIAS] LT S AFZ2 MBI} OHLE2 FOfohA| 40

QEACo| o

(%@ page language="java” import="java.io.*, java.text.* java.util.*, java.net.*,

—_

com.ins.
system.config.*, com.ins.system.exception.*” %)
(%!
private class CacheEntity {
String name;
String lastModified;
String expires;
String eTag;

Final 20| 32 S22 WRHA 42 AEE= 20122 FOfohX| 4.

QEAEo| o

(%@ page import="java.util.*” %)
(%@ page import="maha.ns.comm.util.StringUtil” %)

W N =

(%@ page import="maha.ns.comm.util.Page” %)

&

(%@ taglib uri="comm.tld” prefix="comm” %)
(%!
final String imagePath = “/img/”;

String treelmagePath = imagePath+”/port/tree.gif’;
%>




Spring AT 7|89 eGov EHUYTE= l0CE ALESHLL ULt Ol ZHAYINM QIAHAS

efob/| TH20M| ottt

1: @Resource(name = “fileMngService”)
2: private FileMngService fileService;

o, EIXtE

[1] CWE-488 Exposure of Data Element to Wrong Session, MITRE,
http://cwe.mitre.org/data/definitions/488.html

[2] CWE-543 Use of Singleton Pattern Without Synchronization in a Mulitithreaded
Context, MITRE,
http://cwe.mitre.org/data/definitions/543.html|

[3] Do not let session information leak within a servlet, CERT,
http://www.securecoding.cert.org/confluence/display/java/MSC11-J.+Do+not+I
et+sessiontinformation+leak+withinta+servlet
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v A ied

OHEd SHO=Z HlE AE= 0| 2=5E MAsH0F ettt T2 Z== 48 59 Tyst
FEE AU AIA”E MO si8ots R Hil US + UL UL, AT M= #iEE 32,
SRS
O

AH|
I:IE
SAXEAE IS R2|otAH 90K 2 FHEt K|

L}, BOtTHzY

ATEQ0] BT H, YA DI TES 201 o AHBICH YHHHOR Java LKLY ZS
S8 D2S MRS I T 820 TS main(0] LS 5 0[S ARSI el 297t Tt

CIHZ0| 2L4H main() HIMES AfH|GHOF STt

Ct. ZE0ix|

29 o= main() HIME LHOI SHHO| S=5hk= 2
main() HIME ALZ0| HQ QIOH, JHUAIS0| 24 SEL2 1O =2 3| H0|
B/t EEHO|

O ZEE Eefotd UCH J2EES| B2
C

|HUZEES AlEot=

1: class Base64 {

2:  public static void main(String[] args) {

3 if (debug) {

4 byte[l a = { (byte) Oxfc, (byte) OxOf, (byte) OxcO };
b: byte[] b = { (byte) 0x03, (byte) 0xf0, (byte) Ox3f };
6' ......

7 }

8 1}

9:  public void otherMethod() { - }

10}




ol0 2t J2EESRt 22 SEZZIHMOUM main() HAEE AHSHCE J2EEQ] main() HAEC)

32 OB TS0 BRIt ALHHO|C,

st 29| o JAVA

1: class Baseb4 {
2. public void otherMethod() { - }
3}

01 A7t H0Il= C# Z=9| Gl X|0|Ct.

QPG| 242 FE9| Oof C#

© class Example {
: public void Log() {
. //Console.WriteLine 59| HIACEE A5t CIH1E2 IS} HOfUSLICE
Console.WriteLine("sensitive info");
1
}

@ o R W N =

HH18 ZEE AH ot0{0F Sttt

QtXSt I E9| 0ff C#

é

o
1: class Example { %
2: public void Log() { i
3: //tIH1& I EES AH|SHOF BHLICE rrg
4. [/Console.WriteLine("sensitive info"); ﬂg
5
6:}
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1: void LeftoverDebugCode() {

2. int i, ntprs;

3: char **strings;

4: nptrs = backtrace(buffer, 100);

5: strings = backtrace_symbols(buffer, nptrs);
6: -

7

8

// UH1 REY A| SAES EE{5IT}
if(debug) {
for(i=0; i { nptr; i++) printf(“%s\n”, stringsljl);

10: }
11:}

22X AOil= CH & TEE A SHOJ0F SHt.

QHMgt IEQ 0f C
1: void LeftoverDebugCode() {
- [/ CIHJ SEE MHSID SX =T F2ICt
3: }




}

RI4E TBEN Hotory FIE!
2, Fichy
J2EEE HMelotdl O] FES FREADC 2 Tl [= EA| Z0t.
WY F HAE 5oz Hot Q= O =7t EXifot=X] =ISHH®). J2EE SHE(J2EE
Standard)H A= main HALE ZMES 2610 QOH, UE™MO R JNUXNEL C|HI ZEZ main
O2 AHotE2 main HAETL ARZE=E E9 THIZE QIX| 2fQI5t00F ofCt.
1. public class U489 extends HttpServlet {
2: protected void doGet(HttpServietRequest request, - ) throws - { -
3. protected void doPost(HttpServietRequest request, -+ ) throws -1
4: /] HAEE 98t main(+Lt OHEE 21 EHE 50| ot ULk
5: pUb||C StatiC VOid maiﬂ(String args[]) { ...............................................................................
6: System.err.printf(“Print debug code”);
7
8
U802 AFRE= main() HAES ALHISHY,

J2EES} 22 SEEZT0A CH

}

{

public class U489 extends HttpServlet {
protected void doGet(HttpServletRequest request, --) throws
protected void doPost(HttpServietRequest request, =) throws
st main(glL CiHAE8 21 & 30| ot L.

// HAEE
public static void main(String argsl]) {

System.err.printf(“Print debug code”);

}

S}

© N aREwN R
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[1] CWE-489 Leftover Debug Code, MITRE,
http://cwe.mitre.org/data/definitions/489.html

[2] Production code must not contain debugging entry points, CERT,
http://www.securecoding.cert.org/confluence/display/java/ENV06-J.+Productio

n+code+must+not+contain+debugging+entry+points




3. Public HIAEEE] Hi2tEl Private HHYS

7L 1L

private2 MAE BIES publicC2 MAUE HAEZR BtsKreturn)dtH, 1 HHEQ| M HEAT} Q&
Ol S7H=0] 2/R0IA B Sa=Fut x| £8HZ0| 7HsoEICt.

Lt EQICHZH

private2 M E HiE S publicC= MU= HAEZ HretotX| 2= F ofj0f otCt. private 0|
i SARES BSOS of B2l EA0 THEHM= clone() HIAER SAME HAS MHSIEE
ot private {121 &l B Gt M|E-H0f Tt o =otk| A +8&H= A 2]
AT} String Bt} St 20| HAO| HX| = HR0= Private 12| SARES 2511 0|5 Hretst
T& Aottt

<]
n

Ct. 2EOH|

mjo

HH H4= colorse private2 MAZUX|D publicC2 MU= getColors() HAEZ FHAE A
(o]
A

O
7 UL}, 0] R O=otX| 2 +F0| THE 4~ UL

Of2fe] FEE= HH B4 colorsE private2 MAZUX|TL publicQ 2 MAE getUserColors
HAEZ private HIE0 TSt referenceE Y2 & QUCE 0] L QToHX| U2 +HO| Lgt

4 lct.

1: // private @I H{EE publicQ! HIAE} returniCt,
2: private Color[] colors;
3: public Color[] getUserColors(Color[] userColors) { return colors; }

privateti 0]l Cist SALEES CHE1, SALE H1EQ MAZ= clone() HIAER private HIES| &4
9| SARES S0 KMot Hretote s A4otH, private*.i E HiE ot A0 TS 2J=5HK|
2 £8E YAIg & U
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1: private Color[] colors;

2: [/HAEE private@Z oft7{Lf, SHI2 B3, £Hot= public HAEE €2 BHELL
3: public void onCreate(Bundle savedinstanceState) {

4: super.onCreate(savedInstanceState);

5. Color[] newColors = getUserColors();
6:
7
8

: public Color[] getUserColors(Color[] userColors) {
9: //HEE SAISICL

10: Color[] colors = new Color [userColors.length];
11: for (int i = 0; i { colors.length; i++)

12: [/clone(HIAEE 0[85t0] HHH| BAE SASICE
13: colorsli] = this.colors[i].clone();

14: return colors;

153}

Ofeio] FE== B Ha

Q

olorse private2 MAZIAX|2t publicC2 MAE getColors() HIAER
(o]

0]l B2 oA 2 BiE| 0| T4 4 AT

-

referenceg &g 4= UL

1: // private 1 H{EE publicQ! HAE7} returniCt,
2: private String[] colors;
3: public String[] getColors() { return colors; }

i

Stekst £ 2o, private MR1E H{EO| CHEH Q|EoHA]

privatet{ €| SARZS TE11, O]
A O




8: public String[] getColors() {
9: String[] ret = null;
10: if ( this.colors != null ) {

11: ret = new String[colors.length];

12: for (int i = 0; i { colors.length; i++) { ret[i] = this.colors[il; }
13:}

14: return ret;

15: }

11 private String[] colors;

2. [] HAEE privateRZ St71L}, SHE Btgt, £X5k= public HAEE HEZ THELCL
3: public void onCreate(Bundle savedinstanceState) {

4: super.onCreate(savedinstanceState);

5: Stringl] newColors = getColors();

6: ...

7.}

Of2Ho] FE &= HH H4 colorsE private2 MAZUX|TE publicQ 2 MAE getUserColors
[AE2 private HIZ0]| ChSt referenceE Y2 4= AULE 0] B E56HK]|

E

Qe

1

oro
[E=p—

—

o _J'k_ -|0| I:H'AHOI‘

QFMSHX| 2 FE2| off C#

1: // private 2! collectiong publicQ! HAZ7} returnStL},
2: private List{Color) colors;
3: public List{Color) getUserColors() { return colors; }

HAEZ private Q2 otHLt, 2H|E B8t 2X5H= public HAE

C=

=

HE2 ot

mun

=
o
-
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rn
]
3
i
it}
A
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1: private List{Color) colors;

2: [/HAEE private@Z oft7{Lf, SHI2 B3, £Hot= public HAEE €2 BHELL
3: public List{Colory getUserColors() {

4: [[HEE SABIT

5: List{ ICloneable) newList = new List{ ICloneable)(colors.Count);
6: //Clone()HIAEE 0|2510] collection?] flA T SAFSHE,

7: colors.ForEach((item) =)

8 {

9:  newlList.Add((ICloneable)item.Clone());

10: });

11: return newlist;

12:}

3}, ZIcHa

—L-O

private H{ZO| MAZ0| QL=X| ZRISHI(D), SHE IO public HIAZOA BIetE B2 F BT
BEIBICH@). Ol MOIE private O] RATF Ust AFY Y2 2t UAHR HHS MN5HD
23| LHRO| S SAoh=R| QIS

1: public class U495 {

2:  //Private 2 H{ES public @ HAET} returniCt.

3 DIVALS SUINGI GO0, e o

4:

5. public String[] getColors() {

6: FEEUMN COIOIS,  #ersesssressesessesesseaes sttt ®

7.}

8}

2 oA BHEES| BHES 2IH ofH oy tHES =E &0t 11 gk3 HiE 4 QU Private i8S

| <}
2|E 2ot 11 L8 S oA =T Private?| Q=0i HOILIEE FO5iC.




1
2
3
4.
o}
6:
7
8

9:
10:
11:
12}

private String[] checkb;
private String[] prsn_info_sn;
private String login_dept_id;
private String login_user_id;
private String[] prsn_group_se;
private String[] isInterested;
private String act;

public String[] getChkb() {
return this.checkb;

}

HEIA= o

. public class AddManager extends BaseManager {

24|10

Ofzf Z=& retColors HIZS MZ MMt for2S 02610 SAGIAOLE HiEO| &
(]

|7] 20 2=2(myColors)2| FATH SALE 0] FfGIC}

e S IR R Tt S

0:}

: public Color[] getColors() {

: // private Q! BIEE public®! MAEI} returnBtCt

. private Color[] myColors;

Color[] retColors = new Color[myColors.length];
for(int i =0; i { myColors.length; i++) {

retColors[i] = this.myColors[il; //
}

return retColors;

Ut Y PP FAUD HAEL,

e

t €2 {82 privates OtH I final 0|22 F9fokX| 4L

1:

1: public static final String[] XML_TAG = { “(?xml version=\"1.0\" encoding=\"",

}
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AIEQ0 2RHoR ZIET7H0I=

or. &A=

[1] CWE-495 Private Array-Typed Field Returned From A Public Method, MITRE,
http://cwe.mitre.org/data/definitions/495.html

[2] Do not return references to private mutable class members, CERT,
http://www.securecoding.cert.org/confluence/display/java/OBJ05-J.+Do+not+r

eturntreferences+totprivatetmutabletclasstmembers




4. Private H{0f| Public C|O|E{ &gt

7L 1L

publicRZ MAE HAZO| QIX}7} privateMAE HIE0| KNEZM, privatetiBS L20A M2
O] HH G-t 2R £-gHZ0| Z7Hsoi Tt

Lt EQICHZH

publicR2 MAUH HMES| QXS privated & HIE= MNYEHX| EEF ottt QX2 SUH=2
B O SAR=S dHotd clone() HIAEZ ZAE HAE MYSIE=S of0] privateti0f &Y
610 private & BIE 2t AR|&-G0l| Ciet 2=oHK| A +FE= A LIS THof tHE 25|
O @47t String Bt St 20] HE0| E|X| = 40 A= SH2 89 EA=ES 44

o0 ettt

Ct. 2EOH|

of2fe] A== HH H4 userRolese private2 MAZ UK publicC 2 MAE setUserRoles
HAEE QAL LT 0 BiEO| EAE 2R0M HEAY o= ULt 0 F2 2E=5HK]| L2 Higat

A0 ChEE 2R 40| a4 QU

—

. //userRoles EEL£ private0|X|2t, public?! setUserRoles()2 2|52| HEO| SHSHE|TH, ApALAL
public §E7} EC}.

2: private UserRole[] userRoles;

3: public void setUserRoles(UserRole[] userRoles) {

4: this.userRoles = userRoles;

5
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AHEQ0 ERHRY ZIETI0IE &

QIXZ SR i EAES MMt clone() HAEZ ZAtE FAS NAGIEZ 6t0{ private
S A
N

0| YOI private L2 ShgE BB} BEAM et 9=06kK| 42 +8S YA

L1

//247|7} 22{A Q| private memberS $M5IX| QEE SiCt,

private UserRole[] userRoles;

public void setUserRoles(UserRole[] userRoles) {

this.userRoles = new UserRole[userRoles.length];

for (int i = 0; i { userRoles.length; ++i)
this.userRoles[i] = userRolesli].clone();

NN

Of2fel FE= HH B4 userRolese private2 MAZIAX|T publicCZ MAUE setUserRoles
|IAERE QXL Y0 HHO| HAE AR0M HEY 4 UL} 0] B 9EotA| 42 HiEO|
o

—_

. //userRoles WE = private0|X| 2, public?! setUserRoles()2 2/59| H{EO| SHSE|H AtAIAF
public ZE7} ECt.

private String[] userRoles;

public void setUserRoles(String[] userRoles) {

this.userRoles = userRoles;

SAHES 4495101 private#0ll EHGHH privateC2 SHH HIA0 o5t
A O]
Py

1: //24R|7} A Q| private memberS $M51X| Y2 SICt,
2: private String[] userRoles:




A

3: public void setUserRoles(String[] userRoles) {

4. this.userRoles = new String[userRoles.lengthl;
5:  for (int i = 0; i { userRoles.length; ++i)

6:  this.userRoles[i] = userRoles[il;

7

Or2he] T== HH H4 userRoles= private2 MAZIAXIZH publicC 2 MAE setUserRoles
AER QXL LHEO HiEO HAE AR0M HEY & ULt 0] B Q=otK| 842 HiEut
A x

1. class Program

2. |

3: //userRoles EL£ privateO|X|2t, publicQ! setUserRoles()2 25:2| H{EO| S|, AHAIAL
public ZE7} EICt,

4 private String[] userRoles;

5 public void SetUserRoles(String[] userRoles)
6: {

7 this.userRoles = userRoles;

8: }

9:}

W77t 22 A 9| private memberE £X61X| YL 2 510{0F SHCY.

QtMSt AEQ| 0ff Ci#

1: class Program

2. |

3: [/24x|7} 22AQ| private members $M5IX| L2 SHCL.
4: private String[] userRoles:

5: public void SetUserRoles(String[] userRoles)
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AIEQ0 2RHoR ZIET7H0I=

6: {

7: int length = userRoles.Length;

8: this.userRoles = new String[lengthl;
9: for(int i = 0; i { length; i++) {\

10: this.userRoles[i] = userRoleslil;
11: }

12: }

13: '}

TEO| 2 29 E2 Flfoltt HHITH®@). 0|t MUE private B{EO| Ha7t L 2|

S 5t
B 2t AAER HHIS MAGHT 2 LIRS 212 ZAGHX| EHOIBIT,

userRoles EEE privateO|X[2F, public?! setUserRoles()2 22| HHEO| ST, ARAA

public ZE7} =T},

© public class U496 {

private Strlng[] USEIROIES,  rerrrrrrressrers s @
public void setUserRoles(Stringl] userRoles) {

thiS.USGI’RO|eS = USGFRO|eSl ................................................................................................. @

}

public void print() {
for (int i = 0; i ¢ userRoles.length; i++)

System.out.printin(userRolesli]);

}

0:
1:}




Ol == M22 HES M2 Hdol for2S 018010 SARIRACL, BES| HAart URAK(0]7

20 2 (userRoles)| FTAZTE EALE|0] FQFSICT,

HETCEO o

. private UserRole[] userRoles:

1

2

3: public void setUserRoles(UserRole[] userRoles) {

4: this.userRoles = new UserRole[userRoles.length];

5. for(int i =0; i { userRoles.length; i++) {

6: this.userRoles[i] = userRoles[i]; // ¥t M AL FAZOH SAHELCH
7}
8}

1] = PN =

[1] CWE-496 Public Data Assigned to Private Array-Typed Field, MITRE,
http://cwe.mitre.org/data/definitions/496.htm|
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AHEEQI f

HT
o
J

i

oA
™
|'r'1

f7101=

| M 7Z | API 28

S| E A0 BIots WO APIZ AISSIZILL, HO0] KIofet APIS AFSS10) st 4 9l
ERNz= ()

rr

1. DNS lookup0]| o|&ot HotAH™

7Ll ML

SZX7E DNS °“EE|% £ £ U002 FHAH ZEOM EAHEFY(RUS X H2EH S)=
S

NS MEQ| FHA|7t SAX 2ol LF & J&0[2HH, ALEAIRt

5FX] QLOfOF SiCY. Bret, 22 D SEVEL] =3
A 240l WIEYIT E2HTO| SHXIS BRIAEE B 4 ALK E3, Z2KH 0| S S0l
31 AJBIO 2R SITE & Sk

M

Lt EQHH=H

HOrAHOIM EHQIHS 0|&3F DNS lookups oFX| & tC}.

[‘OII

Ct. 20|
OSol MAME SHQUBLZ oy 28 Mg - U=XIE dAtett. =L SHA= DNS 7Y
A 52 Z&ohM g 0l2iet 22 BES RaE 4 AT

1: public void doGet(HttpServletRequest req, HttpServletResponse res)
throws ServletException, I0Exception {
boolean trusted = false;
String ip = req.getRemoteAddr();
InetAddress addr = InetAddress.getByName(ip);
/=12 SAXI0) 2Ja AMa=l= MH2| DNS7} HAE & o8 ObMGHA| QiCt.
if (addr.getCanonicalHostName().endsWith(“trustme.com")) {
do_something_for_Trust_System();




882, OF | O &It Z20] DNS lookupdf| 25t SAE 0|2 H|WE SIX| %1, IP FTAE =F

QM =2 0 JAVA

1. public void doGet(HttpServletRequest req, HttpServietResponse res)
throws ServletException, I0Exception {

2:  String ip = req.getRemoteAddr();

3: if (ip == null || ".equals(ip)) return ;

//0183828= X Mt Q| IP FAE AH25I0] DNSHHZ0| 20fSiC}.

5.  String trustedAddr = "127.0.0.1"

6: if (ip.equals(trustedAddr)) {

7: do_something_for_Trust_System();

g:

&

L= MMz EHoEO= oy 2F
M

MY o A=AIE AR 2L SHAH= DNS i
Al S& Z&oiM g Of=et 22t & =+

QPG| 42 I 9| o C#

1 bool trusted;

2: string remotelpAddress = Request.ServerVariables['REMOTE_HOST'];
3: IPAddress hostlPAddress = IPAddress.Parse(remotelpAddress);

4: IPHostEntry hostinfo = Dns.GetHostByAddress(hostIPAddress);

5: string hostName = hostInfo.HostName;

6: if (hostName.EndsWith("trust.com"))

7: 9

8: trusted = true;

9:}
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: bool trusted;

string remotelpAddress = Request.ServerVariables['REMOTE_HOST'];
if (remotelpAddress.Equals(trustedAddr))

{

trusted = true;

Do_something_for_Trust_System();

Nk N2

QYO MEES SAEQ 0|52 oL ULt SHA= DNS JHAIE 2610

1: struct hostent *hp:struct in_addr myaddr;

2: char* tHost = "trustme.example.com”;
 myaddr.s_addr=inet_addr(ip_addr_string);

4:
5:
6:
7:
8:
9:
1

0:}

w

hp = gethostbyaddr((char *) &myaddr, sizeof(struct in_addr), AF_INET);
/] Q39| ME|ME SAEQ| 0|02 TG T ULt

if (hp && Istrncmp(hp—>h_name, tHost, sizeof(tHost))) {

trusted = true;

} else {

trusted = false;




Cpgolc 2E

rr

IP FAZE A1 6| u5t0] DNS FHA[ ZX0f CHof RHEotCt

1: struct hostent *hp;struct in_addr myaddr;

2: char* tHost = "127.0.0.1";

3. myaddr.s_addr=inet_addr(ip_addr_string);

4: hp = gethostbyaddr((char *) &myaddr, sizeof(struct in_addr), AF_INET);
5. [/ SAEQ| 0|£0] ofL|2} IP2 =IH H| w5t}

6: if (hp && Istrncmp(hp-Yh_name, tHost, sizeof(tHost))) {

7. trusted = true;

8: }else {

9. trusted = false;

10: }

SAYS S RE0| ZAH=R Eol
r

. 2L 2ZX}7F DNS 7HA| S

—

: public class U247 extends HttpServlet {
public void doGet(HttpServletRequest req, HttpServletResponse res) throws Servlet

N

Exception, |OException {
boolean trusted = false;
String ip = req.getRemoteAddr();
[/ BAEQ| |P FAE HO{R2LL
InetAddress addr = InetAddress.getByName(ip); e ®
/] SAEQS| DNSO|Z0| A& £ A= EHQl(trustme.com)t| £ot=X| HALSITE,
if (addr.getCanonicalHostName().endsWith(“trustme.com”) ) { e, ®
trusted = true;

o3 © 0N ook w

0: 1}
10 if (trusted) {

495



2= —
12:
13: }else {
14:
15}
16: }
17:}

or. Xt

[1] CWE-247 Reliance on DNS Lookups in a Security Decision, MITRE,
http://cwe.mitre.org/data/definitions/247 .html




Pl= 22t 2XIE (banned) &4=0[ALt, EF2|5HH| ALEE 71540 2 APIE 20|
STt 0| H32| APIOI| CHolf 2HQISEX] 211 AL I HOt ZHIE YMAIZ =~ UCH FXIE APIY
2= AEE Xtz et HAE streat(), strepy(), strncat(), strnepy(), sprintf() S0| QUCH.
HOM ZHI7H GiCt otH2te HxE HWACE S ARBY [ FA| HOt ZXHIE D AlZ

A L—

=
FH

Jal
ro
2

Lt HQOMH=

HOt ZHIZ Qlol SXIE = 012 A 4 Us A 2 ALZST. I 0=, o &
API THAO] streat_s(), strepy_s(), strncat_s(), strncpy_s(), sprintf_sQut &2 TS &4
Atgshe X0| HEEL. E3H SXIE API= OtLX|ZH Fof5t API2| A2, 2XtEE Yoz t

S I AFRSH= strtol()2 22 g4 &2 37|19 25 Ql= M40l int, short, char?t 2 AI2g
H2H0] ArZotH He Mgt gl0] b Bre 4= T

F{Ofet APIS| 2R = UMMl 22 OHLX|ZH 7He A%0]| 2} 0| HAISH A7t ACHHT) BHEA]|
F4i0t

Ct. I =0

Of2f GIIRIIAM gets() &= 712 HEU0| YHLUS HIHY MY | 20 HH LQHEZRE
odIst A OI[_|-

=22 T

1:#tinclude {stdio.h)

2:void requestString()

39

4: char str[100];

5://gets() &= 2AHE ZOIE H|
6: gets(str);

7:}

ro
e
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SIEQ0] ZR10f ZIETI0IE

O2h GiXIF 20l gets_s() Ei= fgetsO&tS ARSI US| 37|15 HMgHoto AZaH0F Bt

—_

. #include (stdio.h)

2: void requestString()
3
4: char str[100];
5. [/gets_s() 4= 2X1E 20| HI5t0| 7tStCt.
6: gets_s(str, sizeof(str));
7}
T ORl= J2EE S8 DEIHKIN ZAYT HAS S35 0| AUS KF AT A0,

D JHZUAM HMSocte 227 |sE MSEX| Rt

1: public class S246 extends javax.servlet.http.HttpServlet {

2. private Socket socket

3. protected void doGet(HttpServietRequest request,

4: HttpServletResponse response) throws ServletException {

5 try {

6: //EHAUNIL HAE S A ANS ZF ARSI U0 ZH UM HSsh= H7ISS
HSUX| Zaf QHH5EX| YLt

7: socket = new Socket("kisa.or.kr", 8080);

8: } catch (UnknownHostException e) {

9
EZI0] WASZE g2 42 ofie] ZEXE HoV|sE MIote ZYY¥=Z HAEQN URL
Connection 2 0] 20}0{0FStCY,

1: public class S246 extends javax.servlet.http.HttpServlet {
2. protected void doGet(HttpServletRequest request,




ol

QM IE2] 0ff JAVA

HttpServletResponse response) throws ServletException {

ObjectOutputStream oos = null;

ObjectlnputStream ois = null;

try {

URL url = new URL("http://127.0.0.1:8080/DataServlet");

/1227158 M3st= T U2 HAEES ALE510{0FStC}.
URLConnection urlConn = url.openConnection();
urlConn.setDoOutput(true);

=G c A A SO A
I

- O

Ot OlMl= J2EE Z2 1HMOA System.exit()S Aot QULCE System.exit() HAEE &
7

AN
ot= 2% # S 0|8S dlotil U= HHOIHE S=E 4 UL

QIHSIX| 912 FE2| 0 JAVA

1: public class U382 extends HttpServlet {
2:  public void doPost(HttpServietRequest request, HttpServletResponse response)
3 throws ServletException, 10Exception {
4 try {

5: do_something(logger);
6 } catch (IOException ase) {

7 logger.info("ERROR");

8: /[ J2EE D2HU0||A System.exit()S AFE5}0] AH|AT} 2 E 4= UL
9 System.exit(1);

10: '}

MHIA BEE 97| QIoH, J2EE Z2TH0| M= System.exit() HIAES AL&SHA| =Lt

QxS I E9] 0ff JAVA

1: public class U382 extends HttpServiet {
2. public void doPost(HttpServletRequest request, HttpServietResponse response)
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T S I I

QHMSt AE2| 0ff JAVA

throws ServletException, |OException {
try {

do_something(logger);
} catch (IOException ase) {

logger.info("ERROR");
//MHIA ZEE 37| 2|5} J2EEXIME System.exit()S AFR35IX| @=L},
1

C# ZE0|M Application.Exit() S AFR5HH UL O[HIET} X2| = X| U&LICH,

OIMSIX| &2 ZE2| 0 C#
1 try{
2. ..
3: } catch (Exception e){
4: .
5. //Application.Exit() 2 ZA| Z23WE ZF5}7| IR0, Form.Closed £2 Form.Closing
O[HIE7} X2 =|X| Z5LIC
6:  Application.Exit();
7.1}

O|HIE X2|Z IaH Application.Exit()& AF25tXA| Qr&LICEH

OrMSt =9 o C#
10 tryf
20 ..
3: } catch (Exception e)
4:
5: // Application.Exit() 2 Ar238}X| 2OH, O[HIEES X2|5HX| 25t T2 10| SRE= HS
HXE = AU
6:  this.Close():




ot ZICHYH

Fo[3t APIS 2IAES X51T ZAISIIA Si= D2I0IN i APIS r%srfm SHoISITY,
S APIS AIZSt 29 DRI 07 |X] 242 2H7} LAE 4 U002 Fofs ]
Dtof ZIofst APIS THIE 4+ ks APIHGES 22, Bl APIQ QIXI} BiEt Z10f T3 ZiA 0I20]

RISX| &folstct,

O GilX= =0l IHEHSS M| SAtoh= ZE0I0. GIXOA HIHO gt5 SAfSh7| 2{oH
A&t strepy() == EA0IM FOfeH LHEXMQI APIS StLt=, 2o 07 Hof 0|7t XH=
MOl 2720 2 FR G7[X] et 2M7t 28 & 7t AL, M2tM sy TE= EeefH0)

EMRIC D T - U

1: void manipulate_string(char * string)
2: 1

3: char buf[24];

4:  strepy(buf, string);
6

Of2ff Of|Kl= J2EE T2 10N System.exit()S AR5t UCE System.exit() HIAES S& ot=

4% ¢ oiEeA0l8S Aot U= HHOIHE S=8 4= UL
1: public class U382 extends HttpServlet {
2: public void doPost(HttpServletRequest request, HttpServietResponse response)
3 throws ServletException, |0Exception {
4 try {
b do_something(logger);
6 } catch (IOException ase) {
7 System.exit(1); /* J2EE Z2 20|l System.exit()2 AIRSID US */
8 1}
9 L
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SIEQ0] ZR10f ZIETI0IE

of. E0X=
[1] CWE-676 Use of Potentially Dangerous Function, MITRE,
http://cwe.mitre.org/data/definitions/676.html

[2] CWE-242 Use of Inherently Dangerous Function, MITRE,
http://cwe.mitre.org/data/definitions/242.htm|

[3] CWE-246 J2EE Bad Practices: Direct Use of Sockets, MITRE,
http://cwe.mitre.org/data/definitions/246.htm|

[4] CWE-382 J2EE Bad Practices: Use of System.exit(), MITRE,
http://cwe.mitre.org/data/definitions/382.htm|

[6] Do not use deprecated or obsolescent functions, CERT,
http://www.securecoding.cert.org/confluence/display/c/MSC24~-C.+Do+not+use

+deprecated+ort+obsolescent+functions







bal
A
n

Sl

HL
o
o)

[OF |

t7101=

r
A
i
r
§

- & 2ZE0]

KOREA INTERNET & SECURITY AGENCY



HhE AATA 220EA 71

MN2FE FoAtA 22t MAH 7
HSE 2ATA 2HEA ME=
H4E 018

|=
X

S8 o



AILEQI0] 20t ZIEHTH0IE
PART
5 HbE EE
O
|H 1 E | MATH HotdA 7|E
1. YHE0/H 243 % B
AMEXA, B2 ¢ Hl0[E0 tot Rad HEMAS #F11, FR0HX| H2 Aol ter XMy

=Ll

SR1-1. DBMS x3| 3! At #AZ
DBMS Z3JA| HIR(SQL) L ezt 11 2351200 et R84 ASYUHEHT ) 44
% FROMA| 42 Bl0H ot X2y A
@ OfZ=[AH(0H0IN DBHZES +oliT I ZlApeto| 7
2T MY | @ ARYHU0| HEHE= SOLHEE SHe= *o”éﬁﬂﬁ HAOIR| =5 oHOF BT,
LHE ©® LRYUHUS 080 SH2=Z SQLAEIES Ydot0f ot= &2, YU thet 25
et 7 ALSSHOF STt

nx
08

SR1-2. XMLZX3| & dut A=

- XML Z3|A| ZQIZ(XPath, XQuery S) Lif Q270 11 Z51Z2110]| CHet a4 ASHH(H

=° ElE S5) &7 ¥ S56HK| 42 20l TSt Xl M
97 Af3t O XMLEME Zslols 7|52 F6fl0f she 22 XMLEZ0 A= T2I0[Efs BHEA]|
ALHR° XML H2|E ZXE 4+ Q== UHZohA AFZotALYE, D[2] R4E H220l| Y2

© Ar=20)| et BRI SHA] ARZSHOF S,
SR1-3. CIMEZ| MH|A X£3| L Zut AS

o CiMER| MHIALDAP 5)2 Z3|8h I 2igint 1 X5|400)| st R84 A3y a4 &

=° =1 NRS A | EHC’UHEItlrtH M7

QFAEE | O LDAP QIZMHZ Q158 PioH= AP QSQHS flo AIREE QE2g2 LDAP

& A FHUTES THXK] L=F TEFohM ALZaH0f STt




=

SR1-4. AIAE Xf2 T U BO| 48 Az HS
Ol2]
[=l |

AJAE! XIIFT 9l HEE Asst

M o= HA' [l o O o = TT- [k
=° 200 TS &2 A
O QEUTZS 0|2510] AARKIR(IP, PORTHS, T2AA, H22], T} 5)S A=
Q7 ARt AR 57IEIX| L2 KHH0| AR E[X| Q=2 SHOF SiTt.
LHE @ MH Z2T QHojl M 22 M5 HHUE HalisHof 5le 2R AR 5
Ofo| X0l HHO7} MC|X| L== sHOF SiC.
SR1-5. &l MH|A @& 31 A AS
o A MHIAANE &) LEATZE HA| S)2 STHEINAIHEES Ialst ¢ HOX)of CHSt
=< Qe T M7 4l Q561K 22 ZIo0f| CHSH X2 A
O AIZRIZEE Q8 ¢ S 5502 ML= SEHOXM| AZsHE ER AZA0IE
QF At AIBE(XSS) HZS 435t F ALZHOF SIC
LHE @ DBZ3[ZNE 5HO=Z MMTi= SHHOXM| AtEdls B HTMLRIZY = 324
AOIE ATEE(XSS) LEZS 35t F ALZoHOF ST
SR1-6. &l 7| s +8 92X Ra A3
. HIUHS S, 2 S AF2Xt Hot 8010] ZQst EQ7|SS 4815t Iff ¥ AH|A QX0
=< thet Sad AT AH 2 QEoHK| 42 Zi0f| THEH A2l A7
QA | D AAHIOZ MER= BE Q0| CHol HAXQI AL R QHQIX|, OFHX| 6RS
Lhg T & 4= QIR GH0F SHCE
SR1-7. HTTP Z2EZ Q5N AS
. HIZAROI HTTP 30, A5 URL 23 S ARAPL 6IX| 942 ZuIE MAGH= HTTP
=< =R °'é é tofl CHSt Q54 ASTUH A7 U Q56K U2 210 CHSH XM|efe M7
O RS F7| Y HTTP SEHEZ AM8dt= AR, HTTP SHEE F U™ JIXIX|
O At U= TERGHA ALZol0F ST
Lhg @ 2AEUZH0| HOIX|0|S(RITOME F= ZE)S I8t URLE ARRE|0{0F 5k= H2,
S A2 AIABIOIN SI2E URLSZQ| MEXIZ AFR 2 6H0f SiCf.
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= pstmt.executeQu

request.getParameter(“id”);
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select * from users where id = #{userld}
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String es =
“doc(‘users.xml’)/userlist/user[uname="$xname’]”;
XQPreparedExpression expr = conn.prepareExpression(es);
expr.bindString(new QName(“xname”), name, null);
XQResultSequence result = expr.executeQuery();
while (result.next()) {

String str =

result.getAtomicValue(); if

(str.indexOf(’y’) ¢ 0) {

System.out.printin(str);
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1.3.1. LDAP @I

0I)|

if (luserSN.matches(“[Wrwitrtts]*”)
|| luserPassword.matches(“[WW#w]*")) { throw new
lllegalArgumentException(“Invalid input”);

}
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String service = props.getProperty(“Service
No”); if (*".equals(service)) service = “30007;
int port = Integer.parselnt(service);
switch(port) {

case 1 : port = 3001;

break; case 2 : port =

3002; break; case 3 :

port = 3003; break;

default: port = 3000;

}

serverSocket = new ServerSocket(port);
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1.4.1. Mt X+ EHx

String helpFile =

args[0]; if (helpFile !=

null) {

helpFile = helpFile.replaceAlIC\\A2, A", “");
}

BufferedReader br = new BufferedReader(new FileReader(safeDir + helpFile));
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QIE U0 et MEHSH0] ALZ0H=S BiT.

List{String) allowedCommands = new ArrayList{String)();
allowedCommands.add(“notepad”);
allowedCommands.add(“calc”);

String cmd =

request.getParameter(“‘cmd”); if
(lallowedCommands.contains(cmd)) {

throw new Exception(‘512EX| ¥ HAHN®ULICL");

}

Runtime.getRuntime().exec(cmd);

el

232 IS D52 JYUsH0] 43 7A0| U M 4 US Bict

on

s 4

ol




1-5. 2 MH|A 98 9 21t 25

G232 "8 MHIA 2F I A" 2ALAI0 RHERr A HEZC KIAOIH, HMAIE

I Z CH
2 WLEE ADEYNO EY, &, YEE SO0l M2t HHE 4 AL

0l >|ID

A LE=o SR U

ALSRE TR HOIMOIE "H AHIA 2F 2 21t 45 22T AR HOIRTAIHS

= [ o
Bl7|5 2OIRTES0R SE51T SHRWRH H47IES HAGHD YL,

QMo QA Ol off : AHEXL 27 AL Y2

[} [e] S OoF | =O
g | 2eEE 72 ewawm FTE RN SR g ZE | U
SR- | WAXSS | Bl NSXIZYE O RFP @3 | A |AE3 HE 2mH Ui XSS 220|
010501 FRIOl |7l WS gig Sxjo2 wois 01 XSS Fiter 2 xit £}

Sael= SE0l A1RH15 52 20} 8t

Xl A3t 22

HZAAMOE ZH

2S Ayt 5 A

galoF ict,
SR- | AEXSS DBZS ZWE 5| RFP | 98| 4 (counS OI83(0I XY XSS 30|
010502 oMol | HOE 4 sl woiew sepc,  xmE

SEHONO] A AR 15

Sk= 42 HTML?!

HAE= FRAA}

OlE A3EiE s

2g Satet 5 Al

8oy sict

QA FHENE MEAT 27AR FoAM0| SFE " AfH|A 2F H 21 457 Be7AY
NI 22AQAI0] 24, A, 7131, Al TAA HEA FretE=Xl =4 - UES H4H

HE=2 FX JEE Mot %Ulf.

Qtdst HOMAA 9| of - QAR FHE

24 e A 2 ;;fl ﬁ;?‘l
QTABHD NEXF 2 o;lxri A:ng OB [ER{R2IN 77}27'2*5
SR-010501 | HEA} XSS Z/OFE] 10§ EE_IE?;B gg;*@ 2 SO .
SR-010502 | & XSS %o wof nglEgﬁo :;Ar% wwHLer |

527



Qﬂ‘

[}

AEEQY0 HOFE TIET7I0IE &

Of7 [;IX] HAMC AZEQ0] OF7 [EIX0|AM= Ukat 250 £t BB /RIE FAlotl AL,
OF7[EIX QFALE! 2 U A= HEAF XSSQF K& XSS o 7|8 HAIGH AL
Qtxieh HOMAA Q| of : OF7 Bl x| AAM
4 1. AZES|0] Of7 & x]
« Locale Solution Miscellaneous
Uer mmm) —) L dll - Theme Solution
request * Multipart(file upload) handling
E =dK Handler Mapping(s) Controller
o
g T Handler(Controller)
o
g" a From submission
= )
— g 2
g g D
(0]
- g HandlerExceptionResolver
U -
er
Z24740]| T3] olage
@ 2121200 T3} XXS LEIS I
HE5l0] QtHSH 7Tt ME ObRIBH ZfOt SEfo 2 A1
J
(" 2. OF7|EIX QAL U Aajulot
QFAEID | SR-010501
QTN LIS
ABRIZEE] Q2o 718 SXO= MAEl= SHHOIKIN A5l= 2P TZAAOIE LES 4a5t
Tl ArZ3Hof BiLt.
Tt
ANEAZRE UL S SHOZ WHTh= SH HO[X[0| AlBok= 22, A=ZA0E ATFRE THAS
435t 5 MBEIZE it
o HEE 72 35 7IsCE MEH T BEHER yol0] ZE OE2AH|0|ME0A L-LAH XE
S| = Bict




2. OI7[E4R) Q7S 3 23U

LTFAREID | SR-010502

DBxS| Z21E X o2 MME= S HO[X|0f| AF26tE 4L HTML QIFY = AZAANO0|EATEE
LIRS 285t 5| AIB3H0F BTt
it

DBEE Xajet 242 SHOR Ml S HOK AIBSH= 29, TRANO|E ATRE TEfS
£33t 7 A BEIZS BiC,

LRl 715 OHA0| ZIBE Lucy XSS Filter 210|221 0123101 Taisk, TR B0 Yk
VA HBE 4 TS BTSSR S25{0] A3t

.

JHL7H0IE0Il= XSS 342 Wo{0| BTt XSS HEIE 7|82 HMAIStD Tt

1.6.1. XSS ZHE

e 7t (T DBOJM Z5[5 28 ©
A TRE HefRiE 4281 2 ABSIES B

o= dygtl= ST HOX AZoHE E2, A=A0|E

1

public static String xssFilter(String s) { if (
s 1= null) {

s = s.replaceAll(“(", “&lt;");

s = s.replaceAll(")”, “&gt;’);

}

return s;

Lucy-XSS-Filteret 22 #EH 2H 2{0|2e{2|E ArZolH H} oot @80z THES a4 + U

XssFilter filter = XssFilter.getInstance(“lucy-xss
superset.xml”); String out = filter.doFilter(in);
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1.6.1. XSS ZHE

(%@ taglib uri
(%@ taglib uri

“http://java.sun.com/jsp/jstl/core” prefix = “c” %)
“http://java.sun.com/jsp/jstl/functions” prefix = “fn” %)

{textarea name="content”){c:out value="${model.content}’/){/textarea)
(textarea name="content”)${fn:escapeXml(model.content)/textarea)
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@RequestMapping(“/write.do”)

public String boardWrite(@ModelAttribute(“BoardModel”)
BoardModel

boardModel, HttpSession session) {
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session.setAttribute(“SESSION_CSRF_TOKEN”,
UUID.randomUUID().toString()); return “/board/write”;
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1.6.1. #2750 CSRF EZ 29

{input type="hidden” name="PARAM_CSRF_TOKEN”
value="${SESSION_CSRF_TOKEN}"/>
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String sessionToken = (String)session.getAttribute(*SESSION_CSRF_TOKEN");
String paramToken = request.getParameter(“‘PARAM_CSRF_TOKEN");

if (paramToken != null && paramToken.equals(sessionToken)) {
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} else {
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Python * Django
PHP * CSRF Protector
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public String filterCrLf(String

s) {if (s = null) {

return s.replaceAll(“[WWridtwn]”, *7);
}




1.7.1. SEEIC0| M0j= /= =zt BE

return s;

}
private void doSomething(...) {

String p = request.getParameter(“data”);
response.setHeader(filterCrLf(p));
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protected void doGet(HttpServletRequest request,
HttpServletResponse response)

throws ServletException, I0Exception {

/] E2 AZg URLL =OiQl 55

/] 80| MLt HAEO| A2 2, &K 7|522 DB3ISHH
2| String allowedURL[] = {
“http://urll.com”,”http://url2.com”,”http://urlcom”
|3

String nurl = request.getParameter(“nurl”); if (nurl
== null) nurl = “0”;

try {

Integer n =

Integer.parselnt(nurl); if (n )=

0&&n(3){
response.sendRedirect(allowedURL[n])

}

} catch (NumberFormatException nfe) {
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typedef struct _charvoid
{ char x[16];

void

*y;

void

*z

} charvoid

static void

goodCode()

{ charvoid

cv_struct

cv_struct.y = (void *) SRC_STR;

printLine((char *) cv_struct.y);

/* sizeof(cv_struct.x)2 HZASI0 EQIE yo| HH{MT|Z
8EX|&8 */ memcpy(cv_struct.x, SRC_STR,
sizeof(cv_struct.x));

/- XY SRS 9ol 2 BN HYE ¥/

cv_struct.x[(sizeof(cv_struct.x)/sizeof(chan)-1] =
‘W0’; printLine((char *) cv_struct.x);
printLine((char *) cv_struct.y);
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// userRole = request.getParameter(*USER_ROLE");
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/] SHIE 9
userRole = (String)session.getAttribute(*USER_ROLE”);
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// gst2x|

o2 gy

// String item = request.getParameter(“item”); // &=

// String price = request.getParameter(“unit_price”); // ©7t
// String quantity = request.getParameter(“quantity”); // &2

// int total = Integer.parselnt(price) * Integer.parselnt(quantity);

// SHE 9

ltemModel item = service.getOneltem(id); // 2 XE =&
String item = item.getltem(); // &5

int price = item.getUnitPrice(); // 7t

String quantity = request.getParameter(“quantity”); //

#2f int total = price * quantity;
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Secure &4 2! HttpOnly &4 4%

/[ SHIEX] %2 4

// Cookie ¢ = new Cookie(‘name”, “value”);
// c.setMaxAge(60*60%24*365);

// c.setSecure(false):

// response.addCookie(c);

/] SHIE 9

Cookie ¢ = new Cookie(“‘name”, “value”);
c.setMaxAge(-1);

c.setSecure(true);

response.addCookie(c);

HttpOnly &4 4%

® Tomcat
- Tomcat 5.5.28, Tomcat 6.0.1952Ef K¢
- /conf/context.xml0f] 84X

(?xml version="1.0" encoding="UTF-8"?)
{Context path="/myWebApplicationPath” useHttpOnly="true”) :

® JEUS
- JEUS 6.0 fix92E] X[ (default?t true)
- WEBMain.xml === jeus—web-dd.xml0j| AN

{session—config)
(session-cookie)
(jsessionid—-name)JSESSIONID{/jsessionid-name)
{version)0{/version)
{domain).tmax.co.kr{/domain)
{path)/{/path)
{max-age)-1{/max-age)
(secure)false{/secure)
¢http-onlyytrued/http-only)
(/session-cookie)
{/session-config)
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® JBoss 5.0.1 2 JBOSS EAP 5.0.1
- /server/{myJBossServerinstance)/deploy/jbossweb.sar/context.xml0f| A&

{Context cookies="true” crossContext="true”)
(SessionCookie secure="true” httpOnly="true” /»

@ Servlet 3.00] X|[&=l= H2 web.xmlof A5

(?xml version="1.0" encoding="UTF-8"?)

{web-app version="3.0

xmlns="http://java.sun.com/xml/ns/javaee”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema

instance”

xsi:schemal.ocation="http://java.sun.com/xml/ns/javaee”

target="_blank”)http://java.sun.com/xml/ns/javaee/web-
app_3_0.xsd”)

{session-config)
{cookie-config)
¢http-only)trued/http-only)
{/cookie-config)
{/session-config)
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public boolean islmageFile(File filename) throws Exception
{ Magic magic = new Magic();
FilelnputStream is = new
FilelnputStream(filename); byte[] data = new
byte[512];
is.read(data);
MagicMatch match = magic.getMagicMatch(data); if
(match.getMimeType().contains(‘images”)) {

return true;
} else {

return false;
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String savedFileName =
UUID.randomUUID().toString(); File uploadFile = new
File(uploadPath + savedFileName); try {
file.transferTo(uploadFile);

} catch (Exception e)

{ System.out.printin(“upload

error’);

}
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public boolean isAuthenticated(HttpSession s)
{

boolean authenticated = false;

try {
authenticated
= getBooleanSessionAttribute(s, getUserld() +
“.isAuthenticated”);
} catch (ParameterNotFoundException e) {
// error

}

return authenticated;

}

protected boolean getBooleanSessionAttribute(HttpSession s,
String
name) throws ParameterNotFoundException

{

boolean value = false;

Object attribute = s.getRequest().getSession().getAttribute(name);

if (attribute ==
null) {
throw new ParameterNotFoundException();
1 else {
value = ((Boolean) attribute).booleanValue();
}
return value;
}
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{mvc:interceptors)
{bean class="kr.co.openeg.lab.common.interceptor.Sessioninterceptor” /)
{/mvc:interceptors)
public class SessionInterceptor extends HandlerInterceptorAdapter
{ @Override
public boolean preHandle(HttpServietRequest
request, HttpServletResponse
response,
Object handler) throws
Exception { if
(isAuthenticated(request.getSession())) {
return true;
} else {
return false;

@Override

public void postHandle(HttpServletRequest request,
HttpServletResponse response, Object handler,
ModelAndView modelAndView) throws Exception {

}
}
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String id = request.getParameter(“id”);




2112

ol

= 2ol

J

String pw = request.getParameter(“pw’);

if (ICommonUtils.isValid(“ID”, id) || !CommonUtils.isValid(“PW”, pw)) {
/] L ASO|
AT} return false;

}
pw = CommonUtils.getHash(pw);

if (ICommonUtils.isValidUser(id, pw)) {
/] 2B

A

return

false;

}

[/ A M
String sessionld = id + “.isAuthenticated”;
session.setAttribute(sessionld, “true’);

2.1.32EA 25

A QIB0| HR% R JIsE =E0IK 2 VIS0 M8 7t 1S 7 |EE Fofeltt.

2TA OIS 7|82 7150 S8 HE 7tsd S5 1=t 0t YHS & SiLE H=eiCt.

7= 25718 off
TYPET N HIZHS, PIN
TYPE2 AR7ERIT EZ, AOETIE
TYPE3 A7 |ERIS A2, S

557



AIEQ0 2RHoR ZIET7H0I=

o HAE AO|ANE &H2|X} 7|S, SIFEE 8 Z22 52 VIS 25 = e = UEE
Hgtot =X HERL 015 23|71 7HseHK| HEE HAEGSH= W0 HXI7E AL/ QUCE
Obxst HOMAAIQ] Of : TP HIAE #0|A
QTARHID | UTC_0201
o | BR7I5 U 2LAA0] Yl QIS ABKID! HRY 4 TS HBHOH, QIEE| 22 AR T20]
=< OfsiAl= Ol2] Holst RF MAX7t BEES=X| RIS,
I AL P I el
HEBREE | our 0201 HE 2 | prG 0201
D D
HOlA A = SI5H2 Ol x2|&x 47} Ol Z4=H}EH Al
AH0|A ID o 23t INE=RE[]=] Aldets 2 X2 =R} O A} 2 AZ Za
UTC_020101 SRR | EEAH] 2 s |0 BRIRA FAF &2 O E2 X2 EO'E 2, ol
s B2 2 URL At HO[X]| —’F—ig Q= HOJX| &
Sl AIE] @ H2X= E.’léw QUL
@R Tl HE ol 2701 5K U2 HO, ‘K
U2 MAXIEFHHE| M2 Uy’ |)\|7(| = =
S =] index H|O|X|2 0|&
O EZ 204 02 =01 @ QAR QFIP, BSURL, A
2| Aot HAIKX| :°| FHE X
%rol_} X—lj. EE AHA‘I
UTC_ 020102 | SI@N™E | HH | 2X7s O EH2RK A0 3| O 273005 42, SN 8
=3 2 URL HE 2N HO|X| FAZ| HOX| EE
Ij0|X| Qo QI @ =0I5HK]| &% 42, ‘219!
= @24 HOIX| HE 8| A &4 USULCE” HIAX|
2 RF HAX 28 | =5 TEC" I0[X|2 0|5
R:IE = 3j0| @97‘(:3“7} QAIP, ®2URL, A
@E—Eﬂ@’g 2R 2 & } HIAIK| §°| FHE X
Shst ™2 22 AN
UTC_020103 | 2153238 | TAl | MdARlg |[© 232 HOoIXoIN AlR|® “Y _|Oi— HHO| &XH5HK| 5
|HSk= HIO|E|(HIEAE I 0f0| LICH” BIAX| £8 & 2701 I
OlIC/H|EHS | O)/IiA YFE)E U ZF| OXZ 0l
SQL &g QlE] @ MM 70| YHiEl= oto|c/H|
SUBls (@210 4BORUOR  UHSS YL SOL A
OfO|Cl/HIPHS |  TAK| & a'1 O£ &0l 2 {5k 0f0|E|/H|DE'EQE
@EZZIMN OIS B0 | O Bl A QHARE OF
e S o
x| So| Me= msist M 2
78
UTC_020104 | HIZHS | FA| | #2X7Is |O202= HIUHS HE|O A HIUHSE U=HoK| L2
HE A2 URL H0|X| 9—§ HEHOIA HIPHS HA HES
@E HIUHSE 25l 2 B 29, o) UGS
x| ek QEHOHH HIZUH| 26| 2l= JavaScript A
sHAMES | = 2N 0K 22
F= S HIZHSE IHE °4XH HIZHSE HEH:'|E101|A‘| H
2H0|E0I M|Q ot H|| 2ot HIZHS HA 2| URL
UHSHZNAURL 8| S XK SEE 22, el H
ESFS oS HSE H‘”O" DﬂAW £
Z H|UHS HA TO|XZ 015
@ 28 520| 9 2%,
oF Alzt QHP, HAURL
X1E|74J—f Dﬂ*W §°| HHE
LEKEHEO 272 MA




SEF0|A BHAOE ZTOISH AIBRHEY Ei B2IXNSL 2SR Y2 A
HI 4 U T15S TR AISES TAISHD ULt

CRZA01A BMIM

FZ#0|A Cto]0{ 1 #(UCD)

UCD ID UCD-020101 ucb HAIZ

2421 Mg 23 Me -

AAE D UCD-0201 AR o EN !
Az

T TTA
«lnclyde i

AFBRHUE
winclude»

ZHRARE

SZAHO|A 7|2

QFMRID | AAE 3RS odEE | AgAER)
R aam | BEODINE USSR 4% HE| USTA, USIHASE 93
NEE AgHel 312, BI5I2I OIS 201 4 QIEE AIBK O5E 48
NEZ
xpis8
1. 30| 279l
rues 2. 51200] HABE 5%
3. S1210] A2 2312 AN E3)
4. 5i200) HABE + ££ %3 )
thotsg 1. BRI A AR
tlois8 U322 52719

559



[ 1]

AIEQ0] EOHR ZIET7I0E &

Lo

UACH, A SHAZ= AAE ASAE Hets el

A
= T

SelA AN AFAE0E QUSH g5 AZAT AA

rH

/s

=3
T GABHD QUL

j2S)

QFdst HOotAA ol of - SHA AN

2. NHAR

: 1: 222 HOIX F4 U

2: 222 HoIR 23 ot
[ R L 17 A U
4-272 2 i
seq )
Bigge | [T st
6 121 I0IR S8 with Cookie) i
— T I
8 AAIZSE 3 A o
I
[LELH)
[ S E iR E E e R T
3. g SUAT
AAS
-AIAI2ID {id, unique}
HIAIZ -HIE
HIAIZHD {id, unique} :ﬁrﬁxHD
HIAIZHE 1L | =g
== = - - =
A2 T AERIOIHE
Faa
1 Ay
1
ARBRE
-AFE A 0H0IC] {id, unique} At
al S
flEss : | AIEA0nIC
-AFEREOINIE COLEE
-AFERE AHEH




ERDS} 0|2 FOMO= AATE ALEAF Hels Eele o+~ UESE et H|0|SS F2lotal L.

=

OFRI3t HOHIA|2| of : ERD

AAE
HIAITE PK|HIAIEID
T H————-—Oq (M3
PK | AIAIEHD e
HAIZE AETHD
ERERL iRt
-0 =
LT
HZHE
TE|
Iag

ARZRE

PK | AL EHD
HIZ¥s

AFZRI0IHIZ
ARZXE el
MRt

£,
st
AF2XHD

Qrdst HOHAAH 9l ¢ff - E|O|S H2lA

USER_INFO

ZHy ZY ot NN PK | FK | IoF

@ | @3 | aeem og o0oE 2 gy e oxm | FEEE
id ARXHOIOIE] | ARRAREE | Y | VARCHAR2 | 10 | Y | N AKX} 0to|C)
password | AFSAMH|UHS | AFRXIAE | Y | VARCHAR2 | 100 | N | N AEA LS
Name =) AEAH&EE | Y | VARCHAR2 | 100 | N | N o=
Email o|H|Y MEXEE | Y | VARCHAR2 | 20 | N N oo

AKX} OLO|C| AMSKt
JIOIAH QRN

Status PRl ALEN ANERHE | Y CHAR N | N B2 0|2 O[j!
reg_de 7HUURY ABRHEE Y DATE N | N

561



AIEQ0 2RHoR ZIET7H0I=

USER_INFO
zioimy S om | N o Tec ] k| e et
@=) @2) e | o | OEEE 0 e xa S
permission | et HelgH Y VARCHAR2 | 10 Y N ot
user id  |AIRXOJOIC] | FSEE | Y | VARCHAR2 | 10 | N | N AR} 01|

UE2 "5 w3 Mot 2AQ-TAr0] et Qe AH MEZ2| HAI0H, MAE A =22

S29 LIZ2 TS ADEQ0S S4, 817, YHE SOl T2t TS 4 Ik

h]

MER QA FOMU= "AUS +3 Mol ErQAA9 HE HOIQAYS HI7|s 2

o —

2 QIS |2 QST QTAR R 32 off 4ot AL7|= =]
AI‘%HD =3 S o = p=s S=20o %i‘l Argor =] 2oL oT/ T Hi
SR- | QB A= 34 | H] 2T 7|5 75 AL Q| RFP | QIS | & QIBAE 345 5/Q15 A7t 584 0]
020201 Het | 7ls B AT 232 Ftehn Boten 3|2 HBI5LL, 53| A LABIZ 244
ZRbE Q1B A0 CHaH | ARR 2.2 g RISt 42 24|17t S0t AY &2
Q15 Hgt Fa= MEal |2t SOt A E{ 0l 2 .
OF St = i
SR- AISEOIE | H| |AIHSHOIS A0 TSt RFP | 12| & |20 MI/AL QIS Az HEJt
020202 | A=2Z |75 |HEE 2450 25 Al Hotey Al 271 TRAOH| Ab| 271 0] ‘=Lt
& AIpHER E 4 9l AR 2.2 274D, 2291 4
7 3HOF Bict. TECAER PN
2h 1P 34, HEA
i 52 g7tt

TARE EHEOI= ASRE QTR HOIMO| SZE 915 4% Al HOIRTAEY MR &
A = o] =
— M- =

ObHet HOMEA 2l of : 2tAte FHE

2 £ g7 e o Al £
R?Aﬁs* 9‘**5;%1:1;; o obmmmew S ERTEEEE
SR-020201 | QIBAIE 314+ K3t ggﬁ%;ﬁt@ RTEER o4 0582%1 o£§>1
SR-020202 | 4T3t QISAIE 22 gﬁ_%gfg?@ RTEER o4 0552%1 o;gz%z




OF7|2IX EAMO| OF7[EIX 27ALY

LS GAlotal A

p L2}
4]
e
oz
ro
2
>
ro
o
>
H1
ot
P
-
El
2
ro
oM
e
=
>
Hu

N

QPHSH KO 2| of : OFF A AH M
C 2. OF7|EiX| QFARS L Paiutor

QTFAREID | SR-020201
7MY HE

2701 7|5 7 Al, ABAIE nE HStot 1M QIBAIL0) CHol QISHISH HAMS XE5H0F

ro

.

O Q1= Al HEE DBOj| 7|231CH,
- AM2XAHID, 201 AlIj 3= 201 AIZE IP A, AH AR 59 MES XAISiCt,

@ 201 A 31471 53| 0|AO1 AR, “QIBAIE S4-FNZ 24A17H SO A™S AFRE 4 QY = LHEQ)
HIAIXIE =35I

@ AE0| &7l HEoME 2721 A HHE= AlLshA DBO| XMEGHH, 27101 A=t Xi&E 22, #2Xt
oA LEs M.

QTFARID | SR-020202

ISt QIS0 Cet Y2E 2010 AUBAE AV FHE 4 UA| o0 S

O 2 A= YEE DBO| 7|= Mt
- AISAHID, 2701 2 S, 221 AR IP T4, A HEf SO EE MFeltt.
@ AP} IS A SEE SHY & U= X3] Vs MSSIT
- H2X QIS = AE 7HSolH, 2021 Al 3 oig, A Ha oE 59 FHE NSt

WEZI0|E0= AUBAIE o= Mgt YEO= FAIEUY S4 H0 78S MAlotil AU

Qe HOEAQ| of : JHUIIO0I=

TAE U AL 22 YA22 0I5 FE2It 5= A Y| Pliks OIS 2l Al 21 -2 712Es &
F 34 E M XIFE AT S AEE MEE + YIS A1 T5S +Aolof 2ttt

563



AHEEQI

HPIoFE ZIETI0IE

TP HIAE HO|AR} S HIAE HO|ANE QUSAE S5 Hototl! U=X| RS HAE ot=
SO HXIFMAIE 0] AL
OFHI3t HOMIA|O 0f : Et9 BAE A0 A
QIABHID | UTC_0202
ABRIZF 2015
e - Of0|C|Qt HIZHSE U=l 2TQISICT
=< - 201 43 Al 02l 1|0|X|§ O|Sota!, 2721 A A| Of0|C|2t HIUHS S CHA| 2515 St
- 2701 M M$HEl(58)E Z=ufolH A™E &AL
o FdnHE HH o=
- CMT_0202 PRG_0202
ID ID
9-”0')\ |D ;ﬂolé E'rg Al%{ E“OlF_-I Ala%}i =1] '.IE_IZ-IKI- 01|Af74jl_|- =1] 745tc|;tﬂ Alé-‘l
UTC_020201 2701 | A (2O 4E @000, HiLHS U= |\ O FMHCE ZTIQIE1 HQIH|
O0|C] : testuer |@ 2121 HE 22 O|X|= OS2It
HUHS .
Tes-t1User%@
UTC_020202 | 2391 | ™A |239!Am @OoIT|, HiZHS 5 |\ =120 *'Hﬂﬁf 0f0|C|2t H]
010l : testuer|@ 221 HE 2 UHSE CHA| YHol=E T
HIZHS : O M=t
Test1User @ 2791 Al 37} 6517+ =H
AZ0| &7 74 QI5E 2ot
E2TI0IS S S TR0 | MMECY,
QS HOMAA Q| off : S8 EHIAE H|0]A
AU ID | AU H HMEH(EER) HASEQIE
2701 Z 000X 2 & o|HY
=N - AlgRt 2391
ARAF 27391 - OIO|THO|X| T SOl
SR-020201 =701 @O AFEAL fOIHO|X| Ol
@ DIO|H|O[X| M4 AEH - JHQIEE ~Fot/| &2l
@ MO oy | = - 010|E| =Zot7| Ofl2] Ll A5
@ Ol e 2
2701 Al S5& ofo|fet HRE
OIS olgyg
HlEl:,l_-I—<z | =] _ —Ej_ol AI]IH
@ TRE HYHS U _
TTC-020202 | 2791 Almj @ 53] U - O(0|CI2t H|LHS XHR= HE
2 —=
_ - 63| QLEA| AZEZ
(3 63| QF Y
@AEEF




%E?ﬂOIé D"HIMOHE 22 A AUBAE S8 7IRESIL AT 358 21fols 42 A8 &=

M| 7ls2 PSS AL UL

Qtot HOMAAO| O : REH|0[A FAMIA

FZ#0|A Cto]0{ 1 #(UCD)

UCD ID UCD-020201 ucb 279l
o3 Mg 2HH ME s1om
A D UCD-0202 i sima)

check fail_count

check password

User

Insert
login fail

5. FZH0|A 7IEXM
27D 279! HEIE AFEAt

CES IS
He 9 gy

AFEAPZHOtO|E| 2t HIRHSE 018010 21221

o

x5
1. AFRAH= 27101 BP0 ALK O10|CI2} HUHE S QI5ict
N 2. 00|C|Qt IS} QRAEIQI=X| SIS},
Se=s 3QQQOMQﬂH%w=r%+§|%M@q
4. O10|CI2} B[S} RE5/81 HIISIIS HOIELY,
fors=
1. HABZ 10JM 2551 212 0[0|CIot HIZHES l2f5t 42, 27101 ATy 32
UEEE 1 57 LN 00/cof IRHISE C) 2B By

2. A 37t 63| ket FR, g A™E 2417 S ALRE & Q== I

565



SIEQ0] ZRtofE TIETI0E &

SoiA AN AEAE0E QUISH g5

o =
UALH, EA SHAZ0= AAET ASAHE Bets Held o UEE FAlotal RUC.

QFdst HOotAA ol of - SHA AN

2. NHAR

LoginPage HomePage Locked Account Login Service
H H
User ' H
E Enter ID and Password() ! H
% validate() 3 :
x ) g
[if valid] redirect() H H .
T H H
[Else]
Record failed attempt) i
opt J i H
redirectq j [
e [login fail count > 5] L] 'U i
A =L
3. 8A YAk
<<\Vo>> <<Controller>>
LoginVO LoginController
|- id- String [# LOG: Log=LogFactory.getl {readOnly}
|- password: String - fogi ice: Logk v
|- ip: String |+ actionlogin(LoginVO, HttpSenv String
|- urk String + actionlogOut(HttpServietRequest ModelMap): String
- Stri |+ loginUser inVO, String
e | .. ----1] ¢ UodsteFaiCountilognVO): void
aacd:istdeg Shes 1< |+ loginFal(loginVO): void
- getPassword): String |+ JoginFal(LoginVO): _void
+ getUrl(: String
-loginService
<<Service>>
LogiSer
+ actionlogin(loginVO):  LoginVO
|+ updateFaiCount(String id): LoginVO
|+ loginf: inVO): VO
<<lognDAO>>
<<Serivgeimpl>> LoginDAO
LogkiSanicatnnt e I loginDAO: LoginDAO
[# lognDAC: LoginDAC -loginDAQ | loginServi jnServi
- X g i /X 8 b x inVO): L@gmvo
+ actionlogin({LoginVO): LoginVO |+ updateFailCount(String id): LoginVO
+ updatefaiCount(Sting id): LoginVO |+ loginfai(loginVO: LognVO |
inVO): inVO

+ loginFai




St dAME 2005 XMelg M, 27210 et 39 AUSAE slE S7tAI7|L 27021 HIj

YEE 7|501=5 Aokl AN

OrHet HotAA 2l of - 2t HAIM

SHOIN ot HOlA
AAHE | QESHOIX HEANA® | sHOX B4 239 £

HOIX 1D login. jsp molx e 239 R

ne SH0IX £31 202

el 2o

I NEN : EE
2. MBIl : 24l
3. E2HA
L]
1o/Pw 2391 OHOICI AR S2161T 2791 HE S0 A

otoicl ! EX OIECIS 200 HEHD ST B3 0/S
CT T

ofoic %7| [ : JEE

B8 % Jlsay

.29 2
AT OLOICISt HARES UABD AIBXI 2
g g,
2.0t0ICI&D| -
OlOICIE B&BEH Z2 J1Ri8 0H0IC &0I8 R
stok.
3.HILHS 2|
HAYES FHE F2 0H0ICI BES J/ge2
MARSE &QABICH

1. RES 000, BARES 050 AlE B
MEMBER HIOIZ0I 22 I =T 1 SIHAIZ!
C,

2. 272 NIHAl LOGINFAIL EIOISO 1D, 1P, 21
QIATHBI4, AlZH, Z20SE BB

ERD2 EIOIE MU= USEN 3=, AZEH= R S USAE == Mo 22 S22

MY HOIS Z2ES Footl AU

L

QbHst HQtAA|2l ¢ : ERD

MEMBER LOGINFAIL
ID VARCHAR2(100) PK SEQ CHAR(18)
NAME VARCHAR2(100) ID VARCHAR2(100)
PASSWD VARCHARZ2(100) IP VARCHAR2(100)
EMAIL VARCHAR2(100) FAIL_COUNT NUMBER(1)
ADDRESS VARCHAR2(100) IS_LOCK CHAR(1)
HP VARCHAR2(100) TIME DATE
FAIL COUNT NUMBER(1)
IS_LOCK CHAR(1)
LAST_LOGIN DATE

567




Qﬂ'

‘o

AHEQN 2

IR ZIEI7H0I=

OrMst HOMAAIQ| of : E|O]S HlM
Holz® | Efolz 93 2421 AL Eflojz A2y BEoR | wMzr | v
MEMBER | steole AR HE AR H 5| AR
SN | owmoig | 2oiumms 2701 Ay e 5| A
FESOUR | quels | ceass e CIAT AE 38 5| AR
STORAGE | QMIE0l2 | MEACAIHE | HUACAIHW GE AAZH
NODE | wmieloiz Loy Loy S| ARt
MEMBER
ID ARIHD ARX HE Y VARCHAR2 | 100 | Y N AEXHD
NAME V= A2 HE Y VARCHAR2 | 100 | N N MNEXOIE
PASSWD HZHS AR M Y VARCHAR2 | 100 | N N HIZHS
EMAIL ol UzA MEAHE | Y | VARCHAR2 | 100 | N N O
ADDRESS TN ARRA HE Y VARCHAR2 | 100 | N N FA
HP SHEEHS AFEAt HE Y VARCHAR2 | 100 | N N SHEEHS
LOGINFAIL
SEQ ABEA NERIEE Y CHAR | 18| Y | N ARRAHD
ID MEXHID A A M Y VARCHAR2 | 100 | N N AXI0IE
IP A2XHP A2 HE Y VARCHAR2 | 100 | N N HIZHS
FAIL_COUNT | 205l | AKX HE Y NUMBER 1 N N O|HIg=A
IS_LOCK P =10:1=1 INE=INESI=] Y CHAR 1 N N A
TIME 2701 A2t ARA HE Y DATE N N HEEHS




2-3. H|YHZ 2t

[

52 HIZHS He” HOrQ- A0 oot OFHet AA A= =2 GAI0|H, MAIE A HE=C
Z20 LIgL uTe ATEY0le| S, £, YHE SO T2 TS 4 ULk
AFBAF QTR FHOIMOE “BLHE B2l BOIRTAIO] NS HOIRTARS HIls BoteT
YROZ SHotL 2L HTIES MAlSHL UL
OISt HOtEAOf Off : AHEX} 2tALE FolA
o 5 - QTR Ht | B2 .
_ Q. SiH = Q. SN _ - sizdot HAI 1= H|T
=) TARIE TR TARIEH =X | At & o2 = (i
SR- |OrdiEtB|aMS | B| HUNES SEH T RFP | S| 4 |ASOISOHANC| US0IS SNl
020301 | 4475 Bg | 7i5 SOEUTIEHS| 'US =197 HITZES MATA] HS AT
OIQILYA, 0| IS Afg2.3 gxgsit. g mEr
APTIRIS KRS0} BiC}
SR- HE®FI= H HEQIE SoHHLH| RFP | S8 | & |21, 3|38 HIYH §I‘|E7HE
020302 | HIHHS HEM | 715 | 28 H&ols 42 UE 2otat 3§ S HAHs F|oE 22 HTTP
R Al HIZHSS YS9t o AR 2.3 2E 236lE 2F|2 XM2=X| 2
A eeelE S AE 2 HTTPSZ Xz| HTTPSZ XMel=Ct.
= OIZoHOF Sttt Sl
SR- |BIZHS MFAI| H| HIZHS XY Al ZE| RFP | g5 | & |HHAE FESIES|GHME $§§ I
020303 | EE/tMEH |7Is |7t MEE et Al 2otat & 2= el Al | e £E7t
QRS oA Rl 2A+E ALSHOF ofl,| At 2.3 olo] Ui+ E MG HEEID Ajgst &
AE oAl B e MH 0 SE2 AfgohES =R+ U
OlAf aHOF SiCt 1, SARE S
HISGIES St
SR- | HIZMS | b| MTMS KRR/ RFP | 9IS | A Bl HIZMS B LS B S
020304 | MAE/HE Al | 7ks Al Qhap] Bt 4 Zoien | Jsat== o @ 312 v, b
ordet g U= EIS FolM K| At 2.3 1, Y His | UHs J| VlsS
A HE EalioF St £ Y7t Aotz Aigeit
A2 kg 57|12
HEE et
=5 ZHRICE
UHSE 2ot F
2, HEHS 27|
7822 71 Al
IEECER
Al HjesE ua
Bict
SR- | HIZMS FE| | H] MIMS BRI DRZE RFP QIS | A LMD W2l is AT
020305 TAINE | 7is oA Masorsict. | ZoieT S U2 ot o BRI &)
AE23 RRIRIE N U ERC
2 ol

569




AIEQ0 2RHoR ZIET7H0I=

QAL FHBENE AIEA LAY FOMM SEE "HIZHS He|” EotQ7ARS AIE 2ot
QIO ZA, 2, 73, Al HAHNM HEA FHE =X FHY & AT HE HES9
HE ZHE MGk UL

obHs HOMAA| 2| of : QAR FHE

24 e 74 £ o A8 B
AMEXH QAR BAIM OfF [EREOA M | ERME ) SN
QIARBHD QAR Y 7101= ACI= | A=
SR-020301 ﬂgzggtﬂi ad o RT3,
SR-020302 Elzﬂf’ﬁlﬂﬂgr gg_'%;gé%i*@’ﬁ & 930
SR-020305 | 2> o SE'Z;&;?*@E‘Q 41235

OF7|EIXN EAMC| OF7[EIX Q1A
HelalE AR UL

&

U YA QTS LS MY, TS, M, w2

Qe HOHEAH 2l of : OF7 =X A A

. OF7|EHA Q7ALS & St h
QTARD | SR-020301
27 LS
Bl S S B Of SIRQIEIIEIS 20| "UBOISOIK, O HLHS MATRIS Hs0f 3t
TR
O HIZHBE YRR}, 2, SHEXS K8l5{01 82X} 04S ABSIZS ICt
@ B0l AB3t= R HILHES DBO| S5k, st HIHET} Y S0 TR AR 4+
QUEE L,
@ HEHBO} 20| MRS MAHEI} ESE HILHBE NBE 4 QIS BiC)
@ S 2xjo| v, 7|0 il 20| NS IHEIS Tt HUHSE AR 4 QTS Bt

QFARID | SR-020302
27 LS

HIEATZ HIZHSE TS0k B2 BIEA HIRHSE St foske St ES 0fZotof eitt.




@ HZHS Y=LE FEHol= TIs= =20t
- A, SEEE HY, EOI s

@ °lfg 7|52 HTTPSE Aot ALIEN 22 SHCZEH H|0[HE 2og 4 =5 ot
- HTTPZ Z&5k= E2, HTTPSZ A MRS A2} 0fS2H oS SFeltt.

QTFARID | SR-020303

AL LHE

HIZHS M Al EE7F HEH QT oiA[glE ALESHOF o, A2l A2 MBS SHOF SIC.

O

O SSEEZHAE ’_‘éﬁlf 7l5E Ftelt.
@ oAl FF Al (29| 5 M dol0] EEZ MESIES oitt.
© F=H oA EEE Habol=S oitf.

QTFARHD | SR-020304

HIZHS AT/ HE Al Ao HEE = QU= wAIS YoM HESHOF Bt

apor
@ MEAH HIHE B2INR} OJH HI2HS P2 B2f3iC)
@ DIR2 BIES BRI BIHES ZT5t 32, 27019 SA0| BILHEES H2GIZS st}
@ HILHSE $1Z Al IS 024 F5I01 0 BIUHSES HI=aA AlRE 4 QU st
@ HIZHS 501 QH6H, 519 71 Al 2215t OB FAR QA| HILHEES HesiC)
® YUA| HIUHBE 2015 AQ0)= VITA| HIUMSE ¥ & 3 205K S FiLt

QTFARRID | SR-020305

QAL LHE

HIZHS 2| FA1S HOoHA HL5H0F ST,

O AP OfX[aF 2791 UA| HEE H2|5irt
@ H|D| iE 7HOJ Eroli ‘='=|74ofEE §
® 6718 St 22I6HK| 942 AIFR te iﬂléfEt.

_,_

571



JHL7H0IE0= Qe HIHHS Md, ME, M& W, N 2 HE, 22| 20 2HE HA|
ot QULCt.
Qs HOMAA Q| of : JHE7I0|=
2.3.1. HYUHS MY 75|
SALANY I ALY S22 L0oi5H | oiM= T2 A 7210 M2t H|UHSE MA5I040F SHTE
- M7HX 9| EXHYEXL, =X, E+EANE 8ol 42, 82| 0142 ZOIE A8
- F7IX| R 2XIE ZElots 42, 10412 0142 Z0|E AME
- HIZHS 2 0| AR &= HO| A ZX|
- MetHS 2L 20| JH01Q] MaEET EEHE T AR 22X
- Ui EXIE, 7|EE0 HiEut 20| NS RIS T 2X1E AR 2K
SSIEN HYHS AF 7152 S/t HIEHS Mg 3 HE Al 4T = AEE 4 UES SiCh
public static boolean checkPasswd(String
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return false;
}
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8I"); return false;
}
for (int i = 0; i { password.length(); i++)
{ char ch = password.charAt(i);
if (I ((ch )= 0 && ‘9 »=ch) || (ch )= ‘a && ‘Z )= ch)
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return true;
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# Apache httpd.conf

(VirtualHost

XXX XXX XXX XXX 80)

RewriteEngine On

RewriteCond %{HTTPS}

off

RewriteRule (.*) https://%{HTTP_HOST}%{REQUEST_URI}
{/VirtualHost)
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public String getPasswordHash(String password, byte[] salt) throws
Exception { MessageDigest md = MessageDigest.getinstance(“SHA-
256”); md.update(password.getBytes());

md.update(salt);

byte byteData[] = md.digest();
StringBuffer hexString = new
StringBuffer(); for (int i=0;
i{byteData.length i++) {
String hex=Integer.toHexString(Oxff &
byteDatali]); if (hex.length() == 1) {
hexString.append(‘0’);
}
hexString.append(hex);
}
return hexString.toString();
}
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// Cipher ¢ = Cipher.getinstance(*DES”);
// c.init(Cipher.ENCRYPT_MODE, key);

/] SHE dE
Cipher ¢ = Cipher.getinstance(*AES/CBC/PKCS5Padding”); c.init(Cipher.ENCRYPT_MODE,
key);
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// BHI2R| o2 WY

// KeyPairGenerator keyGen = KeyPairGenerator.getinstance(*RSA”);
// keyGen.initialize(512);

/] EHtE dY

KeyPairGenerator keyGen = KeyPairGenerator.getinstance(‘RSA”); keyGen.initialize(2048);
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Cookie ¢ = new Cookie(*name”,
“value”); c.setMaxAge(-1);
c.setSecure(true); response.addCookie

(c);
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(VirtualHost

XXX XXX XXX XXX 80)

RewriteEngine On

RewriteCond %{HTTPS}

off

RewriteRule (.*) https://%{HTTP_HOST}%{REQUEST_URI}
(/VirtualHost)
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Cookie ¢ = new Cookie(“name”,
‘value”); c.setMaxAge(-1);

response.addCookie(c);
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} finally {
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String s = request.getParameter(“abc”);
if (s 1= null && s.equals(“hello”)) {

}

HHEO| QA BIEEO| HFale SO ARBEE ALY B HEA| 618 YIS ASol ALZotES Sitt.

int i =
Integer.parselnt(request.getParameter(*no”)); if (ii
¢ 0) return;

String[] values = new String[iil;
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Application Role
-description: string| 1 0.+~ | -description: string
1 07 -
1
User
-name: string 1 1 UserApplication
-age: number 1
-sex: string r
Login SessionPeriod
-id: string .
-password: string ls!ag_. 8:}9
+valid: boolean i
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b AES(Advanced Encryption Standard)
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b CAPTCHA(Completely Automated Public Turning test to tell Computers and Hu-
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b FIPS
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b HMAC(Hash-based Message Authentication Code)
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b HTTPS(Hypertext Transfer Protocol over Secure Socket Layer)
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LDAP(Lightweight Directory Access Protocol)
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NIST
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PreparedStatement

A= 2] M= MySQL, Oracle, DB2, SQL Server s0IA X|&5tH, Javall JDBC,
Perl2| DBI, PHP2| PDO, ASP2| ADOE 0|85t0 AtE 7tsatLt.

RC5

1994 RSA SecurityAt2] Ronald Rivest0i| 25l 10t= 22 A4S 31 ¢ 112|S0|C},

SHA(Secure Hash Algorithm)

SHAIYTI2|ES YECE MD5L FUNS AGHH ARESICE SHA, SHA-1, SHA-2(SHA-
224, SHA-256, SHA-384, SHA-512) 59| LiYst HTMO| loh, ¢4& T=EZQI TLS, SSL,
PGP, SSH, IPSec &0 AFZEILY.
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A2 2 38|(directory traversal)
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3747|(Public Key)
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=X SQL(Dynamic SQL)
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SX2|(Dynamic Query)
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2TE 0 HotoFH

AZE I{E(Singleton Pattern)

otLtol =10 LHOIA ofLto] QUABIATIS H-golorEh ok= I{EIOIC}. Connection Pool,
Thread Pooldt 20| Pool HEiZ £e|E= SeiA2 49 T2 03 LM Hotto| QIAHER
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QAL H(Critical Section)
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X=X SQL(Static SQL)
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S10|E2|AE(Whitelist)
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